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1
Decision/action requested

This contribution proposes to add evaluation for Solution 20 to KI3.
2
References

3
Rationale

The contribution proposes to add evaluation for Solution 20 to KI3.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

7.20
Solution #20: SEAF in PLMN operational domain for SUPI privacy protection

7.20.1
Introduction

This solution addresses KI#3. In this solution, if the AMF is in PNI-NPN operational domain, then the SEAF is co-located with the AUSF in the PLMN operational domain. If the SEAF is in the PLMN operational domain, then the SUPI is not sent outside the operator domain for KAMF derivation.

7.20.2
Solution details

The procedure follows as specified in 6.1.3 of TS 33.501[3], except the following:

· The UDM provides the authentication vectors, SUPI and other necessary parameters to the AUSF in Nudm_UEAuthentication_Get Response message. Additionally, the UDM derives the SUPItemp for the UE (determines based on the SN ID) , stores it as part of subscription data and includes it in the response message to the AUSF.

· SEAF is co-located with the AUSF in the PLMN operational domain, instead of co-located with the AMF in the PNI-NPN operational domain. 
· The SEAF in the PLMN operational domain derives the KAMF from the KSEAF according to Annex A.7 of TS 33.501 [3] and send it to the AMF in the PNI-NPN operational domain. Additionally, the received SUPItemp from the UDM by the AUSF is provided to the AMF for uniquely identification of the UE.
· The SUPItemp is used further as UE’s subscriber identifier as long as the UE is served by the AMF in the PNI-NPN operational domain.
7.20.3
Evaluation

This solution addresses KI#3. According to 3GPP TS 33.501 [3], the SEAF is a logical entity that is co-located with AMF. In this solution, the SEAF is proposed to be co-located with the AUSF. If the SEAF is in the PLMN operational domain, then the SUPI is no longer needed in the PNI-NPN operational domain, as the key KAMF is derived in the PLMN operational domain. 

Instead of SUPI, a pseudo SUPI (SUPItemp) is generated by the UDM and provided to the AMF for identification of the UE. The solution has impact to the UDM to generate and store the pseudo SUPI (SUPItemp).

Editor’s Note: Evaluation is FFS.
1. The use of SUPItemp as an identifier requires consideration for compliance with LI regulations besides SEAF is explicitly tied to the serving network which in this case of study refers to the PNI-NPN, as outlined in clause 5.6 of TS 33.501. This is further emphasized in clause 6.1.1.3 of TS 33.501, which states that the primary AKA procedure binds the Kseaf to the serving network. Clause 6.2.2 of TS 33.501 also notes that the SEAF is co-located with the AMF. Relocating the SEAF to the home network which refers to the Hosting operator would affects the trust model established in 5G.
 The reference made to TS.33.501 for the restricting the SUPI is not relevant as this applies to AF,  no where in the TR it is established hosted NPN is outside the 3GPP operator domain, though the trust boundary was established. 
If the operator has concerns on passing of the SUPI, it is operators choice to limit the architecture scope of having the UPF only and not having AMF in the hosted NPN.

*************** End of the change ****************

�LI sub-WG will assess and consider the required methods for compliance, From AMF perspective SUPI or Temp SUPI does not provide any details about the subscriber.  





What is the trust issue if the SEAF is with AMF and SEAF is with AUSF? It is trust issue if the entity is in the consumer premises and not in the Operator’s domain. 





Further, the AUSF and the UE derives the Kseaf and includes the same SN name for key derivation. Not clear on serving network impersonate as another when the SEAF is with AUSF?





Note on “The SEAF is co-located with the AMF”, is already covered in the first paragraph of this clause.





