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1
Decision/action requested

This contribution proposes a resolution to EN’s concerning compliance to regional legislation.
2
References

3
Rationale

In TS 23.700-66 it has been concluded to introduce a new network function to collect, calculate and expose energy related information.

“

1)
A new network functionality is defined to collect and calculate the energy related information and exposes to the authorized consumer subject to operator's policy:

-
If the authorized consumer is AF, the granularities include: per UE, per UE per application, per PDU session.

-
If the authorized consumer is 5GC NFs, the granularities include: per application, per UE, per-UE-per-QoS flow, per PDU session.

“
The data collected and processed is done in different granularities to which one is per UE. As no UE registers to a network without a subscription, there’s a relationship between a UE and a subscriber. To comply with regional legislation concerning collection and exposure of subscriber related information it’s a necessity to enable the means for compliance. 
The contribution proposes new requirements which encounters for the compliance to regional legislation.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: Security aspects of collecting energy related information.

5.1.1
Key issue details

TR 23.700-66 [2] studies the collection of energy related information for potential exposure. 

The integrity and confidentiality of the data collected is of importance to produce correct analytics metrics.

Another aspect of collecting energy related information is the granularity at which it’s collected. Further information on the granularities can be found in TR 23.700-66 [2]. 
The key issue aims to address the security issues, ensuring integrity and confidentiality of the energy related information collected.
There is a need to consider towards compliance to regional legislation for collecting energy related information bound to a user.

Editor’s Note: Further details are FFS.

5.1.2
Security threats

Lack of confidentiality, integrity, and replay protection in collecting energy related information can lead to disclosure of the information and tampering of the information.

Editor’s Note: Further security threats are FFS.

5.1.3
Potential security requirements

The data in transit shall support confidentiality, integrity, and replay protection.

Editor’s Note: Further requirements are FFS.

5.2
Key Issue #2: Security aspects of exposure of energy related information.

5.2.1
Key issue details

The key issue aims to address the security issues related to exposure of energy related information studied in TR 23.700-66 [2].

Authentication and authorization are key aspect of securing exposure of network energy-related data, including consumption, efficiency to external consumers as per KI#1 in TR 23.700-66 [2]. This key issue focus on investigating authorization methods for exposure.

The key issues assumes that the data will be exposed on a monthly or yearly basis, as exemplified in TS 22.261 [6] clause 6.15a.5.2, such linkability attacks using the consumption information as a side channel can be neglected. 
There is a need to consider towards compliance to regional legislation for collecting energy related information bound to a user.

5.2.2
Security threats

Potential security threat: 

If energy related information is leaked in transit, sensitive information may be disclosed.

Having no authorization or enough level access control can lead to information leakage to authenticated AF’s.

5.2.3
Potential security requirements

The exposed energy related information shall be integrity and confidentiality protected.

The producer and consumer of energy related information shall mutually authenticate.

The 5GS should support authorization mechanism for the exposed energy related information.

The 5GS should enable granular level access control to be able to restrict and control the flow of energy related information.

*************** End of the change ****************
