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1
Decision/action requested

Approve this new solution to TR 33.743.
2
References

 [1]
3GPP TR 33.743
3
Rationale

This contribution provides a new solution to address the Key Issue #1: Security for multi-hop UE-to-Network Relay in TR 33.743, aiming to provide a method to establish security between UEs in the multi-hop UE-to-Network (U2NW) Relay scenario.
Revision of S3-242000.
4
Detailed proposal

***START OF 1st CHANGE***
6.Y
Solution #Y: Security establishment for multi-hop UE-to-Network Relay
6.Y.1
Introduction
This solution addresses Key Issue #1: Security for multi-hop UE-to-Network Relay, aiming to provide a method to establish security between UEs in the multi-hop UE-to-Network (U2NW) Relay scenario.
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In this solution, each of the Intermediate Relay needs to establish secured PC5 link with the node (Intermediate Relay or the U2NW Relay) in the next hop before it can serve the Remote UE. This solution is based on the following terminologies and assumptions:

· The term ‘Intermediate Relay’ in this solution refers to the relays located between the Remote UE and the U2NW Relay, while the U2NW Relay is the node which connects to the network. 
· The hops are counted based on the path from the Remote UE to the U2NW Relay, i.e. the Intermediate Relay that connects to the Remote UE is assumed as the first hop of the multi-hop connection, while the U2NW Relay locates at the last hop. 
· The ‘next hop’ of a node (i.e. Remote UE, Intermediate Relay or U2NW Relay) refers to the neighbour node facing to the network side, while the ‘previous hop’ refers to the neighbour node facing to the Remote UE side.
· The Remote UE and the Intermediate Relay in this solution can locate of network coverage, the U2NW Relay in this solution is required to be covered by the network.
6.Y.2
Solution details
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0. Multi-hop Relay discovery procedures
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Figure 6.Y.2-1: Example multi-hop U2NW Relay security establishment procedures
Each of the Intermediate Relay needs to establish secured PC5 link with the node (Intermediate Relay or the U2NW Relay) in the next hop before it can serve the Remote UE.
0.
The multi-hop relay discovery procedure to discover the involvers, including the Remote UE, the Intermediate Relay(s) and the U2NW Relay.
1. 
After the multi-hop Relay discovery procedure, the Remote UE initiate the Direct Communication Request (DCR) message (i.e. DCR-1 on the figure) to request the security establishment between the intermediate relay in the next hop, including the RSC, CP/UP-PRUK ID or SUCI of the Remote UE as defiend in clause 6.3 of TS 33.503 [5].
2a-2b. 
The Intermediate Relay receives the DCR-1 and temporarily stores the DCR-1. The Intermediate Relay initiates another DCR (i.e. DCR-2 on the figure) to establish security establishment between the next hop node. When establishing the secured link between the next hop, the Intermediate Relay takes the role of a Remote UE and the DCR-2 includes the RSC, CP/UP-PRUK ID or SUCI of the Intermediate UE as defiend in clause 6.3 of TS 33.503 [5].
3. 
The Intermediate Relay and the U2NW Relay follow the procedures in 6.3 of TS 33.503 [5] to establish the secured PC5 link.

4-5. The Intermediate Relay uses the protected PC5 link established in step 3 to send intermediate key request message including the temporarily stored parameters in DCR-1. Based on the existing U2NW Relay security mechanism (i.e. steps 4a-4e of 6.3.3.2.2 or steps 3-13 of 6.3.3.3.2 of TS 33.503 [5]), the U2NW Relay uses the parameters in the Intermediate Key Request to interact with the network, in order to get the KNR_ProSe/KNRP and freshness parameter to set up connection with the Remote UE. 
NOTE: If more than one Intermediate Relays in the path, each Intermediate Relay needs to store the DCR message from its previous hop and establish secured link between its next hop. The parameters in the stored DCR message are sent to the next hop after the secured link is established. The secured link is also used to receive security parameters from next hop to set up security with previous hop.
Editor’s Note: It’s FFS how security is established between Remote UE and Intermediate Relay when there are more than one Intdermediate Relays.
6-7. The KNR_ProSe/KNRP and freshness parameter are contained in the Intermediate Key Response and sent to the Intermediate Relay via the protected PC5 channel established in step 3. The Remote UE and the Intermediate Relay use existing mechanism to finish security link setup.
Editor’s Note: It’s FFS whether step 4/6 can interact with network directly when Intermediate Relay has network coverage.
Editor’s Note: It’s FFS whether and how Intermediate Relays are authorised to get KNR_ProSe/KNRP.
Editor’s Note: It’s FFS whether step 4/6 are needed with UP-based solution.
8.
The rest multi-hop U2NW communication procedures.
6.Y.3
Evaluation
TBD.
***END OF CHANGES***
5G ProSe Remote UE
Intermediate UE-to-Network Relay
NG-RAN
PC5
5G ProSe UE-to-Network Relay
PC5
Uu
5GC
Data Network
N6



