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1	Decision/action requested
It is presented for discussion.
2	References
[1]	3GPP TS 22.369 Service requirements for ambient power-enabled IoT
[2]	3GPP TR 23.700-13 Study on Architecture support of Ambient power-enabled Internet of Things
3	Discussion
During SA3#115Adhoc-e meeting multiple proposals for key issues and security assumptions for Ambient IoT did not reach consensus due to opposing views of parties. This discussion paper tries to provide an analysis of the arguments and tries to provide a way forward.
In the discussion in general the following two views were expressed:
-	Ambient IoT devices shall satisfy the same (high-level) security requirements as other devices, so any mentioning of (a dependency on) device capabilities, was rejected.
-	Ambient IoT devices have limited capabilities, so maintaining the traditional (high-level) security requirements, was rejected.
In our opinion, both views started with a valid statement. However, in both views subsequent conclusions were drawn (as expressed in the italic parts) which are not necessarily correct. Maintaining high levels of security, does not a priori preclude devices having limited capabilities. It could be the result of a study, that devices with limited capabilities cannot satisfy the required high levels of security, but we cannot be sure. So, it would not be wise to reject all key issues and security assumptions based on a feeling that the two statements are incompatible.
One of the complicating factors in the above discussion, is that neither SA2, nor RAN has specified in detail what it means “low-complexity, low-power, resource-constrained”, i.e. what these ‘device capabilites’ actually are.
Another complicating factor is SA3’s insistence on studying only security requirements based on perceived threats. If there are no new threats, then there will be no new requirements, and therefore there is no need to change anything. In general SA3 pushes all ‘information flow’ type of requirements to SA2, thereby taking no proactive role in designing information flows. This seems to be going as far as assuming SA2 to design authentication procedures as well.
If security procedures are not adapted to the device capabilities of Ambient IoT devices, this could jeopardize the market introduction of Ambient IoT devices. Security related procedures such as authentication should be decided and designed by SA3. In this respect SA3 should not rely on SA2 to set requirements on whether to have these security procedures. 
4	Proposal
SA3 should create new/updated security procedures and not rely on SA2 to provide those. The security procedures should enable support for low capability devices without compromising the level of security.
Therefore, in order to make progress in the Ambient IoT study, SA3 should accept the following statements as an input for finding solutions:
-	Ambient IoT devices shall satisfy the same (high-level) security requirements as other devices.
-	Ambient IoT devices have limited capabilities.
Key issues and security assumptions should not be rejected based on assumptions drawn from these two statements individually.
