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1	Decision/action requested
It is proposed to add the following solution to the TR 33.700-32.
2	References
[1]	3GPP TR 33.700-32 "Study on security aspects of User Identities and Authentication"
3	Rationale
This document proposes a solution for key issue #1. 
4	Detailed proposal
It is proposed to approve the following change to TR 33.700-32 [1].

***START OF THE CHANGE***
[bookmark: _Toc102752618][bookmark: _Toc164842669]6.Y	Solution #Y: User Plane Based Human User ID Authentication and Authorization 
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc164842670]6.Y.1	Introduction
This solution addresses the requirements identified in key issue #1 (Authentication and Authorization of Human User ID). It is proposed to user plane based authentication and authorization. 
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc164842671]6.Y.2	Solution details
The figure 6.Y.2-1 presents the high-level authentication and authorization architecture. The Portal is a trusted entity from the HPLMN perspective, and can e.g. be managed by the HPLMN operator or a trusted partner. The UIP management procedures are performed from an authorized and authenticated entity. The User Identifier associated with the UIP is authenticated at the UIP management procedures e.g., for creating, removing an Identifier Link (link and unlink), and activating an Identifier Link. The User Identifier is authenticated and authorized by the UIP server via the Portal and the 5GC is informed if necessary by the UIP server via the Nnf/Nnef. 


Figure 6.Y.2-1: High-level authentication and authorization architecture

The figure 6.Y.2-2 shows a flow for authentication and authorization of the User Identifier in the UIP server via the UE's UIP client.



Figure 6.Y.2-2: Management of UIP via UIP Client
0.	User prepares the UE e.g. downloading a UIP client, creates login, gets UIDs to be used and credentials to be used in first login, assigns a profile (to be used by PCF when user logs in) etc. This can be done via the portal and towards the UIP server, or via UIP client to UIP server.
1.	User login to UE and the UIP client, possibly including a local authentication of the user. In case of new UID, the UIP client gets a new set of credentials. 
2.	UIP client issues an Xuips_UIPupdate request e.g. indicating a new user login (applies to admin of UIP as well as non-admin of UIP).
3.	An authentication of the user is done, via UP. 
4.	The UIP Server determines whether to update 5GC e.g., new user login making a User Link active.
5.	The UIP server may reply with information related to the new user or simply result of login.
6.	The UIP client may display options to the user, e.g. if user admin the user can add new User Links and configure what service differentiation to enable when the User Links is active.
7.	The user selects an option to update the UIP information.
8.	The UIP client issues an Xuips_UIPupdate request as per user selection, admin of the UIP can e.g.:
-	Adding or removing a User Link;
-	Updating UIP information e.g. configure what service differentiation to enable when a certain User Link is active.
9.	The UIP Server determines whether to update 5GC.
10.	The UIP server replies with result of the request.
The above flow shows how to update the UIP information via a UIP client protocol, the same type of information can be updated via the Portal using web services. 
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc164842672]6.Y.3	Evaluation
TBD.

***END OF THE CHANGE***
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