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1	Decision/action requested
It is proposed to add the following conclusion to the TR 33.700-41.
2	References
[1]	3GPP TR 33.700-41 "Study on enabling a cryptographic algorithm transition to 256-bits"
3	Rationale
Different aspects of introducing new 256-bit encryption and integrity protection algorithms were discussed during the study and it has been agreed that these new algorithms are regarded as additional new algorithms to the existing ones and current mechanisms are enough to use these algorithms. There are only some steps such as assigning identifiers and code points for these algorithms. This document proposes to capture this agreement in the conclusion of the study technical report [1]. 
4	Detailed proposal
It is proposed to approve the following change to TR 33.700-41 [1].

***START OF THE CHANGE***
[bookmark: _Toc151726813]7	Conclusions
[bookmark: startOfAnnexes]During the study, the following aspects on introducing new 256-bit encryption and integrity protection algorithms were discussed:
-	256-bit security,
-	relation with the long-term key and key hierarchy,
-	impacts on Access Stratum (AS) and Non-Access Stratum (NAS) protocols,
-	impacts on Dual Connectivity and Ultra-Reliable Low Latency Communications,
-	impacts on RRC-Reconnection,
-	impacts on handover and interworking mechanisms, and
· backward compatibility.
It has been concluded that using the new 256-bit algorithms, even if the long-term key is 256-bit, is not enough to have 256-bit security in the 3GPP system and updating current mechanisms to have uniform 256-bit algorithm usage is not worth in the scope of this study. Thus, these new 256-bit encryption and integrity protection algorithms are considered just new encryption and integrity protection algorithms additional to the existing ones. Since the key hierarchy already supports 256-bit key length and 3GPP AS and NAS protocols have already a negotiation mechanism, it is agreed to use existing mechanisms for the usage of these new algorithms. The only identified steps, to be done in the normative phase, for the specification of the usage of these algorithms are the following.
-	Specific identifiers need to be assigned (clause 5.11.1 of TS 33.501 [3]),
-	code points in UE security capability information element need to be specified by stage 3,
-	Figure 6.2.2-1 of TS 33.501 [3] needs to be updated to replace "128" (the length of the key after the truncation) with "n" where n is the key length of the crypto algorithm.
NOTE: The requirements on support of these new algorithms by different entities are to be discussed communicating with other working groups in the normative phase.


***END OF THE CHANGE***


