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1	Decision/action requested
It is proposed to add a KI on protection of training data exchange in VFL.
2	References
[bookmark: _Hlk106339329][bookmark: _GoBack][x]	3GPP TR 23.700-84
[bookmark: OLE_LINK3]3	Rationale
It is proposed to add a KI on protection of training data exchange in VFL.
4	Detailed proposal
**** Start of Change****
[bookmark: _Toc145061444][bookmark: _Toc145061647][bookmark: _Toc145074908][bookmark: _Toc145075112][bookmark: _Toc145074666][bookmark: _Toc29420][bookmark: _Toc2181][bookmark: _Toc145075113][bookmark: _Toc145061648][bookmark: _Toc145074667][bookmark: _Toc145074909][bookmark: _Toc145061445][bookmark: _Hlk162624572]5.X	Key Issue #X: Protection of training data exchange in VFL
5.X.1	Key issue details
As per KI#2 in SA2 AIML TR 23.700-84[x] studies enabling 5GC support for vertical federated learning (VFL). These VFL operation participants can be multiple NWDAF instances (e.g., in multi-vendor scenario) or the NWDAF(s) with AF(s) according to Use Case#4 and #5. These VFL operation participants exchange intermediate data (e.g. intermediate training result, loss information) in the process of VFL model training.
This key issue studies the protection of training data exchange between VFL participants in VFL.
[bookmark: _Toc145061446][bookmark: _Toc145061649][bookmark: _Toc145075114][bookmark: _Toc145074910][bookmark: _Toc145074668][bookmark: _Toc2363]5.X.2	Threats
If the training data exchange between VFL participants is not confidentiality protected, then the intermediate data may be leaked and abused.
If the integrity of the data exchanged between VFL participants is not protected, the data may be modified, and further affect the quality of the trained model.
[bookmark: _Toc145061650][bookmark: _Toc145061447][bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145075115][bookmark: _Toc3657]5.X.3	Potential security requirements
5GS shall support confidentiality and integrity protection for training data exchange between VFL participants.
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