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1	Overall description
SA3 thanks RAN2 for the LS on security handling for inter-CU LTM in non-DC cases. SA3 discussed the multiple options in R2-2404037 for security key change during inter-CU LTM mobility procedure, and would like to provide the following analysis.
According to the general principle of key handling at handovers for KNG-RAN*/NH as specified in TS 33.501 clause 6.9.2, each KgNB(KNG-RAN*) is associated with a NCC corresponding to the NH value from which it was derived. Re-keying of KgNB includes horizontal key derivation (derived from KgNB when NCC remains unchanged at handover) and vertical key derivation (derived from NH when NCC increases at handover). Key change during Xn-based inter-CU LTM handover will require vertical key derivation in case the source gNB has an unused {NH, NCC} pair. The new key KNG-RAN* is derived by the source gNB from the NH value associated with the NCC, which needs to be delivered to the UE and target gNB for synchronization of re-keying. The {NH, NCC} pair is computed by the AMF and delivered to the gNB during NGAP PATH SWITCH.
SA3 realized that options 1B, 2 and 3B require the UE to be pre-configured with a list of NCC from the source gNB, and option 3A requires the UE itself to determine the next NCC value for vertical key derivation. All these options are not totally aligned with the design principle of {NH, NCC} pair, due to the following reasons:
-	{NH, NCC} pair is controlled by the AMF to ensure forward security between gNBs. The NCC value used by the source gNB for vertical key derivation is created and maintained by the AMF and is not preconfigurable by the gNB. The UE is informed by the source gNB of the NCC value used for key derivation. Hence the NCC value cannot be preconfigured by the gNB (options 1B, 2) or determined by the UE (options 3A).
-	As the NCC value is incremented by the AMF during NGAP PATH SWITCH after each Xn-based handover, pre-configuration of NCC list to the UE by the CN (option 3B) before handover is also not applicable, because the CN cannot predict to which gNB it shall deliver the corresponding NCC values in the list before handover takes place.
[bookmark: _Hlk166078622]-	The NCC value shall be incremented by 1 along with each movement of the UE to a new gNB. Pre-configuration of NCC list does not seem to be necessary given such design. The security concern is not about the availability of NCC list on the UE, but about re-keying synchronization based on the NCC value synchronized on the UE and gNB. Hence the key task is to ensure the NCC value used by the UE and gNB is synchronized and incremental. 
Both options 1A and 4 propose that the UE is provided with the NCC value used by the source gNB, which are aligned with the current security design, so that the NCC value used by the UE and gNB can be synchronized.
-	Option 1A uses MAC CE command replacing RRC reconfiguration signalling for sending NCC value to the UE. As MAC CE command is not protected, there is the risk that the NCC value can be tampered by an attacker over the air interface. Tampered NCC value will lead to desynchronization of re-keying on the UE and gNB, hence leading to failure of handover. The consequence of such DoS attack needs to be evaluated together with the other information contained in MAC CE command. If tampering of any of the unprotected information in MAC CE command other than NCC value will also lead to handover failure, the risk of NCC value tampering alone may become circumstantial. This needs to be evaluated by RAN2.
-	Option 4 reuses RRC signalling to send UE the NCC value after every inter-CU LTM cell switch execution for key derivation at the next inter-CU LTM cell switch. This option ensures that the NCC value is protected, hence no risk of handover failure as in option 1A.
Based on the above analysis, SA3 concludes that options 1A and 4 are more inline with current key handling principle hence feasible, while the other options are not. Whether option 1A or option 4 shall be selected is up to RAN2’s analysis on the trade-off between the risk of DoS attack and signalling overhead. 
However, options 1A and 4 are not complete solutions yet. Whether they can ensure re-keying synchronization on the UE and gNB or not still relies on the support from RAN3 in defining the procedure from source gNB to target gNB to deliver the following information: 
-	The derived KNG-RAN* and associated NCC
-	The confidentiality and integrity algorithms used in the source cell 
-	UE's 5G security capabilities
-	UE's UP security policy
SA3 also would like to inform RAN2 and RAN3 that a new study on security aspects of NR mobility enhancement is being proposed in SA3. Timely synchronization on RAN2 and RAN3 progress would be appreciated.
2	Actions
To RAN2, RAN3 
ACTION: 	SA3 asks RAN2 and RAN3 to take the above answer into consideration and timely synchronize with SA3 on the study progress.

3	Dates of next TSG SA WG 3 meetings
SA3#117	19 - 23 August 2024		Maastricht (Netherlands)
SA3#118	14 - 18 October 2024		TBD (India)

