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1
Decision/action requested

SA3 is kindly asked to approve the update to the assumptions in TR 33.700-32.
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3
Rationale

In the security assumptions of current version of TR 33.700-32 [1], it is stated that: for the human user of the UE, user authentication and primary authentication are independent. The user authentication procedure will not impact UE primary authentication procedure. This assumption has the following ambiguities:

-
The statement “user authentication and primary authentication are independent” is not accurate and implies the possibility that user authentication can be performed without primary authentication. However, users or non-3GPP devices shall use or connect to a legitimate and authenticated UE to use operator or non-operator services through 3GPP network. Hence it is proposed to update this statement.
-
There is key issue #3 in TR 33.700-32 [1] on authentication and authorization of one or more non-3GPP devices behind one gateway UE. Successful primary authentication of the gateway UE should be the prerequisite for non-3GPP devices to connect to the UE. Hence the above statement also applies to non-3GPP device authentication.
In addition, the assumption on non-3GPP device behind a UE or 5G-RG mentions the credential provisioning. Actually, there could be multiple credentials on a non-3GPP devices for different purpose. The “credential” in the context of this study should be the credential associated with the non-3GPP device identifier, which is to be authenticated and used by the network to control the traffic of the non-3GPP devices to/from the UE or 5G-RG, according to TR 23.700-32 [2] clause 5.4.1. Hence it is proposed to update the assumption for non-3GPP devices.

This pCR proposes to update the current security assumptions given the above reasons.
4
Detailed proposal

*************** Start of the Change ****************

4
Architecture and security assumptions

This study should be based on the following assumptions:

- 
The architecture requirements and assumptions as described in TR 23.700-32[2] apply.

- 
The security architecture, procedures, and security requirements for 5GS as defined in TS 33.501 [x] are used as a baseline.

-
Authentication for human user and non-3GPP device is performed after successful UE primary authentication. The authentication procedure will not impact UE primary authentication procedure.

- 
For the non-3GPP device behind a UE or 5G-RG:

- Credentials associated with non-3GPP device identifiers are assumed to be provisioned in the non-3GPP device by an operator, human user or a 3rd party.
NOTE:
How this is performed is not in scope of this study. The authentication of the non-3GPP device is not done by the 5GC.


*************** End of the Change ****************

