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*** BEGIN CHANGES ***
6.11
Solution #11: UE context management for S&F operation
6.11.1
Introduction

This solution addresses Key issue #1: Security protection in Store and Forward Satellite Operation. 

The principle of the solution is:

1.
After an UE attaches a satellite, the satellite saves the MME UE context in the UE authentication token that is protected by confidentiality and integrity. UEs cannot understand and modify the UE authentication tokens.
2.
The satellite sends the UE authentication token to the UE. The satellite does not store the UE context after disconnecting from the UE.

3.
When the UE connects to another satellite, it provisions the UE authentication token to the satellite.

4.
The satellite verifies the UE authentication token, reconstructs the MME UE context using the content of the UE authentication token, and then performs a NAS SMC for the new connection.

The solution requires a first satellite to store the MME UE context (including security context and GUTI) in a token, and then provide the GUTI and token to a UE. 

When a UE is handed over to a second satellite, its MME UE context will also need to be relocated to a second satellite. The UE provides GUTI and token to the second satellite. 

The second satellite needs to perform MME relocation using the information carried in the token, and then create a new UE security context in the second satellite. Security information used for MME relocation is provided to the second satellite through the token.
6.11.2
Solution details

UE context management procedure for S&F operation is shown in the following figure.
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Figure 6.11.2-1: UE context management procedure for S&F operation

0.
The 4G system provisions security materials for encrypting and verifying UE authentication tokens to satellites that support S&F operation. The UE authentication token contains MME UE context information for S&F operation and security materials for key handling in S-MME (on board MME) handover in S&F operation. UE authentication tokens need to be protected by confidentiality and integrity.
NOTE:
What UE context information should be included in the UE authentication token and how to protect it will be specified in the normative phase.
1.
When the feeder link is available, the HSS provisions UE authentication vectors to the satellite that supports S&F operation and is expected to pass the target UEs.
2.
When the service link is available, the UE and satellite perform attach procedure.

3.
The satellite and UE exchange downlink/uplink data through NAS messages.

4.
The satellite generates GUTI and an UE authentication tokens protected by confidentiality and integrity using the security materials received in step 0, and then sends them to the UE. After disconnecting from the UE, the satellite can delete the MME UE context stored in the S-MME.
5.
When the UE connects to another satellite, it sends an attach request to the satellite, which includes GUTI and UE authentication token.
6.
The satellite decrypts and verifies the UE authentication token using the security materials received in step 0, performs MME handover procedure and NAS SMC procedure with the UE as specified in TS 23.401 [9], and then reconstructs the MME UE context using the information contained in the UE authentication token.

7.
The satellite and UE exchange downlink/uplink data through NAS messages

8.   The satellite performs the same operations as step 4.
6.11.3
Evaluation

This solution uses the existing solutions specified in TS 23.401 [9] to achieve authentication and communication security, thus meeting the requirements of Key Issue #1.
The advantages of this method are:
-
After UE successfully accesses the satellite for the first time, it can perform authentication and data transmission processes in any subsequent connection.
-
No changes to the existing authentication and NAS/AS security procedures.
The drawbacks of this method are:
-
Token protection keys need to be pre-configured in the satellites.
-
Protocol needs to be changed in order to transmit tokens.
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