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1
Decision/action requested

SA3 is kindly requested to approve the proposed key issue. 
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References

3
Rationale

The communication channels used by the services in SBA layer for sending and receiving messages is based on IP in most deployments. This poses network level attacks as one possible attack vector towards the SBA layer. This key issue proposal is for data exposure to enable detection of such network leven attacks in SBA layer.
4
Detailed proposal

******** FIRST CHANGE ********
6.X


Key Issue #X: Security data exposure to enable detection of network level attacks in SBA layer

6.X.1

Key issue details

Attackers usually perform passive attacks to start assessing the security of any system. They usually only monitor the data and are concerned with eavesdropping and accessing unauthorised data and trying to find the vulnerabilities in the syste. At the network layer, different scans like nmap scanner, arp scanning, and more advanced IP scanners usually look for loopholes in the IP network. After some initial scanning and obtaining the details of potential vulnerabilities, active attacks like DDoS, ARP spoofing, identity spoofing, Man-in-the-middle, replay attacks, etc. can be launched from the network layer.
This key issue aims at defining the data which can be collected to enable detection of passive or active attacks using attack vectors at the network level.

6.X.2

Security threats
If relevant data is not exposed, operator’s security monitoring and evaluation systems may not be able to detect any passive or active attacks at the network level for the SBA layer.
6.X.2

Potential Security Requirements

5GS shall be able to expose data which can enable operator’s security monitoring and evaluation systems and/or NWDAF to detect any passive or active attacks at the network level for the SBA layer.
******** END OF CHANGES ********
