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1	Decision/action requested
Approve the pCR to TR 33.713
2	References
[bookmark: _Hlk106339329][1]	TS 33.501 Security architecture and procedures for 5G System
[2]	TR 38.769 Study on solutions for Ambient IoT (Internet of Things) in NR
[3]	TS 22.369 Service requirements for Ambient power-enabled IoT
[4]	RAN2#125bis chairman notes https://www.3gpp.org/ftp/tsg_ran/WG2_RL2/TSGR2_125bis/Inbox/Chair_Notes/R2_125bis_ChairNotes_24-04-19_final.docx

3	Rationale
This contribution proposes a lightweight ID privacy solution. 
4	Detailed proposal
SA3 is asked to approve the following pCR.

*** Start of 1st Change ***
6.X			Solution #X: Lightweight AIOT ID privacy based on hashes
6.X.1			Introduction
The assumption of this solution is AIoT device can not support 5G-AKA due to power or computation resource limitation.
The existing Key issue #3, Privacy by protecting AIoT device identifiers, specifies the following requirement:
Mechanisms for mitigating privacy threats (described above) by identifying, linking, and tracking the identifiers of AIoT Device(s) shall be supported.
In addition, RAN2#125bis chairman notes [4] detail the following baseline procedure:
[bookmark: _Hlk165549985]…
3. RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS
4. Baseline:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed,: Details FFS
…
This solution aims to address both, the KI#3 of the present document and the baseline procedure described in the RAN2#125bis agreement.
Moreover, the proposed procedure for obfuscating the AIoT Device AIOT_ID describes the “inventory” use case but is equally applicable to the “command” use case.
6.X.2			Details
The simplified call flow associated with the proposed solution is presented below.


Figure 6.X.2-1: Call flow for Lightweight AIOT ID privacy based on hashes
Steps associated with the call flow in Figure 6.X.2-1:
0. Configuration and provisioning step
0a. AiOT Device is configured/provisioned with AIOT_ID
0b. RAN Reader/Intermediate Node is configured/provisioned with a list of AIOT_IDs
1.	AF sends an Inventory Operation Request with the following information: target area for the operation, client which requests the operation, and match information which is used to filter and discover the target AIoT devices for the operation.
2.	The NEF authorizes the AF request. If the AF request is authorized, The NEF discovers the AIoT function using the information in the Inventory Operation Request, e.g. using the target area for the operation to discover the AIoT function from NRF. If the target area for the operation matches the AIoT service area of the AIoT Function, the NRF returns the information for the AIoT function to the NEF. 
3.	The NEF forwards the Inventory Operation information to each of the selected AIoT functions.
4.	The AIoT function discovers and selects a reader or an Intermediate Node to perform Inventory Operation according to the Inventory Operation information. e.g. using the target area for the operation to discover the readers. If the target area for the operation matches the AIoT service area supported by the readers, those readers can be selected to execute the inventory operation.
5.	For each of the selected readers, the AIoT Function sends an Inventory with the Inventory Operation information.
6.	The select reader executes the inventory operation towards the target AIoT Devices.
7. The UE performs AIOT_ID selection based on matching of hashed AIOT_ID
a. The UE computes a hash using RAND_READ as salt for each AIOT_ID
b. The UE compares the hash values of its provisioned AIOT_ID and AIOT_ID hashes from the broadcast message to find at least one matching hashed AIOT_ID.
c. The UE selects an AIOT_ID that has a matching hash. 
8. The UE sends an initial message to the network including a hash of the selected CAG IDs in the AS layer. The hash is computed using RAND_UE as salt.  It is assumed that RAND_UE is refreshed periodically to reduce to possibility of a UE-hashed AIOT_ID replay attack and long enough to allow a legitimate connection to complete.
9. The AIoT Device sends a Registration Request containing hashed obfuscated AIOT-ID
10. The RAN Reader or Intermediate Node sends the Discovery Report with AIOT_ID to AMAF/AIOT AF
11-12.	AIoT Function reports the operation result to the AF vie NEF/AF.

6.X.3			Evaluation
This solution proposes a lightweight method of privacy protection for the AIoT Device identity.
Further evaluation is FFS.

*** End of 1st Change ***
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