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1. Introduction
The subscription management is one of the most important functionalities in 5G system. Key issue #2 includes the study point for subscription management of Ambient IoT as follows:
-	Study whether subscription management, registration management and/or connection management are necessary for an Ambient IoT Device or a group of Ambient IoT Devices, and if so identify the necessary state machine(s), procedures and functionality considering the Ambient IoT Devices capability and characteristics.
There is some agreement on subscription management already " A Permanent AIoT Device ID is stored in the AIoT Device and the UDM or a Credential Holder's AAA server.", however there are some open issues in conclusions of key issue #1 on the subscription management, it includes:
Editor's note:	Whether and what AIoT Device related information (e.g. AIoT Device last known Reader ID, optionally the result of AIoT device validation result, etc.) is stored in the AIOTF, are FFS.
Editor's note:	Whether the UDM should store the device related information is FFS.
This contribution addresses the open issues via evaluations in terms of subscription management for the solutions in the present report, this includes the following aspects:
-	dedicated subscription data for AIoT device and how to locate subscription-like information, see clause 2.1
-	dedicated subscription data for 3rd party AF, see clause 2.2
-	additional UE subscription data for UE acting as a Reader, see clause 2.3
Finally, this contribution concludes to support the dedicated subscription data for AIoT device, dedicated subscription data for 3rd party AF, and additional UE subscription data for UE acting as a Reader and makes a proposal for inclusion in the TR in clause 3.
2. Discussion
2.1 	Support of subscription management for Ambient IoT Device
The key issue #1 targets a system architecture to support "Validation of the Ambient IoT Device identifier" as one of the objectives. This is inline with the interim agreement in terms of device subscription in key issue#1 and SA1 Requirements in TS 22.369: "The 5G network shall support suitable management mechanisms for an Ambient IoT device or a group of Ambient IoT devices." 
The study assumes that communication spectrum is licensed, thus there is a need to authorize a AIoT device communicating with 5G network via its licensed spectrum. In order to achieve this, the 5G network needs to identify such AIoT device and check whether it is subscribed to the 5G network, i.e., the 5G network needs to perform “Validation of the Ambient IoT Device identifier”. This is the way the MNOs to ensure that their network resources are utilized by authorized users thus to secure their network infrastructures and protect their investments.
When doing an inventory, AIoT Devices will respond to the "network pull" of devices into a network. Resources will have already been used to obtain the identity of the AIoT Device. A main purpose of Inventory is to determine what AIoT Devices are present, and as AIoT Devices can be nomadic, devices will leave and new devices will arrive. The inventory procedure determines the identity of an AIoT Device, and therefore determine whether it is manageable and should be communicated with by the operator. We cannot and do not want to prevent devices from responding to inventory, but an operator can subsequently determine whether to allow further access/communication with that device, including for example, not reporting it in Inventory results to an AF, not passing on commands to the AIoT Device from an AF etc. Subscription-like information is the basic building block which is used by an operator to determine whether the device is known and therefore to be communicated with by an AF.
Observation 1: In a nutshell, the business requirements require the 5G network to provide validation of the Ambient IoT Device identifier as one of the system functionalities, and there's no doubt the subscription management of Ambient IoT device is used to achieve the validation of the Ambient IoT Device identifier.

[bookmark: _Hlk176965561]In the present TR, 17 out of 43 solutions propose that "Validation of the Ambient IoT Device identifier" is performed by 5G core, and most solutions explicitly mention to use subscription data for Ambient IoT device to perform "Validation of the Ambient IoT Device identifier". As part of the subscription data for Ambient IoT device, Device ID, Device Status, Device Credentials, last known CN NF, last known Reader are commonly proposed.
Proposal 1: The subscription-like data for AIoT device is used to perform "validation of the Ambient IoT Device identifier", one of the system functionalities for Ambient IoT. Such subscription-like data is dedicated for an Ambient IoT Device and it is stored either in a UDM within the core network or via a AAA external to the AIoT network. The subscription-like data contains at least the AIoT Device ID, Device Status, Device Credentials, last known CN NF, last known Reader.

As concluded, the AIoT Device Identifier is used to identify Ambient IoT Device and locate the corresponding authentication server. For operator allocated Identifier, the network identifier is mandatory and can be used to index the authentication server or not. For third party allocated Identifier, the network identifier is not needed. The third party may be the credential holder or not. If it is not the credential holder, the network should be provided with third party related context including the information used to locate the authentication server.
When a PLMN is interacting with a specific AIoT Device (e.g., sending commands/data) it can use the Ambient IoT Device ID (Part1: operational entity or information used to identify a 3rd party) to locate where subscription-like information is for the device, and then the Ambient IoT Device ID (Part2: EPC) to locate the subscription-like information for the specific Ambient IoT Device. The following is possible, based on the value of the Ambient IoT Device, as shown in the following Figure:
-	If the operational entity matches the PLMN making the request, then this PLMN itself holds the subscription-like information.
-	If the operational entity is another PLMN then the other PLMN holds the subscription-like information and the PLMN interacting with the device can contact the other PLMN for access to the subscription-like information.
-	If the operational entity is set to a ID other than PLMN, then based on the local configuration or a delegation to a Credentials Holder or third party related context, the PLMN interacting with the device can contact a Credentials Holder. If a Credential Holder cannot be determined or accessed then no subscription-like information is available for the AIoT Device, thus any AIoT services won’t be available for the specific AIoT device.


Proposal 2: Clarify How to locate the subscription-like information with Ambient Device ID.

2.2 	Support of authorising a 3rd party AF
As stated in TS 22.369: "The 5G system shall provide suitable mechanisms to support communication between a trusted and authorized 3rd party and an Ambient IoT device or group of Ambient devices". This requirement assumes that the 3rd party is authorized to 5G network during communication with the Ambient IoT Device.
The NEF is typically used to perform API or AF level authorization, while the new AIoTF can perform finer authorization by looking into the AIoT service parameters of AF request, e.g., type of request, allowed service operations, allowed service area, allowed ID scope, security indication etc. So, the authorization by the NEF and the authorization by the new AIoTF are complementary.
Proposal 3: The AIoTF or NEF are both used for authorization of the AF request targeting an Ambient IoT service/AIoT Devices. The subscription data for 3rd party AF from UDM is used by AIoTF while the SLA and operator policy are used by NEF.

2.3 	Support of additional UE subscription data for UE Reader
As stated in TS 22.369: "Based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a group of Ambient IoT devices". This requirement clearly indicates that the UE subscription is used to authorized UE to act as a Reader for communication with the Ambient IoT Device.
The AMF is the anchor point for UE access, it is convenient and easy for AMF to handle UE subscription to authorize the UE to act as a Reader. In the present TR, 10 out of 43 solutions propose to use AMF and UDM to authorize the UE as Reader during UE registration procedure.
Proposal 4: The UE subscription is enhanced to indicate whether the UE is enabled/disabled to serve as AIoT intermediate node, this indication in UE subscription is used by AMF to authorize the UE as a AIOT reader during the UE registration procedure.

3. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-13.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc175891057][bookmark: _Toc180646018]8.2	Interim Conclusion on Key Issue #2
[bookmark: _GoBack]8.2.x	Subscription Management
The AIoT device may or may not have operator’s subscription data in the network. If the AIoT device doesn’t have the operator’s subscription data in the network, the corresponding data (e.g., Device ID or credentials) is stored in the AAA server external to the network.
Subscription data for an Ambient IoT Device is required in case the Ambient IoT Device is managed by the AIoT network:
-	It is used by the AIOTF to check whether the device is subscribed
NOTE x1:	Checking whether the device is subscribed needs coordination with SA3 study outcomes on validation of the ambient IoT Device identifier.
-	It is dedicated subscription data for Ambient IoT Devices, i.e., different with UE subscription data.
-	It contains at least a permanent Ambient IoT Device ID, Device Credentials, etc.
NOTE y2:	Security related materials in subscription data for Ambient IoT device are placeholder now, the final decision still depends on the outcomes from SA3 study and SA2 will align security related materials in subscription data with SA3 decision during normative phase.
The Ambient IoT Device ID is used by the AIOTF together with local configuration, 3rd party related context or delegation information to locate where the Subscription data or corresponding data of an Ambient IoT Device is.
Optionally, the network can have AIoT device related information, such as Disabled flag (e.g., to be disabled, Disabled etc.), Last location information (e.g., last known AIOTF, last known Reader/AIoT-RAN).
Editor’s note: Where to store the AIoT device subscription data and AIoT device related information is FFS. Whether and how to use AIoT device related information, and any additional items in AIoT device related information are left to normative phase to complete.

Subscription data for 3rd party AF is required:
-	It is used by the AIOTF together with SLA and operator policy at NEF to perform authorization of the AF request targeting for Ambient IoT service.
-	it is stored at UDM within 5G network.
NOTE z:	Items within the subscription data for 3rd party AF need to be figured out during normative phase.

UE Subscription data is enhanced to include whether the UE is allowed to operate as a UE reader, the UE subscription is used by the AMF to authorize the UE as a Reader.


[bookmark: _PictureBullets]* * * * End of changes * * * *
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