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Abstract: This paper proposes conclusion for ATSSS_Ph4 KI#2.2 based on evaluation of the solutions.
1. Introduction/Discussion
[bookmark: _Toc519004414]Currently, there are four solutions (Sol#2.2, Sol#2.6, Sol#2.7 and Sol#2.8) proposed to solve the Key Issue #2.2 about simplifying the network operation over non-3GPP access, without compromising the security of the 5G network. The following table compares these four solutions and provide the evaluation respectively.
	Solution
	Brief summary of the solution
	Evaluation

	#2.2
	The UPF has a Public IP address,
UE establishes an NULL encryption IPSec with the ePDG collocated with UPF and perform authentication via AAA server. 
The UE establishes MPQUIC connection with UPF over the IPSec tunnel.
	Advantages:
· The solution has less impact on 5GC and UE. 
Disadvantages:
· The solution relies on the deployment of interworking architecture for EPS and 5GS and keeping the non-3GPP access system in EPS. 

	#2.6
	UPF supports IPSec functionality.
The UPF has a Public IP address,
UE establishes an IPSec with UPF based on the IP address received from 3GPP access and is authenticated by AUSF.
	Advantages:
· The solution can reuse the IPSec functionality which is already supported by the UE. 
· 3GPP defined security is supported, i.e. the authentication is performed by AUSF. 
· This solution does not rely on MPQUIC, and MPTCP and ATSSS-LL functionalities can be flexibly selected as required based on the existing ATSSS requirement, which can provide high transmission efficiency, compared with MPQUIC functionality, as described by e.g. solution #2.8. 
· Compared with Sol#2.2, the solution does not reply on interworking architecture for EPS and 5GS.
Disadvantages: 
· Needs to extend N4 interface and introduce the new message exchange between SMF and AUSF or between AMF and SMF if the existing authentication procedure between AMF and AUSF is reused. 
· For the MPQUIC functionality, the double-layer encryption and two IP header longer than one IP header defined in solution#2.7/2.8 takes more processing and transport resource. 

	#2.7
	The UPF has a Public IP address,
UE establishes MPQUIC with UPF based on the IP address received from 3GPP access.
The security is performed at MP QUIC layer based on TLS 1.3
	Advantages:
· The solution has less impact on the 5GC control plane, and MPQUIC functionality is to be applied to all kinds of traffic. Especially for the traffic splitting per packet for UDP, the MPQUIC functionality provides one IP layer transmission, which is the most minimum transmission resource consumption than the IPSec related solutions.
Disadvantages:  
· MPQUIC connections need to be established per QoS flow per proxy mode, and as the MPQUIC encryption is mandatory, it will occupy a large amount of processing resources in the UPF. In addition, if the UE moves and the UE’s IP address allocated by the WLAN access network is changed, then every MPQUIC connection needs to be updated, which will consume more resources for the processing in the UPF.
· The solution does not use primary (AKA based) authentication via non-3GPP access and relies on that the UE has been authenticated via 3GPP access. This might reduce the security level and whether there is any security issue needs to be investigated by SA3. 
· MPQUIC is beneficial for per-packet traffic steering and redundant transmission. While for other steering modes, MPQUIC brings much overhead compared with ATSSS-LL, such as every IP header replacement for UL and DL packets in the UPF, the complexity and extra delay in the MPQUIC connection setup procedure per QoS Flow per proxy mode, and the delay will be aggravated since the first MPQUIC connection has to be created via 3GPP side while the 3GPP access has long latency at that moment.   
· This solution is not applicable to the trusted WLAN access case, since the mandatory encryption for each MPQUIC connection is not necessary. 

	#2.8
	The UPF has a Public IP address,
UE establishes MPQUIC with UPF based on the IP address received from 3GPP access.
The security is performed at MP QUIC via the MP QUIC path validation mechanism
	

	#2.12
	The solution reuse N3IWF but enable the NULL encryption IPSec tunnels if the MPQUIC steering functionality is used. 
	The solution still uses the N3IWF which does not alleviate much the complexity of the system. Further similar as for solution #2.8, whether NULL encrypted IPSec tunnles reduces the security level and whether there is any security issue needs to be investigated by SA3.

	#2.13
	The solution eliminates the IPSec tunnel for UP.
	The solution may not work since it is not resolved how the traffic for both uplink and downlink can be routed to the appropriate N3IWF without the usage of IPSec tunnel (i.e. there is no inner IP).



Most of proposed solutions are based on the presence in the UPF of an IP address which is reachable from internet, while they have different mechanism for the authentication and authorisation of the connection from the security point of view. Therefore, the conclusion of this Key Issue requires the coordination with SA3 and it will be updated based on feedback from SA3.
2. Text Proposal
Based on the above evaluation, it is proposed to capture the following changes (all new texts) vs. TR 23.700-54.
* * * * First change * * * *
8.2.2	Conclusion for KI#2.2: Simplified ATSSS architecture over non-3GPP access
It is concluded that:
-	Without using the N3IWF/TNGF, direct tunnel between the UE and the PSA UPF is established to simplify the ATSSS deployment over non-3GPP access without compromising the security of the 5G network.
-	Extend the PSA UPF to supporting IPSec functionality of ePDG and establish an IPSec connection between the UE and the PSA UPF to simplify the UE implementation. 
-	For untrusted WLAN access, apply NULL encryption for IPSec in case of MPQUIC steering functionality between UE and PSA UPF to eliminate duplicated encryption in the user plane. For other steering functionalities than MPQUIC, IPSec with encryption between UE and PSA UPF shall be used.
-	Reuse the 4G AAA server if deployed in the operator’s network.
-	Enhance AMF, SMF and UPF to support security parameter exchange with the 5G UDM/AUSF functionalities being reused for authentication.
-	If the UE loses 3GPP access coverage, the MA PDU Session can be kept until the SMF requests the UPF to release the MA PDU Session.
Editor's note:	Whether MPQUIC only based solution can also be concluded is FFS. UE authentication relies on 3GPP access only needs to be evaluated by SA3 and the conclusion is subject to be updated based on feedback from SA3.


* * * * End of changes * * * *
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