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Abstract of the contribution: The contribution proposes conclusions for KI#4 " NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention".
1. Introduction
Conclusions on KI#4 " NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention" are proposed in this contribution based on the evaluations of existing solutions on KI#4. Further updates to the conclusions are to be done to accommodate solution updates and further discussions.
2. Proposal

It is proposed to agree on the following changes to 3GPP TR 23.700-84.
* * * Start of Change * * * *

8.x
Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
For KI#4, the following enhancements are agreed as interim conclusions to support signaling storm prediction, detection, prevention and mitigation in order to support the corresponding defined Use Case #3: NWDAF assistance in device signalling storm prevention and mitigation and Use Case #6: Analytics-assisted prevention of abnormal NF behaviour causing signalling storm and mitigation of its impact in the network:

A new type of Abnormal NF signaling storm analytics will be supported: 
1. A Source NF (e.g. 5GC NF, MDAF) will support the data exposure for creation of the Abnormal NF signaling storm analytics with the following set of collected information (aka “input data”):
a. “5GC Control Plane congestion analysis” data received from MDAF by using MDAF collected information defined by the TS 28.104 [8].
b. “Control Plane Signalling Abnormality” e.g. Registration requests per UE, Timer information per UE, transition information per UE, Expected UE behaviour, time duration for receiving request to response by specific NF, NF load, singalling information per NF etc. received from AMF/SMF/OAM/AF/NRF etc. 
2. NWDAF will support deriving statistics and/or predictions of Abnormal NF signaling storm analytics based on the related analytics consumer subscriptions and/or requests with AT LEAST the following set of provided information (aka “output data”):
	Information
	Description

	Report (1...max)
	List of observed signalling storm

	  > Target NF ID
	The target of signalling storm predicted by NWDAF

	  > Congestion issue ID
	The potential cause of NF Abnormality (e.g. massive UE/frequent access, NF abnormal signalling, NF overload etc.)

	  > Source SUPI/NF list
	SUPI(s) of the UE(s) or NF(s) which cause the signalling storm

	  > Confidence (for predictions only)
	Confidence of this prediction


3. A Consumer NF (e.g. 5GC NF, MDAF) will support execution of the mitigation and prevention actions based on the Abnormal NF signalling storm analytics received from NWDAF.
NOTE: 
NWDAF-delivered recommendations for signaling storm handling, on top of statistics and predictions, are not part of Rel-19.
NOTE: 
“5GC Control Plane congestion analysis” is on NF level while “Control Plane Signalling Abnormality” has NF level, UE level and PDU-session level related information. It is NWDAF’s responsibility to combine NF related information, along with per-UE/per-PDU session received information and thus to deliver corresponding Abnormal NF signalling storm analytics.
NOTE:
Examples of prevention/mitigation actions following signaling storm prediction and/or detection may be further defined in an Informative Annex of the normative specifications within the course of normative specification. 
Editor's note:
It is FFS whether, for “Control Plane Signaling Abnormality” defined above, NWDAF communicates directly with OAM or leverage MDAF/MDAS for collecting and delivering OAM data. It needs to be defined in collaboration with SA5.
Editor's note:
It is FFS whether any configuration of NWDAF or any service operation indication is needed for instructing/configuring NWDAF which types of scenarios and/or NF/interfaces to monitor.
Editor's note:
It is FFS whether SCP can be a source of input data.
Editor’s Note: The detailed list of the “input data” and “output data” parameters used for prediction/detection of “Control Plane Signalling Abnormality” by NWDAF is FFS, including whether certain fields are mandatory or optional, and will be determined as a part of normative phase. 
* * * End of Change * * * *
