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[bookmark: _Toc113732261][bookmark: _Hlk163035390]**** START OF FIRST CHANGE (MAIN DOCUMENT) ****
[bookmark: _Toc135591774]5.3.2	Usage for realising LI_X2
The POI sending xIRI over the LI_X2 interface shall set the PDU type field within the xIRI to "X2 PDU". (see ETSI TS 103 221-2 [8] clause 5.1).
Where a single xIRI is sent as a result of a network procedure (i.e. as result of several signaling messages exchanged between the target UE and the network), the POI sending the xIRI shall set the Payload Direction field (see ETSI TS 103 221-2 [8] clause 5.2.6) based on the initiator of the network procedure.
Unless otherwise specified by the relevant clause, the payload shall consist of a BER-encoded TS33128Payloads.XIRIPayload structure. The payload format (see ETSI TS 103 221-2 [8] clause 5.4) shall be set according to the relevant clause of the present document (the value 2 is used for TS 33128Payloads.XIRIPayload).The TLS transport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.
Unless otherwise specified, xIRI shall include the timestamp and sequence number conditional attribute fields, with the timestamp value set to the time at which the event occurred.
Unless otherwise specified, the "Matched Target Identifier" conditional attribute shall be set to indicate what target identity was matched to generate the xIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).
Unless otherwise specified, the "Other Target Identifier" conditional attribute shall be set with all other target identities present at the NF that contains the POI (see ETSI TS 103 221-2 [8] clause 5.3.19).
[bookmark: _Hlk86913863]Unless otherwise specified, the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) should be set to indicate the NF that contains the POI. The NFID is defined as a unique identifier assigned to the NF by the network (e.g. FQDN) per carrier implementation and referred to in the following clauses.
Unless otherwise specified, the IPID (see ETSI TS 103 221-2 [8] clause 5.3.8) should be set to indicate the POI (within the NF) that generated the xIRI for the conditional attribute field.
[bookmark: _Hlk163035464][bookmark: _Hlk163034372]Unless otherwise specified, the XIRIPayload.relativeOID field shall be set to the value of the xIRIPayloadOID specified in the version of the ASN.1 defined in Annex A used by the IRI-POI to generate and encode the xIRI payload.
[bookmark: _Hlk163035475]**** START OF NEXT CHANGE (MAIN DOCUMENT) ****
[bookmark: _Toc135591782]5.5.2	Usage for realising LI_HI2
The IRI messages sent over LI_HI2 are structured as a header and a payload. The header contains general information like LIID, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains intercept related information based on information that the MDF2 has received from sources in the network, such as the IRI-POI as described in clauses 6 and 7 of the present document. Details of the IRI messages can be found in Annex A of the present document. Messages defined as passing over the LI_HI2 interface shall be passed as the payload of the threeGPP33128DefinedIRI field (see TS ETSI 102 232 -7 [10] clause 15).
[bookmark: _Hlk86914029]If the LI_X2 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped into the PSHeader networkFunctionIdentifier (see ETSI TS 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10] clause 15.3).
If the LI_X2 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS 102 232-1 [9] clause 5.2.13) shall be populated by the MDF2 with the IPID value.
[bookmark: _Hlk163034397][bookmark: _Hlk163034426]Unless otherwise specified, the IRIPayload.relativeOID field shall be set to the value of the iRIPayloadOID specified in the version of the ASN.1 defined in Annex A used by the MDF2 to generate and encode the IRI payload.
If the IRI is generated from an xIRIPayload received over LI_X2, if the release and version of the xIRIPayload.relativeOID is different from the release and version of the IRIPayload.relativeOID the IRIPayload.mediatedFromIndicator.xIRIRelativeOID choice shall be used and set to the value of the xIRIPayload.relativeOID of the xIRI message used to generate the IRI message.
**** START OF NEXT CHANGE (MAIN DOCUMENT) ****
[bookmark: _Toc135591783]5.5.3	Usage for realising LI_HI3
The CC sent over LI_HI3 is structured as a header and a payload. The header contains general information like LIID, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in clauses 6 and 7 of the present document. Details of the CC can be found in Annex A of the present document. CC defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15).
[bookmark: _Hlk86914116]If the LI_X3 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped into the PSHeader networkFunctionIdentifier (see ETSI Ts 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10] clause 15.3).
If the LI_X3 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS 102 232-1 [9] clause 5.2.13) shall be populated by the MDF3 with the IPID value.
[bookmark: _Hlk163034470]Unless otherwise specified, the CCPayload.relativeOID field shall be set to the values of the cCPayloadOID specified in the version of the ASN.1 defined in Annex A used by the MDF3 to generate and encode the CC payload.
NOTE:	ETSI TS 102 232-1 [9] specifies in clause 6.4 a transport layer based on TCP. However, based on agreement between network operator and LEA, in scenarios where it may not be possible to achieve the necessary LI data rates based on the transport layer based on single TCP connection, alternative profiles may be considered (e.g. based on UDP, multi path TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.
[bookmark: _Hlk163035566]**** END OF CHANGES (MAIN DOCUMENT) ***
**** START OF FIRST CHANGE (ATTACHMENTS) ****
---a/33128/r16/TS33128Payloads.asn
+++b/33128/r16/TS33128Payloads.asn
@@ -133,9 +133,10 @@ XIRIEvent ::= CHOICE
133	133		
134	134		IRIPayload ::= SEQUENCE
135	135		{
136		-	    iRIPayloadOID       [1] RELATIVE-OID,
137		-	    event               [2] IRIEvent,
138		-	    targetIdentifiers   [3] SEQUENCE OF IRITargetIdentifier OPTIONAL
	136	+	    iRIPayloadOID          [1] RELATIVE-OID,
	137	+	    event                  [2] IRIEvent,
	138	+	    targetIdentifiers      [3] SEQUENCE OF IRITargetIdentifier OPTIONAL,
	139	+	    mediatedFromIndicator  [4] MediatedFromIndicator OPTIONAL
139	140		}
140	141		
141	142		IRIEvent ::= CHOICE
@@ -239,6 +240,11 @@ IRITargetIdentifier ::= SEQUENCE
239	240		    provenance                                          [2] TargetIdentifierProvenance OPTIONAL
240	241		}
241	242		
	243	+	MediatedFromIndicator ::= CHOICE
	244	+	{
	245	+	    xIRIRelativeOID   [1] RELATIVE-OID
	246	+	}
	247	+	
242	248		-- ==============
243	249		-- HI3 CC payload
244	250		-- ==============

**** END OF ALL CHANGES ***

