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1	Introduction
[bookmark: _Ref178064866]The topic of UE-side data collection was discussed at length during the Rel.18 SI, and several different options were discussed, some of them with impact in 3GPP and some not. However, eventually no clear conclusion was reached, and according to the new Rel.19 WID the study of UE-side data collection alternatives has to continue in Rel.19.
2	Discussion
Data collection is an essential step to allow UE-side model training. The UE needs to perform and collect radio measurements which will then be used to train a UE-side model. A critical question that arose during the Rel.18 SI is whether the collected data should be transferred to the entity performing the UE-side model training in a transparent or non-transparent way with respect to 3GPP.
The outcome of this discussion was captured in TR 38.843:
	7.2.1.3.2	Data collection for UE-side model training 
The following proposals were discussed in RAN2: 
1.	UE collects and directly transfers training data to the Over-The-Top (OTT) server;
1a)	OTT (TRansparent)
1b)	OTT (non-TRansparent)
2.	UE collects training data and transfers it to Core Network. Core Network transfers the training data to the OTT server.
3.	UE collects training data and transfers it to OAM. OAM transfers the needed data to the OTT server.
RAN2 did not study or analyse these proposals and did not agree to requirements or recommendations.



We first note that all the options captured in the TR implies that the data collected should eventually end up in the server in charge of the UE-side model training, which can be outside the MNO (OTT server) or inside the MNO. Whether the server for the UE-side model training is located inside or outside the MNO depends on the specific deployment, and 3GPP can simply assume that both solutions are possible. RAN2 does not need to take any assumption on that. For option 1a), as it was defined (i.e. transparent transfer of data), the server for UE-side model training is outside the MNO by definition. On the other hand, in our view, for all the other options it should be possible to have a server for UE-side model training inside or outside the MNO. As we will describe in our paper, the difference between the options 1b), 2, 3 is only on the way the data collection procedure is controlled, on how the collected data can be made visible, and on the protocol used for transferring the collected data. The location of the server inside or outside the MNO is not a distinguishing factor.
[bookmark: _Toc166229483]The data collected for UE-side model training should be ultimately terminated in a server for UE-side model training.
[bookmark: _Toc166229502]The difference between the options 1b), 2), 3) is only on the way the data collection procedure is controlled, on how the collected data can be made visible, and on the protocol used for transferring the collected data. The location of the server (i.e. inside or outside the MNO) is not a distinguishing factor.
[bookmark: _Toc166229484]In all the options 1b), 2, 3, the server for the UE-side model training can be inside or outside the MNO, depending on the specific deployment. RAN2 does not need to take any assumption on that. For option 1a), the server is outside the MNO.
The key point is that even if the server for UE-side model training is located outside the MNO, 3GPP should consider the possibility for the MNO to control and have access (visibility) to the data collected. 
Related to the controllability, there are in our view two levels of controllability that the MNO can exercise:
· The MNO's ability to manage/control the initiation/termination of the data collection for UE-side model training 
· The MNO should be aware of the fact that a data collection session for the UE-side model training needs to start, and that a data collection session in ongoing. This is because network resources will be consumed to ensure a proper UE-side model training, so the MNO needs to supervise this procedure, and be able to allow/reject it depending on network conditions.
· The MNO's ability to manage/control the initiation/termination of the data collection transfer and of the associated traffic flow 
· Once the data collection session is completed, the MNO should be aware of the fact that the collected data needs now to be transferred from the UE. The MNO can thus control (allow/disallow, prioritize/deprioritize) this procedure and manage the related traffic.

[bookmark: _Toc166229485]Controllability of the UE-side data collection implies:
a. [bookmark: _Toc166229486]The MNO's ability to manage/control the initiation/termination of the data collection for UE-side model training
b. [bookmark: _Toc166229487]Once the data collection for UE-side model training is completed, the MNO's ability to manage/control the initiation/termination of the data collection transfer and of the associated traffic flow.
In our view, the above level of controllability should be ensured, and it should be possible in all the options except for option 1a for which, as we will explain in the next section, the assumption is that the MNO does not have any control of the data collection, e.g. no SLA between training function application and MNO. 
Hence, except for option 1a), whether the controllability is full or partial or completely absent should be a decision of the MNO. In all the options 1b), 2), and 3, as we will explain in the following, there are no clear limitations that would make the controllability only partial, or not possible. The level of controllability ultimately depends on the MNO, rather than on limitations of a specific option. 
[bookmark: _Toc166229488]The controllability for the MNO should be possible in all the options (except option 1a)). The level of controllability should depend on the MNO, rather than on limitations of a specific option.
Now, if the server for UE-side model training is inside the MNO, then the control of the overall procedure is by default already inside the MNO. However, if the server for UE-side model training is outside the MNO, then 3GPP should ensure ways for an MNO node to interact with the server outside the MNO, e.g. as part of a SLA. Otherwise, it will not be really possible to have any form of control. Since in all the options, it is possible to have a server for UE-side model training outside the MNO, then 3GPP should consider ways for the MNO to interact with the server for UE-side model training outside the MNO, in order to ensure the controllability.
[bookmark: _Toc166229489]In case the server for the UE-side model training is outside the MNO, in all the options (except option 1a) there should be ways for the MNO to interact with the server for UE-side model training outside the MNO, in order to ensure MNO controllability. 
Related to the visibility, in our view, if the server for UE-side model training is inside the MNO, then the visibility can be achieved straight away. On the other hand, if the server for UE-side model training is outside the MNO, then a first termination point inside the MNO should be considered in order to allow the MNO to have visibility of at least some of the data.
[bookmark: _Toc166229490]In case the server for the UE-side model training is outside the MNO, in all the options (except option 1a), it should be possible to have a first termination entity inside the MNO, in order to ensure MNO visibility. 
2.1 Analysis of the options
In the following, we analyse the technical details of the options agreed in the SI, and propose a way forward.
2.1.1 Option 1a)
Option 1a) does not have any 3GPP impact, i.e. data are autonomously transferred as user plane data by the UE to the OTT server for training purposes. In our opinion, it is important to clarify that option 1a) implies no SLA between MNO and the OTT server application. Otherwise, in our view if there is a SLA between MNO and OTT server, then the option 1a) will resemble option 1b) for which we believe that controllability and visibility of the collected data is possible (as we explain below). 
[bookmark: _Toc166229491]RAN2 to clarify that option 1a) is for the case in which there is no SLA between the MNO and the OTT server.
With this assumption, then in our view it will not be possible for the MNO to exercise any form of control of the collected data, e.g. it will not be possible to perform any sort of traffic management and QoS control of the collected data or to configure policies (e.g. for admission control) for the uploading of the collected data. This option does not have any impact in 3GPP. 
[bookmark: _Toc166229492]With Option 1a), it will not be possible for the network to exercise any form of control (e.g. traffic management, QoS policies, admission control, etc) of the user plane traffic transferred to the OTT server. No impact in 3GPP is expected.
2.1.2 Option 1b)
In option 1b), data is uploaded in a non-transparent way via user plane. If the server is located inside the MNO, then the UP data collection can be terminated directly inside the MNO, e.g. in a logical function inside a node within the MNO. Otherwise, if the server is outside the MNO, the interaction between the server and the MNO can be regulated by a SLA. In our view, the main difference between option 1b) and option 2) and 3) is that 1b) is user-plane based solution. As previously mentioned, whether the server for the data collection is terminated inside or outside the MNO is up to the specific network deployment.
[bookmark: _Toc166229493]Option 1b) is a UP-based solution. Whether the server for data collection is located inside or outside the MNO is up to the specific deployment. RAN2 does not need to take any assumption on that.
 
For example, if the server is located outside the MNO premises, based on SLA between the MNO and the server (i.e. OTT server), the MNO can control the data collection process. In this case, the OTT server or UE may interact with the UPF/gNB to allocate necessary resources for the data transfer and to ensure at the same time that QoS is guaranteed, and that overload at the network is avoided. This option would also allow an operator to set policies and control the transfer of collected data. For example, the operator can configure a gNB/UPF with criteria to allow/disallow the transfer of data and also to control the amount of data that are transferred from the UE to the server. 
[bookmark: _Toc166229494]With Option 1b), it is possible for the MNO to control (e.g. traffic management, QoS policies, admission control, etc) the UP traffic associated to the data collection, as it would do for any other UP service injected into the 3GPP network.
Related to the visibility of data transferred according to option 1b), once the transferring of collected data is granted, also the data collected can be fully or partially or not visible to the MNO. The level of visibility exclusively depends on the SLA and on the MNO interest. Option 1b) does not have any limitation in the level of visibility that can be achieved. For example, upon receiving a service request from the UE for data collection, the operator can configure the network to setup different QoS flows, i.e. a QoS flow for the data that should be visible to the MNO, and a QoS flow for data that should not be visible (if there are data that according to the SLA should not be visible to the MNO). The UE will then encrypt data accordingly to ensure that certain data can be visible to the operator. The termination entity with the MNO can be in a CN function, such the NWDAF, or DCAF (up to SA2 to decide).
[bookmark: _Toc166229495]With Option 1b), it is possible for the MNO to decide whether to have full/partial or no visibility of the UP traffic associated to the data collection, e.g. by assigning different QoS flows to the collected data.

2.1.3 Option 2
In option 2, data is collected by the CN. Since also in option 1b) the data collection is in the CN, we have to clarify the difference. In our view, the difference is that in option 2 the data are collected via CP. 
Also in option 2, the MNO has controllability and visibility of the data collection process, though via control plane. In this option, the MNO node in charge of controlling this procedure needs to interact with the server for UE-side model training in case this is outside the MNO. This is because there should be ways for the server to inform the CN node that the data collection should start, so that the CN node can then establish a control plane with the UE for the data collection transfer. Without this interaction, it will not be possible by the CN node to know by itself when to start the data collection, since whether a model needs to be trained/retrained is up to the server performing the UE-side model training.
[bookmark: _Toc166229496]Option 2 is a CP-based solution. With option 2, the network can have control and visibility of the data collection process.
[bookmark: _Toc166229497]The CN node in charge of managing/controlling the data collection procedure should be able to interact with the server for UE-side model training even if that is outside the MNO. This is for the server to inform the CN node when there is the need to establish or release the control plane for the transfer of the collected data. Details up to SA2.
Related to the control plane, the natural choice seems to be the NAS signalling. However, NAS is not a RAN2 protocol and any assumption/decision on the usage of NAS cannot be made by RAN2. In particular, the NAS protocol might not be dimensioned to carry large amount of data, which could be the typical case during the transfer of data collected for AIML purposes. The evaluation of a NAS-based solution should be done in SA2.
[bookmark: _Toc166229498]The feasibility of a NAS-based solution for the option 2 should be evaluated by SA2.
2.1.4 Option 3
In option 3, the data are collected by the OAM. Also in this case it should be possible for the OAM to control the data collection session and have visibility of it. The solution can be based on UP or CP. Similar as in option 1b), the UP data traffic can be terminated in the OAM, based on network configuration. Otherwise, a CP solution, e.g. based on RRC can be used. If RRC is used, then it might be needed to specify the data collected parameters in RAN2 specifications and RAN2 should also discuss which are the parameters that should be specified and not. 
[bookmark: _Toc166229499]Option 3 can be a CP- or UP- based solution. With option 3, the network can have control and visibility of the data collection process.
Furthermore, we would also like to note that if a CP based solution is used, it is needed to discuss how the CP should be initiated by the OAM. As for option 2, the OAM needs to interact with the server for UE-side model training if that is outside the MNO. If the training entity is the OAM itself, this interaction is obviously not needed, but if the server is outside the MNO, this interaction is needed so that the server can inform the OAM when the data collection should start, and the OAM node will then establish a control plane with the UE for the data collection transfer. Whether this type of interaction between the OAM and a server outside the MNO premises is already possible, or feasible should be discussed in SA WGs.
On the other hand, if option 3 is based on a UP solution, then the UP session can be established as for any other service injected into the 3GPP network, and the UP session can be terminated, based on network configuration, in the OAM.
[bookmark: _Toc166229500]If the OAM is in charge of managing/controlling the data collection procedure (option 3) then it should be able to interact with the server for UE-side model training even if that is outside the MNO. This is for the server to inform the OAM when there is the need to establish or release the control plane for the transfer of the collected data. Details up to SA2/SA5.
2.2 On privacy concerns
In the email discussion post RAN2#125-bis, various privacy concerns were raised, such as privacy concerns related to the exposure of UE-proprietary information, NW-proprietary information, as well as end-user information. All these privacy concerns should be taken into account in our view.
However, we also want to stress that irrespective of the solution used for transferring the collected data, the parties involved in the data collection transfer should always ensure that the privacy is respected. This means that also for 1a), the privacy should be respected by all the parties involved in the data collection process.
[bookmark: _Toc166229501]All solutions (including solution 1a)) should respect the privacy requirements.
[bookmark: _Toc109400796][bookmark: _Toc109400797][bookmark: _Toc109400798][bookmark: _Toc109400799][bookmark: _Toc109400800][bookmark: _Toc109400801][bookmark: _Toc109400802][bookmark: _Toc109400803][bookmark: _Toc109400804][bookmark: _Toc109400805][bookmark: _Toc109400806][bookmark: _Toc109400807][bookmark: _Toc109400808][bookmark: _Toc109400809][bookmark: _Toc109400810][bookmark: _Toc109400811][bookmark: _Toc109400812][bookmark: _Toc109400813][bookmark: _Toc109400814][bookmark: _Toc109400815][bookmark: _Toc109400816][bookmark: _Toc109400817][bookmark: _Toc109400818][bookmark: _Ref134612902][bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	The difference between the options 1b), 2), 3) is only on the way the data collection procedure is controlled, on how the collected data can be made visible, and on the protocol used for transferring the collected data. The location of the server (i.e. inside or outside the MNO) is not a distinguishing factor.

Based on the discussion in the previous sections we propose the following:
Proposal 1	The data collected for UE-side model training should be ultimately terminated in a server for UE-side model training.
Proposal 2	In all the options 1b), 2, 3, the server for the UE-side model training can be inside or outside the MNO, depending on the specific deployment. RAN2 does not need to take any assumption on that. For option 1a), the server is outside the MNO.
Proposal 3	Controllability of the UE-side data collection implies:
a.	The MNO's ability to manage/control the initiation/termination of the data collection for UE-side model training
b.	Once the data collection for UE-side model training is completed, the MNO's ability to manage/control the initiation/termination of the data collection transfer and of the associated traffic flow.
Proposal 4	The controllability for the MNO should be possible in all the options (except option 1a)). The level of controllability should depend on the MNO, rather than on limitations of a specific option.
Proposal 5	In case the server for the UE-side model training is outside the MNO, in all the options (except option 1a) there should be ways for the MNO to interact with the server for UE-side model training outside the MNO, in order to ensure MNO controllability.
Proposal 6	In case the server for the UE-side model training is outside the MNO, in all the options (except option 1a), it should be possible to have a first termination entity inside the MNO, in order to ensure MNO visibility.
Proposal 7	RAN2 to clarify that option 1a) is for the case in which there is no SLA between the MNO and the OTT server.
Proposal 8	With Option 1a), it will not be possible for the network to exercise any form of control (e.g. traffic management, QoS policies, admission control, etc) of the user plane traffic transferred to the OTT server. No impact in 3GPP is expected.
Proposal 9	Option 1b) is a UP-based solution. Whether the server for data collection is located inside or outside the MNO is up to the specific deployment. RAN2 does not need to take any assumption on that.
Proposal 10	With Option 1b), it is possible for the MNO to control (e.g. traffic management, QoS policies, admission control, etc) the UP traffic associated to the data collection, as it would do for any other UP service injected into the 3GPP network.
Proposal 11	With Option 1b), it is possible for the MNO to decide whether to have full/partial or no visibility of the UP traffic associated to the data collection, e.g. by assigning different QoS flows to the collected data.
Proposal 12	Option 2 is a CP-based solution. With option 2, the network can have control and visibility of the data collection process.
Proposal 13	The CN node in charge of managing/controlling the data collection procedure should be able to interact with the server for UE-side model training even if that is outside the MNO. This is for the server to inform the CN node when there is the need to establish or release the control plane for the transfer of the collected data. Details up to SA2.
Proposal 14	The feasibility of a NAS-based solution for the option 2 should be evaluated by SA2.
Proposal 15	Option 3 can be a CP- or UP- based solution. With option 3, the network can have control and visibility of the data collection process.
Proposal 16	If the OAM is in charge of managing/controlling the data collection procedure (option 3) then it should be able to interact with the server for UE-side model training even if that is outside the MNO. This is for the server to inform the OAM when there is the need to establish or release the control plane for the transfer of the collected data. Details up to SA2/SA5.
Proposal 17	All solutions (including solution 1a)) should respect the privacy requirements.
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