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1	Introduction
RAN2#125bis-e agreed the following [1]:
	· RAN2 first focus on inter-CU LTM in NR standalone scenario and use it as baseline for supporting inter-CU LTM in NR-DC scenarios.
· Rel-19 inter-CU LTM also supports mixture of subsequent inter-CU LTM and subsequent intra-CU LTM after an inter-CU or intra-CU LTM switch.
· UE can be configured with a mixture of intra-CU and inter-CU candidate LTM cells and irrespective of how the UE is configured with this mixture, UE measurement and reporting procedures will be the same for both intra-CU and inter-CU candidate LTM cells.
· Mobility latency analysis of rel-18 intra-CU LTM is reused for Rel-19 inter-CU LTM.
· Early DL and UL sync is also supported for inter-CU LTM.  Inform RAN3 of this. Early DL sync using CSI-RS should be considered, pending RAN1 approval.
· PDCCH ordered early RACH is supported for inter-CU LTM.
· For early TA acquisition, Rel-18 option is baseline. FFS for RAR based option.
· Upon inter-CU LTM execution, UE performs
· MAC reset
· RLC re-establishment
· PDCP re-establishment
· Security key update
· FFS if there is an inter-CU LTM w/o security key change. 



In this contribution, we analyze the issues of the security solutions that are captured in the LS to SA3 on security handling for inter-CU LTM [2]. Furthermore, we discuss configuration and procedures for inter-CU LTM and provides a text proposal on the signaling flow.
2	Discussion on security solutions in RAN2 LS to SA3 
In the RAN2 LS to SA3 ([2]), four high-level options were captured. We discuss the issues for each option separately.
2.1	RRC update between LTM cell switches (Option 4)
Option 4 as captured in the RAN2 LS to SA3 is as follows:

Option 4: After every inter-CU LTM cell switch execution, for vertical derivation based security change, using RRC, the UE is provided with the NCC to be used for the next inter-gNB CU LTM switch. This implies that every inter-CU LTM switch which is vertically derived security key based, needs a prior RRC message to inform the UE which NCC to use for this inter-CU LTM switch.


TS 33.501 Section 6.9.2.1.1 states the following:

	NOTE 3:	One of the rules specified for the AMF in sub-clause 6.9.2.3.3 of the present document states that the AMF always computes a fresh {NH, NCC} pair that is given to the target gNB/ng-eNB.



TS 33.501 Section 6.9.2.3.2 states the following:

	In Xn handovers the source gNB/ng-eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair.
…
When the target gNB/ng-eNB has completed the handover signalling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB/ng-eNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB/ng-eNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any.



Observation 1: Per TS 33.501 spec, per Xn handover, AMF shall send a fresh key to the target gNB, which shall be used by the target gNB in the subsequent key update. Consequently, Option 4 (RRC message prior to cell switch) in the RAN2 LS to SA3/RAN3 has large signaling overhead since it requires an average of one RRC message per LTM cell switch.
2.2	Using MAC-CE instead of RRC (Options 1A/1B)
[bookmark: _Hlk165286761]Option 1 as captured in the RAN2 LS to SA3 is as follows:

Option 1: Use new information in MAC CE to deliver the security info. Whether the UE uses horizontal or vertical derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).
	Option 1A:  NCC value to use is included as MAC CE parameter to be used at inter-CU LTM execution.
	Option 1B:  UE is preconfigured with a NCC value list and association to the index in a ciphered and integrity protected message (in RRC), and the index of NCC is included as MAC CE parameter. 


While MAC-CE is transmitted by gNB-DU, NCC information is known to only gNB-CU. This implies that the gNB-CU will have to share NCC-related info with the gNB-DU. This requires an F1 message per MAC-CE to carry the NCC information. This is as inefficient as Option 4 in terms of signaling overhead. There is no point of inventing a new mechanism to configure security update with no clear benefits compared to legacy.

Observation 2a: While MAC-CE is transmitted by gNB-DU, NCC is known to gNB-CU. This implies each MAC CE with NCC info requires a corresponding F1 message. This has the same signaling overhead as sending an RRC message with NCC info.

Observation 2b: Options 1A/1B (MAC-CE-based signaling) in the RAN2 LS to SA3/RAN3 have same signaling inefficiency as Option 4 (RRC-based signaling).
2.3	Pre-configured NCC lists (Options 2A/2B/3B)
Option 2 as captured in the RAN2 LS to SA3 is as follows:

Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a NCC list per CU using RRC signalling that is both integrity protected and ciphered. It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list. 
Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.
	Option 2B:  As an alternative to choosing next unused NCC (as in option 2A), horizontal derivation is used in this option if the LTM cell switch is between the same two CUs. 

Options 2A/2B/3B all require pre-configuration of the UE with a list of keys for a sequence of handovers. This has significant core network impact and require to SA3/SA2/RAN3/RAN2 specification as well as AMF implementation.

Observation 3: Options 2A/2B/3B (pre-configuring list of keys) in the RAN2 LS to SA3/RAN3 have significant core network impact (much more than L3 mobility!) and AMF implementation

2.4	Autonomous UE key determination (Option 3A)
This option may cause the UE and gNB to move out of sync on the current active security context, in which case UE would experience RLF.

Observation 4: Option 3A (autonomous UE key determination) in the RAN2 LS to SA3/RAN3 may lead to RLF when UE and gNB are out of sync on the active security context.
2.5	Summary
In summary, each of the security solutions has its own drawbacks. Mandating security update per inter-gNB LTM cell switch incurs at least a subset of the following issues:
· Large signaling overhead towards UE and within the NW
· Large CN impact
· Significant spec/implementation effort
· RLF
· UP interruption
Thus, RAN2 should work on solutions that do not mandate security update per inter-gNB cell switch, an example of which is described in a companion paper.

Observation 5: Mandating security update per inter-gNB LTM cell switch would incur at least a subset of the issues below:
· Large signaling overhead over the air and backhaul
· Large CN impact
· Significant spec/implementation effort
· RLF
· UP interruption

Proposal 1: RAN2 to develop solutions that do not mandate security update per inter-gNB LTM cell switch. 
3	Discussion on procedure-related aspects
[bookmark: _Hlk165992182]RAN2#125bis agreed that the following can be reused from Rel-18 LTM, or are indifferent for the intra-CU vs. inter-CU scenario:
· Mobility analysis module
· Measurement and reporting procedures
· Early DL sync
· Early UL sync using PDCCH order 

This list can be further extended to include:
· LTM triggering via MAC CE
· LTM completion using DG and/or CG
· LTM-based RLF recovery

Proposal 2: From UE’s perspective, the following procedures from Rel-18 LTM can be reused for the inter-gNB scenario:
· LTM triggering via MAC CE
· LTM completion using DG and/or CG
· LTM-based RLF recovery
4	Discussion on configuration-related aspects
4.1	Delta signaling
Rel-18 LTM supported delta signaling using a separate reference configuration, which is configured by the gNB-CU. The Rel-19 LTM scenario comprises multiple gNBs. RAN2 should discuss whether one reference configuration or gNB-specific reference configurations may be configured on the UE to support delta signaling for the inter-gNB scenario.

Proposal 3: RAN2 to discuss the following options for delta signaling for the inter-gNB scenario:
· Option 1: UE receives a single reference configuration. The UE uses that reference configuration to derive the full configuration for all LTM candidate cells that use delta signaling, regardless of to which candidate gNB they belong.
· Option 2: UE receives a list of reference configurations, one per candidate gNB. The UE uses the reference configuration specific to a candidate gNB to derive the full configuration of those LTM candidate cells that belong to that gNB and use delta signaling.     

4.2	LTM-based RLF recovery
Rel-18 LTM supported RLF recovery via LTM execution, where such procedure is configurable using the “attemptLTM-switch-r18” IE by the gNB-CU. The Rel-19 LTM scenario comprises multiple gNBs. RAN2 should discuss whether the UE would receive one configuration for LTM-based RLF recovery via any LTM candidate, versus whether this configuration should be gNB-specific.

Proposal 4: RAN2 to discuss the following options for LTM-based RLF recovery:
· Option 1: UE receives a single configuration (similar to “attemptLTM-switch-r18” IE). If set to TRUE, UE may perform recovery via LTM execution towards any LTM candidate cell regardless of to which candidate gNB that cell belongs.
· Option 2: UE receives gNB-specific configurations (equivalent of “attemptLTM-switch-r18” IE) for LTM-based RLF recovery. Upon RLF, if UE selects an LTM candidate cell, UE may perform recovery via LTM execution towards that cell if it belongs to a candidate gNB whose respective configuration indicates that a recovery attempt via LTM execution is allowed.  

4.3	Determination of RLC-reestablishment
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	Figure 1 - Intra-DU vs. inter-DU mobility per candidate gNB



Rel-18 LTM defined an RRC-based solution using ltm-ServingCellNoResetID-r18 IE and ltm-NoResetID-r18 IE, which allows the UE to determine whether to reestablish RLC for AM bearers, typically based on whether mobility is intra-DU vs inter-DU.

RAN2#125bis has agreed that any mix of subsequent intra-CU mobility and inter-CU mobility among the candidate gNBs is supported. To determine RLC reestablishment, we observe the following:

Observation 6a: For subsequent mobility within a candidate gNB, cell switch could be intra-DU or inter-DU, where latter involves RLC re-establishment.

Observation 6b: For subsequent mobility across candidate gNBs, all cell switches can be classified as inter-DU and would require RLC re-establishment.

It is thus possible to reuse the Rel-18 solution based on ltm-ServingCellNoResetID-r18 IE and ltm-NoResetID-r18 IE, where cells belonging to different gNB-DUs would have different values for ltm-NoResetID-r18 IE, regardless of the gNB to which the gNB-DU belongs.

Proposal 5a: To determine RLC re-establishment for AM bearers during subsequent mobility, Rel-18 solution using ltm-ServingCellNoResetID-r18 IE and ltm-NoResetID-r18 IE can be reused, where cells of different gNBs are configured with different values for ltm-NoResetID-r18 IE.

An issue that arises is the following: each gNB internal architecture is only visible to the gNB itself. It is thus unclear how the serving gNB during LTM preparation would determine whether cells of a different candidate gNB would belong to the same or different gNB-DU. 

Observation 6c: A gNB knows which cells of its own belong to same vs. different gNB-DU. A gNB does NOT know which cells of a neighboring gNB belong to same vs. different gNB-DU.

Proposal 5b: RAN2 to discuss how the serving gNB during LTM preparation is able to configure proper values for the ltm-NoResetID-r18 IE for cells of a candidate gNB if the serving gNB does not know whether those cells belong to same vs. different gNB-DU.   
5	Stage-2 signaling flows
A text proposal on the inter-gNB LTM signaling flow is provided in the appendix.
Proposal 6: RAN2 to agree the text proposal in the appendix on the inter-gNB LTM signaling flow.

Conclusion
This contribution discussed, from RAN perspective, the shortcomings of the security solutions that are captured in the LS to SA3 on security handling for inter-CU LTM [2]. This paper further discussed aspects on configuration and procedures and provided a text proposal on the signaling flow for inter-CU LTM. The following observations and proposals have been made:
Discussion of RAN2 LS on security handling:
Observation 1: Per TS 33.501 spec, per Xn handover, AMF shall send a fresh key to the target gNB, which shall be used by the target gNB in the subsequent key update. Consequently, Option 4 (RRC message prior to cell switch) in the RAN2 LS to SA3/RAN3 has large signaling overhead since it requires an average of one RRC message per LTM cell switch.
Observation 2a: While MAC-CE is transmitted by gNB-DU, NCC is known to gNB-CU. This implies each MAC CE with NCC info requires a corresponding F1 message. This has the same signaling overhead as sending an RRC message with NCC info.

Observation 2b: Options 1A/1B (MAC-CE-based signaling) in the RAN2 LS to SA3/RAN3 have same signaling inefficiency as Option 4 (RRC-based signaling).

Observation 3: Options 2A/2B/3B (pre-configuring list of keys) in the RAN2 LS to SA3/RAN3 have significant core network impact (much more than L3 mobility!) and AMF implementation

Observation 4: Option 3A (autonomous UE key determination) in the RAN2 LS to SA3/RAN3 may lead to RLF when UE and gNB are out of sync on the active security context.

Observation 5: Mandating security update per inter-gNB LTM cell switch would incur at least a subset of the issues below:
· Large signaling overhead over the air and backhaul
· Large CN impact
· Significant spec/implementation effort
· RLF
· UP interruption

Proposal 1: RAN2 to develop solutions that do not mandate security update per inter-gNB LTM cell switch. 

Procedure-related aspects:
Proposal 2: From UE’s perspective, the following procedures from Rel-18 LTM can be reused for the inter-gNB scenario:
· LTM triggering via MAC CE
· LTM completion using DG and/or CG
· LTM-based RLF recovery

Configuration-related aspects:
Delta signaling:
Proposal 3: RAN2 to discuss the following options for delta signaling for the inter-gNB scenario:
· Option 1: UE receives a single reference configuration. The UE uses that reference configuration to derive the full configuration for all LTM candidate cells that use delta signaling, regardless of to which candidate gNB they belong.
· Option 2: UE receives a list of reference configurations, one per candidate gNB. The UE uses the reference configuration specific to a candidate gNB to derive the full configuration of those LTM candidate cells that belong to that gNB and use delta signaling. 

LTM-based RLF recovery:

Proposal 4: RAN2 to discuss the following options for LTM-based RLF recovery:
· Option 1: UE receives a single configuration (similar to “attemptLTM-switch-r18” IE). If set to TRUE, UE may perform recovery via LTM execution towards any LTM candidate cell regardless of to which candidate gNB that cell belongs.
· Option 2: UE receives gNB-specific configurations (equivalent of “attemptLTM-switch-r18” IE) for LTM-based RLF recovery. Upon RLF, if UE selects an LTM candidate cell, UE may perform recovery via LTM execution towards that cell if it belongs to a candidate gNB whose respective configuration indicates that a recovery attempt via LTM execution is allowed.

Determination of RLC reestablishment:

Observation 6a: For subsequent mobility within a candidate gNB, cell switch could be intra-DU or inter-DU, where the latter involves RLC re-establishment.

Observation 6b: For subsequent mobility across candidate gNBs, all cell switches can be classified as inter-DU and would require RLC re-establishment.

Observation 6c: A gNB knows which cells of its own belong to the same vs. different gNB-DU. A gNB does NOT know which cells of a neighboring gNB belong to same vs. different gNB-DU.

Proposal 5a: To determine RLC re-establishment for AM bearers during subsequent mobility, Rel-18 solution using ltm-ServingCellNoResetID-r18 IE and ltm-NoResetID-r18 IE can be reused, where cells of different gNBs are configured with different values for ltm-NoResetID-r18 IE.

Proposal 5b: RAN2 to discuss how the serving gNB during LTM preparation is able to configure proper values for the ltm-NoResetID-r18 IE for cells of a candidate gNB if the serving gNB does not know whether those cells belong to same vs. different gNB-DU.   

Stage-2 signaling flow:
Proposal 6: RAN2 to agree the text proposal in the appendix on the inter-gNB LTM signaling flow.
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Appendix – Text Proposal to TS 38.300
9.2.3.5.y C-Plane Handling for inter-gNB L1/L2 Triggered Mobility
The overall procedure for inter-gNB LTM is shown in Figure 9.2.3.5.y-1 below.
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	Figure 9.2.3.5.y-1. Signaling procedure for inter-gNB LTM


The procedure for inter-gNB LTM is as follows:
1.	The UE sends a MeasurementReport message to the serving gNB. 
2.	The serving gNB decides to configure LTM and initiates LTM preparation towards the candidate gNB.
3 - 7.	 Same as steps 2-6 of procedure in Section 9.2.3.5.2
8.	The serving gNB coordinates with the target gNB on LTM triggering. Early data forwarding may start.
9 - 10. Same as steps 7-8 of procedure in Section 9.2.3.5.2
11.	The target gNB coordinates with the source gNB following successful LTM cell switch. Data forwarding starts/continues from the source gNB towards the target gNB. 
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