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Introduction
In this contribution, we would like to discuss the real implementation issues regarding on applying the security algorithm, we think the current specification is not clear enough to implement how UE apply the security algorithm for the DRB(s) when the field securityAlgorithmConfig is not included in the RRCConnectionReconfiguration message in EN-DC.
Based on the discussion, we would like to clarify the necessary UE and/or Network operations in the specification.
Discussion
Field operation
In EN-DC, the network configures the security configurations for bearers using LTE PDCP and NR PDCP (i.e. see the below yellow and green highlight) during the intra-LTE handover (Step 1). After this handover is completed, this UE could be indicated the intra-LTE handover with security change (Step 2). Please see the detail configurations for the Steps.

· Step 1: Security algorithms for bearers using LTE and NR PDCP are explicitly configured
· Bearer using LTE PDCP 
· cipheringAlgorithm: eea2 
· integrityProtAlgorithm: eia2 
· Bearer using NR PDCP 
· cipheringAlgorithm: nea2 
· integrityProtAlgorithm: nia2 

· Step 2: Only security algorithm for bearer using LTE PDCP is explicitly configured
· Bearer using LTE PDCP 
· cipheringAlgorithm: eea1 
· integrityProtAlgorithm: eia1 

<TS 36.331>

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {
	measConfig							MeasConfig						OPTIONAL,	-- Need ON
	mobilityControlInfo					MobilityControlInfo				OPTIONAL,	-- Cond HO
	dedicatedInfoNASList				SEQUENCE (SIZE(1..maxDRB)) OF
											DedicatedInfoNAS			OPTIONAL,	-- Cond nonHO
	radioResourceConfigDedicated		RadioResourceConfigDedicated	OPTIONAL, -- Cond HO-toEUTRA
	securityConfigHO					SecurityConfigHO				OPTIONAL,	-- Cond HO-toEPC
	nonCriticalExtension				RRCConnectionReconfiguration-v890-IEs	OPTIONAL
}

SecurityConfigHO ::=				SEQUENCE {
	handoverType						CHOICE {
		intraLTE							SEQUENCE {
			securityAlgorithmConfig				SecurityAlgorithmConfig		OPTIONAL,	-- Cond fullConfig
			keyChangeIndicator					BOOLEAN,
			nextHopChainingCount				NextHopChainingCount
		},
		interRAT							SEQUENCE {
			securityAlgorithmConfig				SecurityAlgorithmConfig,
			nas-SecurityParamToEUTRA			OCTET STRING (SIZE(6))
		}
	},
	...
}

	fullConfig
	This field is mandatory present for handover within E-UTRA when the fullConfig is included; otherwise it is optionally present, Need OP. 



SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm-r12,
	integrityProtAlgorithm				ENUMERATED {
											eia0-v920, eia1, eia2, eia3-v1130, spare4, spare3,
											spare2, spare1, ...}
}

CipheringAlgorithm-r12 ::=				ENUMERATED {
											eea0, eea1, eea2, eea3-v1130, spare4, spare3,
											spare2, spare1, ...}



RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			TDM-PatternConfig-r15			OPTIONAL,	-- Cond FDD-PCell
	nonCriticalExtension			RRCConnectionReconfiguration-v1530-IEs		OPTIONAL
}

	nr-RadioBearerConfig1, nr-RadioBearerConfig2
Includes the NR RadioBearerConfig IE as specified in TS 38.331 [82]. The field includes the configuration of RBs configured with NR PDCP.



<TS 38.331>

RadioBearerConfig ::=               SEQUENCE {
    srb-ToAddModList                 SRB-ToAddModList                  OPTIONAL,   -- Cond HO-Conn
    srb3-ToRelease                   ENUMERATED{true}                  OPTIONAL,   -- Need N
    drb-ToAddModList                 DRB-ToAddModList                  OPTIONAL,   -- Cond HO-toNR
    drb-ToReleaseList                DRB-ToReleaseList                 OPTIONAL,   -- Need N
    securityConfig                   SecurityConfig                    OPTIONAL,   -- Need M
    ...,
    [[
    mrb-ToAddModList-r17             MRB-ToAddModList-r17              OPTIONAL,   -- Need N
    mrb-ToReleaseList-r17            MRB-ToReleaseList-r17             OPTIONAL,   -- Need N
    srb4-ToAddMod-r17                SRB-ToAddMod                      OPTIONAL,   -- Need N
    srb4-ToRelease-r17               ENUMERATED{true}                  OPTIONAL    -- Need N
    ]],
    [[
    srb5-ToAddMod-r18                SRB-ToAddMod                      OPTIONAL,   -- Need N
    srb5-ToRelease-r18               ENUMERATED{true}                  OPTIONAL    -- Need N
    ]]
}

In this case, UEs could have a different understanding based on the current specification. From our understanding, the previously (i.e. Step 1) configured security algorithm could be applied to UE in Step 2 because the security algorithm for the bearer using NR PDCP is not provided and this field is Optional Need M. 
However there are descriptions in the TS 36.331 and TS 38.331 specification to handle the security algorithms for the DRBs if the field for security algorithm is not included, i.e. UE shall continue to use the currently configured security algorithm for the radio bearers.

<TS 36.331>

	[bookmark: _Toc162830902]5.3.1.2	Security
[bookmark: _Hlk97566298]AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs). Integrity protection is optionally supported for DRBs when using NR PDCP configured with nr-RadioBearerConfig1 or nr-RadioBearerConfig2.
RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover, connection re-establishment, connection resume, UP-EDT and/ or UP transmission using PUR.
The integrity protection algorithm is common for signalling radio bearers SRB1, SRB2 and SRB4. The integrity protection algorithm signalled in nr-RadioBearerConfig1/ nr-RadioBearerConfig2 for the DRBs configured to apply integrity protection of user data and keyToUse set to master as defined in TS 38.331 [82] is the same as the one signalled in securityAlgorithmConfig. When configured with MCG only, the ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2, SRB4 and DRBs). Neither integrity protection nor ciphering applies for SRB0.
RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).
The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode, as specified in TS 33.401 [32]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.




<TS 38.331>

	securityConfig
Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this IE RadioBearerConfig. When the field is not included after AS security has been activated, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig. The field is not included when configuring SRB1 before AS security is activated.



	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this IE RadioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig.



	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. The algorithms configured for all bearers using master key shall be the same, and the algorithms configured for all bearers using secondary key, if any, shall be the same. If UE is connected to E-UTRA/EPC, this field indicates the ciphering algorithm to be used for RBs configured with NR PDCP, as specified in TS 33.501 [11].



Observation 1: In a RRCConnectionReconfiguration message, two IEs SecurityAlgorithmConfig can be included from the IE SecurityConfigHO and the field nr-RadioBearerConfig1/2, esp. upon both HO and the configuration of RBs configured with NR PDCP (from TS 36.331).

Observation 2: The integrity protection algorithm signalled in nr-RadioBearerConfig1/2 for the DRBs configured to apply integrity protection of user data and keyToUse set to master is the same as the one signalled in securityAlgorithmConfig (from TS 36.331).

Observation 3: When the field securityAlgorithmConfig is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig (from TS 38.331).

Solutions
Based on above observations, we think the current specifications are not clear enough for UEs to implement same way. We think the best way is to avoid this kind of situation by correct network configurations but it seems this scenario is occurred in the real field. Following solutions could be considered and clear guideline should be confirmed in the RAN2 meeting. 

· Solution 1
Upon both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including LTE security algorithms only, for RBs configured with NR PDCP, UE shall apply the received LTE security algorithms (or NR security algorithms identical to the received LTE security algorithm), and release NR security algorithms the currently configured.

· Solution 2
Upon both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including LTE security algorithms only, for RBs configured with NR PDCP, UE shall ignore the received LTE security algorithms, and apply NR security algorithms the currently configured.

· Solution 3
Upon both HO and the configuration of RBs configured with NR PDCP, for RBs configured with NR PDCP, the network always configures NR security algorithms in the IE nr-RadioBearerConfig1/2 

If we applies the above solutions to the example, the expected results would be following.

· Solution 1
· cipheringAlgorithm: nea1 
· integrityProtAlgorithm: nia1 

· Solution 2
· cipheringAlgorithm: nea2 
· integrityProtAlgorithm: nia2 

From our understanding there are different UEs using Solution 1 and Solution 2 in the real field, so the best way is to avoid this cases by NW configuration (i.e. Solution 3), then there are no UEs differently implemented on this issue.

Proposal 1: RAN2 clarify the correct UE/NW operation when both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including LTE security algorithms only, for RBs configured with NR PDCP.
Further Scenario

The same problem may happen upon both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including NR security algorithms only, In this case it is also not clear what is the UE operation (i.e. If UE apply the received NR security algorithms or the LTE security algorithms currently configured). Following solutions could be considered again.

· Solution 1
Upon both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including NR security algorithms only, for RBs configured with LTE PDCP, UE shall apply the received NR security algorithms (or LTE security algorithms identical to the received NR security algorithm), and release LTE security algorithms the currently configured.

· Solution 2
Upon both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including NR security algorithms only, for RBs configured with LTE PDCP, UE shall ignore the received NR security algorithms, and apply LTE security algorithms the currently configured.

· Solution 3
Upon both HO and the configuration of RBs configured with NR PDCP, for RBs configured with LTE PDCP, the network always configures LTE security algorithms in the IE SecurityConfigHO

Proposal 2: RAN2 clarify the correct UE/NW operation when both HO and the configuration of RBs configured with LTE PDCP, if UE has received RRCConnectionReconfiguration including NR security algorithms only, for RBs configured with LTE PDCP.
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Conclusion
Based on the discussion, we have the following proposals.
Observation 1: In a RRCConnectionReconfiguration message, two IEs SecurityAlgorithmConfig can be included from the IE SecurityConfigHO and the field nr-RadioBearerConfig1/2, esp. upon both HO and the configuration of RBs configured with NR PDCP (from TS 36.331).

Observation 2: The integrity protection algorithm signalled in nr-RadioBearerConfig1/2 for the DRBs configured to apply integrity protection of user data and keyToUse set to master is the same as the one signalled in securityAlgorithmConfig (from TS 36.331).

Observation 3: When the field securityAlgorithmConfig is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig (from TS 38.331).

Proposal 1: RAN2 clarify the correct UE/NW operation when both HO and the configuration of RBs configured with NR PDCP, if UE has received RRCConnectionReconfiguration including LTE security algorithms only, for RBs configured with NR PDCP.
Proposal 2: RAN2 clarify the correct UE/NW operation when both HO and the configuration of RBs configured with LTE PDCP, if UE has received RRCConnectionReconfiguration including NR security algorithms only, for RBs configured with LTE PDCP.


