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Introduction
In RAN #102 meeting, a new SID on solutions for Ambient IoT (Internet of Things) in NR has been approved [1]. The new IoT technology shall provide complexity and power consumption orders of magnitude lower than the existing 3GPP LPWA technologies. For new IoT technology, RAN2 related design target are as following.
	E. [bookmark: OLE_LINK56][bookmark: OLE_LINK57]Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.


The following RAN2-led objectives have been identified within the General Scope described in the SID:
	· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope 
· Interactions with upper layers
For functionalities not listed above, they are studied only if found essential.


[bookmark: OLE_LINK24]In this contribution, the general aspects of the high layer design for A-IoT are discussed, including overall procedure/message flow for inventory only, command only, inventory and command use cases.
Discussion on general aspects of A-IoT high layer
[bookmark: OLE_LINK8]According to our understanding, the entire A-IoT system is an asynchronous system, because the A-IoT device has ultra-low complexity with ultra-low power consumption, and its initial sampling frequency offset (SFO) is 104-105  ppm, which will bring timing and frequency error.
[bookmark: OLE_LINK39]Observation 1: A-IoT system is an asynchronous system
	[bookmark: OLE_LINK1]RAN2 #125bis Agreements:
1 Unless explicitly stated all agreements apply to all device types and for both topologies.  
2 From RAN2 perspective, the aim is that the design on the interface between reader and A-IoT device is common for topology 1 and topology 2.  
3 RAN2 will support two use cases, “inventory” and “command”.  The definition, detailed wording is FFS
4 Baseline procedure:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed,: Details FFS
5 We will study the support of both “inventory” and “command” in the same procedure.  
6 [bookmark: OLE_LINK9]FFS if Initial Trigger Message can also include “command”.  
RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input. 


In last RAN2 meeting, we has achieved the above agreements about general aspects of A-IoT. We support the two use cases: “inventory” and “command”. To further discussion, RAN2 can firstly determine assumed definition of this two use cases. The details definition of the inventory and command service can be used as a reference. 
[bookmark: OLE_LINK7]Inventory: Refers to collecting the A-IoT device ID(s) of one, a group of or all A-IoT devices selected with the identifier. 
Command: Refers to an instruction sent by an AF to an A-IoT device which includes: read, write, disable and so on. 
Proposal 1: RAN2 assume that the definition of inventory and command are as follows:
· Inventory: Refers to collecting the A-IoT device ID(s) of one, a group of or all A-IoT devices selected with the identifier. 
· Command: Refers to an instruction sent by an AF to an A-IoT device which includes: read, write, disable and so on. 
For the stage 2 overall procedure/message flow, we give the overall procedure separately for three use cases: inventory, command only, inventory and command.
[bookmark: OLE_LINK46][bookmark: OLE_LINK47]2.1 Inventory only overall procedure
The last meeting has agreed that there are three baseline procedure for A-IoT communication: Step A: reader sends the initial trigger message (A-IoT paging), Step B: A-IoT random access, Step C: A-IoT data transmission. The figure 1 shows an overall procedure for inventory only use case. 


Figure 1 Example of Inventory only procedure with CBRA/CFRA
[bookmark: OLE_LINK13][bookmark: OLE_LINK14][bookmark: OLE_LINK21][bookmark: OLE_LINK15]For an inventory only case, there may be an initial inventory and a dedicated inventory (the detailed design of inventory messages can be decided by SA2). For initial inventory overall procedure, multiple devices need to respond, and contention-based random access should be adopted. And when a single device or a small number of devices are required, contention-free random access procedure can be used. The details of CBRA and CFRA will be discussed in our Tdoc in AI 8.2.5 [2]. In this section, we take an initial inventory as example to analyse the overall procedure. And figure 1 provides the detail steps of inventory only procedure with CBRA/CFRA.
Step 0: The CN sends an inventory request to a reader (i.e., the gNB or intermediate UE). The details procedures between BS-reader and CN are decided by SA2/RAN3. 
Step 1: The reader triggers a query/Initial trigger message towards devices. 
[bookmark: OLE_LINK37][bookmark: OLE_LINK16]The reader may include multiple contents in this message. The contents may include service request (select criteria, inventory request), radio resource assignment signalling (e.g., number of access occasions, frequency and time resources etc). 
Step 2: For initial inventory request, the device initiates a contention based random access and obtains an access occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message. 
Step 3: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
[bookmark: OLE_LINK44][bookmark: OLE_LINK36]Step4: the device sends the inventory response (permanent device ID and may include device capabilities information) plus the random ID in the second message to the reader. 
Step 5: The reader forwards the inventory response to the CN.
[bookmark: OLE_LINK17][bookmark: OLE_LINK18]Step 6: The reader acknowledgement the reception of A-IoT device ID.
[bookmark: OLE_LINK38][bookmark: OLE_LINK22]Note: If a single device or a small number of devices are required, contention-free random access procedure can be used. And step 1 and 2 can be skipped. A-IoT device can transmit device ID directly (step 3) when receives an initial trigger message.
[bookmark: OLE_LINK41][bookmark: _Toc163202160][bookmark: OLE_LINK40][bookmark: OLE_LINK19]Proposal 2: Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.
2.2 Inventory and command overall procedure


[bookmark: OLE_LINK3]Figure 2 Example of Inventory and command procedure with CBRA/CFRA
For inventory plus command case, the CN trigger a service request of inventory plus command. In this procedure, inventory procedure is performed firstly, subsequently command procedure is followed. Similar to inventory only, this section also take CBRA as an example to analyse the detail procedures. The figure 2 provides the detail steps of inventory plus command procedure with CBRA.
Step 0: the CN sends the inventory request message to the reader (i.e., the gNB or the intermediate UE)
Step 1: the reader triggers a query/scheduling round towards devices. 
[bookmark: OLE_LINK43]The reader may transmit multiple contents in this message including service request (select criteria, inventory and/or command request), radio resource assignment signalling (e.g., number of occasions, frequency and time resources etc).
Step 2: the device initiates a contention based random access and obtains an occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message.
Step 3: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
Step 4: the device sends the inventory response (permanent device ID and may include device capabilities information) in the second message, which is addressed to the random ID.
[bookmark: OLE_LINK45]Step 5: the reader sends the inventory response to the CN.
Step 6: The reader acknowledgement the reception of A-IoT device ID.
Step 7: the CN sends the command request to the reader. 
Step 8: the reader forwards the command request (plus the random ID) to the device.
Step 9: the device replies with the command response message to the reader.
Step 10: the reader forwards the command response message to CN.
Note: If a single device or a small number of devices are required, contention-free random access procedure can be used. And step 1 and 2 can be skipped. A-IoT device can transmit device ID directly (step 3) when receives an initial trigger message.
[bookmark: OLE_LINK42]Proposal 3：Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.
2.3 Command only overall procedure
For command only use case, according SA2 current progress, command instruction can be sent to a single A-IoT device or multiple A-IoT devices.
	6.3	Solution #3: Lightweight Ambient IoT system
6.3.1	Description
6.3.1.1	Introduction
This solution proposes a lightweight Ambient IoT system.
6.3.1.2	Definitions
[bookmark: OLE_LINK32][bookmark: OLE_LINK33]-	Command: Refers to an instruction sent by an AF to an AIoT Device. The following instructions may be supported:
-	Read: Reading data from an AIoT Device;
-	Write: Writing data to an AIoT Device;
-	Disable: Disable an AIoT Device temporarily or permanently.

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
6.4	Solution #4: Simplified system for AIoT
-	Command: e.g. read, write, control, enable or disable one or multiple Ambient IoT device(s).





[bookmark: OLE_LINK5]Figure 3 Example of command only with CBRA/CFRA procedure
For a command only case, if command only instruction is sent to multiple devices. In this case, the device can base on contention based random access to communicate with the reader. The procedure is performed towards devices following the below steps (as shown in Figure 3).
Step 0: the CN sends the command request message to the reader (i.e., the gNB or the intermediate UE)
Step 1: the reader cannot find the corresponding AS device ID upon reception of the command request. Therefore, the reader triggers a query/scheduling round towards the device. 
The reader may transmit multiple contents in this message including service request (select criteria, command request), radio resource assignment signalling (e.g., number of occasions, frequency and time resources etc).
Step 2: the device initiates a contention based random access and obtains an occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message.
Step 3: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
Step 4: FFS: the device sends the inventory response (permanent device ID and may include device capabilities information) in the message. Because, it depends on how security mechanism design and whether device ID verification is necessary before the transmission of command and command response.
Step 5: the reader forwards the command request (plus the random ID) to the device.
Step 6: the device sends the command response plus the random ID in the second message to the reader.
Step 7: the reader forwards the command response to the CN.
Note: If command only instruction is sent to a single device, contention-free random access can be used. The step 2-4 can be skipped. The reader trigger an initial trigger message to a specific device. And then command request is sent in subsequence DL data transmission. 
[bookmark: _Toc163202163][bookmark: OLE_LINK28][bookmark: OLE_LINK29]Proposal 4: Agree the above message flow (in Figure 3) for the command only procedure and capture it in the TR.
	7 FFS if Initial Trigger Message can also include “command”.  
8 RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.


[bookmark: OLE_LINK23]In last meeting, there is a FFS if Initial Trigger Message can also include “command”. For command only case, if DL command is included in the initial trigger message (A-IoT Paging message), we think this is a security related question. Because if DL command is included in the initial trigger message (A-IoT Paging message), there may be security risk when the initial trigger message is a clear text and without security protect, especially for write and disable command. It may change all the data stored in the memory. 
[bookmark: OLE_LINK27]And if AIoT Devices are assumed to be pre-provisioned with a Device ID and the security material for the end-to-end protection of Commands and Command Results [3]. The initial trigger message can include command message. So whether the A-IoT paging message can directly include the command message is depend on the progress of SA2/3. 
[bookmark: OLE_LINK35][bookmark: OLE_LINK34]Proposal 5: RAN2 sends an LS to ask SA2/3 whether the initial trigger message can include the command message.
[bookmark: _Ref528871418][bookmark: OLE_LINK102]Conclusions
In this contribution, we discuss the general aspects of the high layer design for A-IoT. And the proposals are given as follows:
Observation 1: A-IoT system is an asynchronous system
Proposal 1: RAN2 assume that the definition of inventory and command are as follows:
· Inventory: Refers to collecting the A-IoT device ID(s) of one, a group of or all A-IoT devices selected with the identifier. 
· Command: Refers to an instruction sent by an AF to an A-IoT device which includes: read, write, disable and so on. 
Proposal 2: Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.
Proposal 3：Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.
Proposal 4: Agree the above message flow (in Figure 3) for the command only procedure and capture it in the TR.
[bookmark: _GoBack]Proposal 5: RAN2 sends an LS to ask SA2/3 whether the initial trigger message can include the command message.
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