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1. [bookmark: _Ref521334010]Introduction
In RAN2 125bis meeting [1], an initial discussion was performed for ambient IoT on the stage-2 procedure as well as the required CP/UP functions. In this paper, we further discusses the following issues related to the functionality aspects,
· Security related questions to SA3
· Functionalities required by ambient IoT
· Protocol stack design
Section 2 gives the detailed discussion on above mentioned issues, and followed by Section 3 that summarizes the contribution of this paper.
2. Discussion
2.1 Security related questions to SA3
RAN2 reached the agreements on security aspect as below at RAN2 125bis meeting,
Agreements
	RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   
	PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 dicsussion) and any other really needed functionalities.   
Visibility of A-IoT commands in the AS layer was discussed but there is no clear conclusion at RAN2 125bis meeting. The level of visibility required by the reader and the required information also depends on the conclusion in SA2 and SA3.
Three key issues were captured in TR 33.713 in SA3 at #115AdHoc-e [2]. Key issue #1 and #3 are related with the AS layer. For example, whether and where the A-IoT device IDs are protected, and how the disabling command is protected are related with AS security.
[bookmark: _Toc104221074][bookmark: _Toc164754984]5.1	Key Issue #1: Protection for disabling device operation
[bookmark: _Toc101349996][bookmark: _Toc164754988]5.2	Key Issue #2: Authorization for 5G Ambient IoT services
[bookmark: _Toc92180094][bookmark: _Toc92804820][bookmark: _Toc164754992]5.3	Key issue #3: Privacy by protecting AIoT device identifiers
So the agreements in RAN2 should be sent to SA3 for their information and confirm with them on the assumption in RAN2.
Proposal 1a: The LS to SA3/SA2 should include the agreement in RAN2 so far and ask SA3/SA2 to evaluate whether the RAN2 assumption of no support of AS security works.
Agreements
	RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   
	PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 dicsussion) and any other really needed functionalities.   
Proposal 1b: Ask SA3/SA2 below questions:
1. Whether and which A-IoT commands can be visible from CN to reader, and confirm that the A-IoT device IDs which are designed by CN can be visible from CN to reader.
2. Whether and which A-IoT command response can be visible from device to reader, and whether the A-IoT device IDs which are designed by CN can be visible from device to reader.
2.2 Functionalities required by ambient IoT
In this section, we further study which basic functions are needed for ambient IoT.
2.2.1  UP functionality
· Data transmission
A fundamental requirement for A-IoT MAC is to perform the data transmission from/to upper layer/lower layer, regardless of whether to have a new AS layer on the top of A-IoT MAC.
Proposal 2: The A-IoT MAC layer should perform the data transmission from/to upper layer/lower layer.
· QoS handling
On the QoS handling, we confirm no per-packet QoS and no per-QoS flow at AS level,
	RAN2 assumes that no per-packet QoS and no per-QoS flow is supported at AS level (for both UL/DL).  FFS how to handle the general QoS requirements from SA2


On the detailed QoS design, we may need further input on the QoS requirements from SA2.
From RAN2 perspective, the AS layer only performs resource scheduling for command or data. Then we can first discuss whether to have separate QoS handling for A-IoT command or A-IoT data. In our view, for sending the A-IoT command to the device, all types of commands can share the same QoS requirement as they are all signaling-like transmission. For the A-IoT data transmission, it may have higher QoS requirement than the signaling-like transmission, thus it’s better to make separate consideration on the QoS handling of A-IoT data transmission.
Proposal 3: RAN2 to agree the following baseline for ambient IoT QoS handling,
· All types of commands share the same QoS requirement;
· Data transmission has a separate QoS requirement from the command.
· Segmentation and reassembly
It is still open on the segmentation/reassembly even we confirmed RLC layer is not needed for ambient IoT,
	RLC layer is not needed.   FFS how to handle segmentation (if needed and depending on RAN1 design and upper layer packet size).  RAN2 considers segmentation and reassembly would add complexity, however further discussions are needed.  


In legacy segmentation/reassembly function in RLC (take RLC UM for example), the RLC SDU can be divided into at most three segments, and it is indicated by the SI field in the RLC PDU whether this RLC PDU contains a complete RLC SDU or not,
	The SI field indicates whether an RLC PDU contains a complete RLC SDU or the first, middle, last segment of an RLC SDU.
Table 6.2.3.4-1: SI field interpretation
	Value
	Description

	00
	Data field contains all bytes of an RLC SDU

	01
	Data field contains the first segment of an RLC SDU

	10
	Data field contains the last segment of an RLC SDU

	11
	Data field contains neither the first nor last segment of an RLC SDU





Besides, the SN number is only included for the RLC SDU with segmentation, and all segments for the same RLC SDU share the same SN number,
	For RLC UM, the sequence number is incremented by one for every segmented RLC SDU.


Finally, the SO field is used to indicate the position of the RLC SDU segment within the original RLC SDU.
When considering the ambient IoT, we should consider whether to design such complex mechanism for the potential segmentation requirement of ambient IoT data. From our perspective, even if we need segmentation function, it can be reduced to a simpler one than legacy. For example, the segments for one PDU from upper layer are sent to the reader in sequence, and only one bit can indicate whether this PDU contains segments or it is a complete PDU. If SN number is needed to verify the segments are associated with the same PDU, it can be a smaller SN range due to the fact that the ambient IoT data is usually small data-like transmission.
With above analysis, we think even the segmentation/reassembly is needed for ambient IoT, it can be well designed in A-IoT MAC layer. However, final check with RAN1 may be needed for this potential requirement. Therefore, it is suggested that,
Proposal 4: RAN2 to implement the segmentation/reassembly function in A-IoT MAC layer if needed. Whether to have segmentation/reassembly function in A-IoT MAC layer depends on RAN1 decision.
· DRX
In the current MAC function, DRX is used to control the discontinuous reception by UE in order to achieve power saving purpose. To achieve this function, UE needs to know the exact SFN information so that UE can know whether to monitor PDCCH in a certain frame/slot based on the period/offset, on-duration timer or inactivity timer. For ambient IoT system, considering the SFO of the device is at level of 10^5 PPM (around 10% timing difference), it means even the device can acquire the SFN, it cannot ensure start or stop of monitoring PDCCH at the boundary of SFN. So DRX cannot be applied for ambient IoT.
Proposal 5: The DRX function is not applied for ambient IoT.
· SR/BSR
The legacy scheduling request (SR) is transmitted by PUCCH to inform gNB that the UE has the intention of UL data transmission but without enough UL grants, even for sending BSR. When considering ambient IoT, until now we only support two use cases of “inventory” and “command”, i.e., no DO-A service, that means all UL data transmission are triggered by the reader. From this perspective, when the reader trigger the UL data transmission of the device (e.g., read), it should also provide the corresponding resource-scheduling information so that device can determine the resource used for the subsequent transmission. Therefore, we think the legacy SR-like function has no need for ambient IoT.
Regarding the BSR, as reflected by 38.848,
	The design target of maximum message size is approximately 1000 bits to be received by the Ambient IoT device, and approximately 1000 bits to be transmitted from the Ambient IoT device, based on the maximum application layer packet size.


The UL data that needs to be transmitted to reader is more or like small-type data, thus it can leave to implementation to send the UL data within one UL transmission, i.e., no buffered data is expected in the device.
Proposal 6: The SR/BSR function is not applied for ambient IoT.
· Resource scheduling
In legacy, the resource-related information is usually contained in different DCI formats for dynamic or semi-persistent scheduling. Regarding the resource scheduling function used for ambient IoT, since RAN1 now only supports PRDCH for DL transmission, how the device to determine the PRDCH resource should be discussed. Generally speaking, this issue should be firstly handled by RAN1 and then further check whether needs RAN2 involvement. But considering that the RFID implements the scheduling function in upper layer, we are open to perform resource scheduling in the MAC-like layer, e.g., A-IoT MAC.
Proposal 7a: RAN2 to discuss whether to implement resource scheduling function in the A-IoT MAC layer.
Regardless whether the resource scheduling is performed in A-IoT MAC or PHY, for facilitating the AS operation,
	FFS about the level of visibility required by the reader and what information is necessary for AS layer operations.  


It’s better that the reader knows the number of devices so that the reader can perform more efficient resource configuration or scheduling.  Therefore, it is suggested that,
[bookmark: OLE_LINK3]Proposal 7b: It is allowed for the reader to be aware of the number of devices that may be involved for the further AS operation.
· LCH and Multiplexing/Demultiplexing
In legacy NR, each LCH is associated with a LCID and used to separate different MAC CEs or logical channels. When considering ambient IoT, at each time the reader only sends one DL command, and if needed, the device responses the “subsequent” data to reader with different time-domain resource. That means for ambient IoT, it is not needed to support multiple “service access point (SAP)” between the A-IoT MAC layer and upper layer. Therefore, it is suggested that,
Proposal 8a: The LCH concept is not applied for ambient IoT. There is only one SAP (service access point) between the A-IoT MAC layer and upper layer.
Since only one SAP is used between the A-IoT MAC layer and upper layer, the multiplexing/demultiplexing function is not needed for ambient IoT.
Proposal 8b: The multiplexing/demultiplexing function is not applied for ambient IoT.
· RACH
The final UP function that needs to be supported is RACH procedure. In legacy CBRA, the RACH procedure involves PHY and MAC due to the content of physical preamble and MAC PDU. For ambient IoT, the detailed RACH procedure and the message content can be discussed in the RACH part. At least the A-IoT MAC layer needs to design the corresponding PDU to control the RACH procedure, for example, the frame/slot start command, successful access command, re-access command, or access failure command used in legacy slot-ALOHA.
Proposal 9: RAN2 to design the control PDU, e.g., A-IoT MAC PDU, for the RACH procedure. Details are pending on the RACH discussion.
2.2.2  CP functionality
· Resource configuration
RAN1 is discussing the multiple assess for A-IoT, and the following agreements were achieved,
	Agreement
Study time-domain multiple access of D2R transmissions. Further details, including pros/cons, are FFS.
Study frequency-domain multiple access of D2R transmissions, at least by utilizing a small frequency-shift in baseband. Further details, including pros/cons, are FFS.
Whether code-domain multiple access is feasible and necessary for D2R transmissions for all devices is FFS.


It can be seen that the multiple access in time-domain, frequency-domain and code-domain are all in the study scope of RAN1. To realize multiple assess, the CP functionality of resource configuration is needed. For example, to support frequency-domain multiple access, the network needs to configure frequency resource, e.g., a frequency shift and/or corresponding time, for the device. RAN2 needs to wait for RAN1’s progress on the format of the resource configuration.
Proposal 10: RAN2 to support the control plane functionality of resource configuration. Wait for RAN1’s progress on the format of the resource configured for device.
It is better to make the configured resource as one-shot valid, with the following reasons:
· Store the configuration will bring additional energy consumption for the A-IoT device;
· The configured resource is very likely to be very simple, e.g., only a frequency shift. Configure the resource at each time the device initiate access procedure will not bring huge signalling overhead.
Proposal 11: The resource configuration for device is one-shot valid, i.e., the configured resource can only be used in the current access/service procedure.
· Interaction with A-IoT upper layer
[bookmark: OLE_LINK10][bookmark: OLE_LINK11]Based on the discussion in SA2 [3], there needs some signalling transmission and/or data transmission between device and CN, e.g., registration, authentication and data transmission, so that an A-IoT upper layer over the AS protocol stack at the device side is needed. Obviously, the interaction between the A-IoT upper layer and AS layer at the device side should be supported. For example, the control plane functionality of device’s AS layer should including bears the signalling packet and/or data packet generated by A-IoT upper layer, and forward the received A-IoT upper layer packet (e.g., command from CN) to A-IoT upper layer.
[bookmark: OLE_LINK17][bookmark: OLE_LINK18]Proposal 12: RAN2 to support the control plane functionality of interaction with A-IoT upper layer, e.g. delivery of the signalling packet and/or data packet generated by A-IoT upper layer and forwarding the received A-IoT upper layer packet (e.g., command from CN) from device to A-IoT upper layer.
2.3 Protocol stack design
· Upper layer over the AS layer
Based on the discussion in section 2.2, an upper layer is needed for the necessary signalling transmission and/or data transmission between device and CN. However, how to implement the upper layer is still under SA2’s discussion, including whether to introduce a new CN entity for A-IoT or enhance the AMF to support A-IoT functionalities, so that how to implement the upper layer of A-IoT device cannot be determined now. From RAN2’s perspective, we could just call it A-IoT upper layer, and we could update the name and definition of this layer when there is progress in SA2.
[bookmark: OLE_LINK14]Observation 1: How to implement the A-IoT upper layer between device and CN is under SA2’s discussion.
Proposal 13: RAN2 uses “A-IoT upper layer” for the connection between device and CN. The name and definition of the A-IoT upper layer can be updated when there is progress in SA2.
· Protocol layer to support CP function
In RAN2 125bis, there is a leftover issue on which layer is used to implement the control plane functionalities, i.e., implemented in a new AS protocol on top of A-IoT MAC layer or A-IoT MAC layer. 
The control plane functionalities at least including paging and interact with A-IoT upper layer. Compared with implementing CP functionalities in A-IoT MAC layer, introducing a new AS layer on top of A-IoT MAC layer has a similar logic with legacy communication system, and by this way the protocol stack is clearer. Additionally, a new AS layer is also beneficial for the scalability of the subsequent version, e.g. supporting DO-A service. For DO-A, some enhanced CP functionalities, e.g., system information, mobility management and device state may be supported. 
Observation 2: Introducing a simple AS layer on top of A-IoT MAC layer has a similar logic with legacy communication system. The protocol stack is clearer, it is more beneficial for the scalability of subsequent versions, e.g., supporting DO-A service.
Hence, we prefer to introduce a new AS protocol on top of A-IoT MAC layer. The functionalities of A-IoT paging, resource configuration and interaction with A-IoT upper layer will be implemented in this layer. Considering the complexity aspect, the new AS layer should be as simple as possible in aspects of encoding, decoding and so on.
[bookmark: OLE_LINK15][bookmark: OLE_LINK16]Proposal 14: RAN2 to introduce a new AS layer on top of A-IoT MAC layer for the control plane functionalities of ambient IoT, i.e.,
· A-IoT Paging;
· Resource configuration;
· Interaction with A-IoT upper layer.
· Protocol layer to support UP function
The potential UP functions for ambient IoT are summarized as follows,
	UP functions for ambient IoT
	Comparison with legacy MAC layer

	Data transmission
	Straightforward in NR MAC layer

	Segmentation/reassembly
	Not support in legacy MAC layer, but if needed, can be implemented by designing a simpler segmentation/reassembly function than legacy.

	Resource scheduling, pending on RAN1
	Not support in legacy MAC layer, but can be implemented by introducing MAC CE-like resource scheduling PDU containing the resource indication field in legacy DCI.

	RACH procedure
	Straightforward function in NR MAC layer. The difference depends on the design of RACH procedure for ambient IoT to observe the potential impact on the A-IoT-like MAC layer, for example, to introduce MAC CE-like control PDUs for the RACH procedure of ambient IoT.


In summary, a single A-IoT MAC layer is enough to support above UP functions for ambient IoT. Therefore, it is suggested that,
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Proposal 15: RAN2 to support the UP functions for ambient IoT in A-IoT MAC layer, i.e.,
· Data transmission;
· Segmentation/reassembly, pending on final check with RAN1;
· Resource scheduling function, pending on final check with RAN1;
· RACH function.
· Protocol stack for ambient IoT
In summary, the protocol stack for ambient IoT can be summarized as below:


Figure 1: Protocol stack for ambient IoT
Proposal 16: The protocol stack in Figure 1 should be taken as baseline for ambient IoT.
3. Conclusion
In this paper, we further discuss the required functionalities of the ambient IoT system. The conclusion of this paper is summarized as follows,
Observation 1: How to implement the A-IoT upper layer between device and CN is under SA2’s discussion.
Observation 2: Introducing a simple AS layer on top of A-IoT MAC layer has a similar logic with legacy communication system. The protocol stack is clearer, it is more beneficial for the scalability of subsequent versions, e.g., supporting DO-A service.
Security related questions to SA3
Proposal 1a: The LS to SA3/SA2 should include the agreement in RAN2 so far and ask SA3/SA2 to evaluate whether the RAN2 assumption of no support of AS security works.
Agreements
	RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.   
	PDCP layer is not needed.  FFS how to handle AS security (if needed pending SA3 dicsussion) and any other really needed functionalities.   
Proposal 1b: Ask SA3/SA2 below questions:
1. Whether and which A-IoT commands can be visible from CN to reader, and confirm that the A-IoT device IDs which are designed by CN can be visible from CN to reader.
2. Whether and which A-IoT command response can be visible from device to reader, and whether the A-IoT device IDs which are designed by CN can be visible from device to reader.
Data transmission
Proposal 2: The A-IoT MAC layer should perform the data transmission from/to upper layer/lower layer.
QoS handling
Proposal 3: RAN2 to agree the following baseline for ambient IoT QoS handling,
· All types of commands share the same QoS requirement;
· Data transmission has a separate QoS requirement from the command.
Segmentation and reassembly
Proposal 4: RAN2 to implement the segmentation/reassembly function in A-IoT MAC layer if needed. Whether to have segmentation/reassembly function in A-IoT MAC layer depends on RAN1 decision.
DRX
Proposal 5: The DRX function is not applied for ambient IoT.
SR/BSR
Proposal 6: The SR/BSR function is not applied for ambient IoT.
Resource scheduling
Proposal 7a: RAN2 to discuss whether to implement resource scheduling function in the A-IoT MAC layer.
Proposal 7b: It is allowed for the reader to be aware of the number of devices that may be involved for the further AS operation.
LCH and Multiplexing/Demultiplexing
Proposal 8a: The LCH concept is not applied for ambient IoT. There is only one SAP (service access point) between the A-IoT MAC layer and upper layer.
Proposal 8b: The multiplexing/demultiplexing function is not applied for ambient IoT.
RACH
Proposal 9: RAN2 to design the control PDU, e.g., A-IoT MAC PDU, for the RACH procedure. Details are pending on the RACH discussion.

Resource configuration
Proposal 10: RAN2 to support the control plane functionality of resource configuration. Wait for RAN1’s progress on the format of the resource configured for device.
Proposal 11: The resource configuration for device is one-shot valid, i.e., the configured resource can only be used in the current access/service procedure.
Interaction with A-IoT upper layer
Proposal 12: RAN2 to support the control plane functionality of interaction with A-IoT upper layer, e.g. delivery of the signalling packet and/or data packet generated by A-IoT upper layer and forwarding the received A-IoT upper layer packet (e.g., command from CN) from device to A-IoT upper layer.

Upper layer over the AS layer
Proposal 13: RAN2 uses “A-IoT upper layer” for the connection between device and CN. The name and definition of the A-IoT upper layer can be updated when there is progress in SA2.
Protocol layer to support CP function
Proposal 14: RAN2 to introduce a new AS layer on top of A-IoT MAC layer for the control plane functionalities of ambient IoT, i.e.,
· A-IoT Paging;
· Resource configuration;
· Interaction with A-IoT upper layer.

Protocol layer to support UP function
Proposal 15: RAN2 to support the UP functions for ambient IoT in A-IoT MAC layer, i.e.,
· Data transmission;
· Segmentation/reassembly, pending on final check with RAN1;
· Resource scheduling function, pending on final check with RAN1;
· RACH function.

Protocol stack for ambient IoT
Proposal 16: The protocol stack in Figure 1 should be taken as baseline for ambient IoT.
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