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* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc85462051][bookmark: _Toc88667312][bookmark: _Toc161913345][bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc85462063][bookmark: _Toc88667324][bookmark: _Toc161913357][bookmark: _Toc24937719][bookmark: _Toc33962538][bookmark: _Toc42883305][bookmark: _Toc49733173][bookmark: _Toc56690800][bookmark: _Toc162420746][bookmark: _Toc98152903][bookmark: _Toc161068587]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT93870000___5][6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The Oauth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 9113: "HTTP/2".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 9457: "Problem Details for HTTP APIs".
[14]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[15]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[16]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT93870002___5][17]	Void.
[18]	IETF RFC 7871: "Client Subnet in DNS Queries".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[x]	3GPP TS 29.502: "5G System; Session Management Services; Stage 3".


* * * Next Change * * * *
5.2.2.2	Create
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc85462064][bookmark: _Toc88667325][bookmark: _Toc161913358]5.2.2.2.1	General
The Create service operation shall be used to create an individual DNS context for a given PDU Session in the EASDF.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]); and
-	EAS Discovery Procedure with V-EASDF for HR-SBO (see clauses 6.7.2.2 and 6.7.2.3) of 3GPP TS 23.548 [14].
There shall be only one individual DNS context created in an EASDF per PDU session.
The NF Service Consumer (e.g. SMF) shall create a DNS context by using the HTTP POST method as shown in Figure 5.2.2.2.1-1.



Figure 5.2.2.2.1-1: DNS context creation
1.	The NF Service Consumer shall send a POST request to the resource representing the DNS contexts collection resource of the EASDF. The content of the POST request shall contain:
-	the UE IP address, S-NSSAI and the DNN of the related PDU session;
-	a notification URI for receiving DNS context related event notifications, if notifications are requested;
-	one or more DNS rules.
In addition, for a DNS context creation in the V-EASDF for HR-SBO in VPLMN:
-	the UE IP address shall be set to an unspecified address, i.e. to the IPv4 address 0.0.0.0, or the IPv6 address ::/128, if the IP address of the UE's PDU session is not known yet, or to a mapped address (when using UE source IP address mapping at the Local PSA-UPF);
-	the S-NSSAI shall correspond to the VPLMN S-NSSAI value; and
-	the content of the POST request shall contain the HPLMN ID.
The payload body of the POST request may further contain:
-	N6 traffic routing information that may contain the IP address and optional port number of the Local PSA-UPF, for HR-SBO in VPLMN, when using N6 tunneling between the L-PSA and V-EASDF, to disambiguate the DNS traffic using a private UE IP address from a certain HPLMN using a specific L-PSA UPF address of the N6 tunnel between the Local PSA-UPF and the V-EASDF.
2a.	On success, a "201 Created" response shall be returned with the "Location" header containing the URI of the created resource.
	The POST response body content shall include:
-	the IP address of the EASDF (to be sent by the SMF to the UE).
	The POST response content may include:
-	DNS Security Information of the (V-)EASDF.
2b.	On failure, or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned.

* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc85462127][bookmark: _Toc88667388][bookmark: _Toc161913420]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.
Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryMdt
	6.1.6.2.5
	DNS Query Message Detection Template
	

	DnsRspMdt
	6.1.6.2.6
	DNS Response Message Detection Template
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DnsRspReport
	6.1.6.2.15
	DNS Response Event Report 
	

	EcsOptionInfo
	6.1.6.2.16
	ECS option information
	

	DnsServerAddressInfo
	6.1.6.2.17
	DNS Server address information
	

	BaselineDnsMdtId
	6.1.6.2.18
	Baseline DNS Message Detection Template Identifier
	

	BaselineDnsAitId
	6.1.6.2.19
	Baseline DNS Action Information Template Identifier
	

	BaselineDnsQueryMdtInfo
	6.1.6.2.20
	Baseline DNS Query MDT ID and
optionally associated information
	

	BaselineDnsRspMdtInfo
	6.1.6.2.21
	Baseline DNS Response MDT ID and
optionally associated information
	

	RespondParameters
	6.1.6.2.22
	Instructions to apply to build a DNS response message
	

	N6RoutingInfo
	6.1.6.2.23
	N6 traffic routing information
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	



Table 6.1.6.1-2 specifies data types re-used by the Neasdf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	

	IPv6Addr
	3GPP TS 29.571 [16]
	IPv6 address
	

	SupportedFeatures
	3GPP TS 29.571 [16]
	Supported features
	

	DateTime
	3GPP TS 29.571 [16]
	Date and time
	

	PatchResult
	3GPP TS 29.571 [16]
	
	

	FqdnPatternMatchingRule
	3GPP TS 29.571 [16]
	FQDN Pattern Matching Rule
	

	Fqdn
	3GPP TS 29.571 [16]
	
	

	Snssai
	3GPP TS 29.571 [16]
	
	

	PlmnId
	3GPP TS 29.571 [16]
	PLMN Identity
	

	DnsServerSecurityInformation
	3GPP TS 29.502 [x]
	DNS server security information
	




[bookmark: _Toc11326919][bookmark: _Toc27758821][bookmark: _Toc57992308][bookmark: _Toc161068660]* * * Next Change * * * *
[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc85462131][bookmark: _Toc88667392][bookmark: _Toc161913424]6.1.6.2.3	Type: DnsContextCreatedData
Table 6.1.6.2.3-1: Definition of type DNSContextCreatedData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	easdfIpv4Addr
	IPv4Addr
	C
	0..1
	EASDF IPv4 address
	

	easdfIpv6Addr
	IPv6Addr
	C
	0..1
	EASDF IPv6 address
	

	dnsSecurityInfo
	array(DnsServerSecurityInformation)
	O
	1..N
	When present, this IE shall contain one or more DNS server security information with length of two octets container(s), set with the DNS security information of the (V-)EASDF.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.8 is supported. 
	

	NOTE:	At least one of the easdfIpv4Addr and easdfIpv6Addr attributes shall be present.



* * * Next Change * * * *
[bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc161913493]A.2	Neasdf_DNSContext API
openapi: 3.0.0

[…]

    DnsContextCreatedData:
      description: Data within Create response
      type: object
      properties:
        easdfIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        easdfIpv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        dnsSecurityInfo:
          type: array
          items:
            $ref: 'TS29502_Nsmf_PDUSession.yaml#/components/schemas/DnsServerSecurityInformation'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      anyOf:
        - required: [ easdfIpv4Addr ]
        - required: [ easdfIpv6Addr ]

[…]

* * * End of Changes * * * *
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