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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Example 3 in clause 7.6.3 is incorrect
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v1.1.0.

[bookmark: _Hlk61529092]* * * First Change * * * *

7.6.2	Examples
Examples of the solution are given below.
Example 1: Filter contains variable attribute with fixed value
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
[bookmark: _Hlk149656659]"Nudr_dr_policy_SMPolicyData_snssai_1_only"
Restricted attributes:
smPolicySnssaiData/snssai=1 – Indicating that the attribute named snssai can only be presented if the snssai is 1.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR, and the PCF is known to the NRF to serve slice 1. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_1_only".
The NRF provides in the OAuth token claims the applicable filter IDs so the Producer can apply corresponding filter instance.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_1_only"
  ],
  ...
}

Example 2: Filter contains variable attribute with value to be taken from consumer characteristics
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
"Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
Restricted attributes:
smPolicySnssaiData/snssai=<consumerInfo/snssai> – Indicating that the attribute named snssai can only be presented if the snssai value is the same as the snssai value of the consumer supplied in the OAuth token.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_of_consumer".
The NRF provides in the OAuth token the applicable filter IDs and the slice ID(s) that the consumer serves so the Producer can apply the filter using the consumer's slice ID(s). The slice ID(s) are included in the consumerInfo attribute of the OAuth token claims.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
  ],
  "consumerInfo": {
    "snssai": [ "1", "2" ]
  }
  ...
}
Example 3: Filter contains URI variable with value pattern to be taken from consumer characteristics
A producer, UDR, is configured with a resource content filter applicable to the AccessAndMobilitySubscriptionData resource.
Rule ID:
"Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only"
Allowed resource URI variables:
ueId = imsi-123456.+			Indicating that the allowed values of the ueId URI resource variable start with "imsi-123456".
In NRF, configuration exists that applies to the case where a UDM from PLMN 123456 is attempting to access a UDR. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only".
The NRF provides in the OAuth token the applicable filter IDs and the Producer applies the filter using the ueId resource variable. Resources accessible by the consumer are only those where the ueId resource variable value matches the pattern in the filter definition.imsi pattern that the consumer is allowed to request so the Producer can apply the filter using the consumer's PLMN ID(s). The imsi pattern is included in the consumerInfo attribute of the OAuth token claims.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only "
  ],
  "consumerInfo": {
    "plmnId": [ "123456" ]
  }
  ...
}
Flow of events and messaging for the examples described above.


Figure 7.6.2-1: Example 1 Flow of Events
Extensions to the data type used for access token claims is shown below. The applicableResourceContentFilters attribute has been added so that the list of applicable filters can be transported to the producer. The consumerInfo attribute has been added so that the consumer information used by the applicable filters can be transported to the producer.
Table 7.6.2-2: AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	…

	sub
	NfInstanceId
	M
	1
	…

	aud
	Audience
	M
	1
	… 

	scope
	string
	M
	1
	…

	exp
	integer
	M
	1
	…

	consumerPlmnId
	PlmnId
	C
	0..1
	…

	…[Skipped for Clarity]…

	[bookmark: _Hlk149657061]applicableResourceContentFilters
	Array(rcfID)
	C
	0..1
	This IE may be included if the NRF supports providing applicable resource content filters in the access token claims for use by the producer.

	[bookmark: _Hlk149657100]consumerInfo
	map(array(string))
	O
	1..N(1..M)
	A map of tag name/values pairs, where the tag name is a unique string name that is the primary key of the map and is paired with an array of string values.



Backward compatibility is addressed in a similar way to other attributes in the AccessTokenClaims - if an NF service producer receives the new IE in the token, it shall be ignored.

* * * End of Changes * * * *
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