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	Reason for change:
	Security for 5G ProSe UE-to-UE relay discovery Model A needs to be added based on the latest progress in SA3 TS 33.503 for U2U relay security. 

TS 33.503, clause 6.1.3.3.3.1 has the following requirement for 5G ProSe UE-to-UE relay discovery Model A procedure, to deliver a protected direct discovery set to the 5G ProSe UE-to-UE relay from an already connected 5G ProSe End UE: 
“When 5G ProSe UE-to-UE Relay Communication is used to deliver the direct discovery set, the announcing 5G ProSe End UE shall use the secure PC5 unicast link with the 5G ProSe UE-to-UE Relay to send the RSC and protected direct discovery set.”

In S2-2401494, it is agreed to align the TS 23.304 with the above. The following was agreed:
“The 5G ProSe UE-to-UE Relay has discovered other UEs in proximity and obtains the Direct discovery set from other UEs in proximity per RSC. (e.g. via a previous 5G ProSe UE-to-UE Relay Discovery or via secure PC5 connection between 5G ProSe U2U Relay and 5G ProSe End UE (refer to TS33.503)).”

To address this requirement in stage-3, it is proposed that the 5G ProSe source end UE uses the PROSE DIRECT DISCOVERY SET TRANSFER REQUEST message to send a  protected user info to the 5G ProSe UE-to-UE relay UE.

Based on the above, the EN can be removed:

“Editor's Note:	It is FFS whether and how to retrieve the direct discovery sets via the existing direct link between the end UE and the relay UE.”

	
	

	Summary of change:
	Following updates are proposed in this CR:
· A new sub-clause to enable the 5G ProSe source end UE to send a  protected user info to the 5G ProSe UE-to-UE relay UE when a PC5 unicast link is already established between the 5G ProSe U2U Relay and a 5G ProSe Source End UE.
· Defining a new PROSE DIRECT DISCOVERY SET TRANSFER IND message.
· Defining a new PROSE DIRECT DISCOVERY SET TRANSFER ACK message.

	
	

	Consequences if not approved:
	Security requirements for 5G ProSe UE-to-UE relay discovery Model A are not fully addressed in stage 3 specification.
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[bookmark: _Toc115079213][bookmark: _Toc146712368]
* * * Start of Change * * * *
[bookmark: _Toc162969327][bookmark: _Toc162969288][bookmark: _Toc155372126][bookmark: _Toc146712374]8a.2.xx	5G ProSe direct discovery set transfer procedure
[bookmark: _Toc138361252][bookmark: _Toc162969328]8a.2.xx.1	General
The purpose of the 5G ProSe UE-to-UE relay direct discovery set transfer procedure is for the source 5G ProSe end UE to send the protected user info to the 5G ProSe UE-to-UE relay UE.
This procedure is triggered when the source 5G ProSe end UE has a direct link established with the 5G ProSe UE-to-UE relay UE and the source 5G ProSe end UE would like the 5G ProSe UE-to-UE relay UE to perform the announcing UE procedure for UE-to-UE relay discovery on behalf of the source 5G ProSe end UE.
[bookmark: _Toc162969329]8a.2.xx.2	5G ProSe direct discovery set transfer procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	the 5G ProSe direct link is established between the source 5G ProSe end UE and 5G ProSe UE-to-UE relay UE.
The UE shall initiate the 5G ProSe direct discovery set transfer procedure by sending the PROSE DIRECT DISCOVERY SET TRANSFER IND message. The initiating UE:
a)	shall include the protected user info of the source 5G ProSe end UE; and
b)	shall include the relay service code parameter set to the relay service code configured for the connectivity service to be announced, as specified in clause 5.2.7. If the UE served by the NG-RAN, the security procedures selection is based on the relay service codes configured at the UE. Otherwise, the selected relay service code configured at the UE shall be associated with the network assistance security indication indicating the security procedure without network assistance is to be used.
After the PROSE DIRECT DISCOVERY SET TRANSFER IND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID of the 5G ProSe UE-to-UE relay UE and start timer Txxxx. The UE shall not send a new PROSE DIRECT DISCOVERY SET TRANSFER IND message to the same target UE while timer Txxxx is running.


Figure 8a.2.xx.2.1: 5G ProSe direct discovery set transfer procedure
[bookmark: _Toc162969330]8a.2.xx.3	5G ProSe direct discovery set procedure ack by the target UE
Upon reception of PROSE DIRECT DISCOVERY SET TRANSFER IND message, the target UE shall store the protected user info of the source 5G ProSe end UE based on the validity timer derived from the bit length of UTC-based counter LSB contents of the UTC-based counter LSB IE associated with the protected user info of the source 5G ProSe end UE as specified in clause 6.1.3.3 of 3GPP TS 33.503 [34]. The target UE schedules the next announcement for the source 5G ProSe end UE according to its next scheduled announcement opportunity that can be implementation specific and considering the received validity time.
If the validity timer associated with a protected user info of 5G ProSe end UE is valid, the target UE shall create a PROSE DIRECT DISCOVERY SET TRANSFER ACK message.
[bookmark: _Toc162969331]After the PROSE DIRECT DISCOVERY SET TRANSFER ACK message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
8a.2.xx.4	5G ProSe direct discovery set transfer procedure completion by the initiating UE
Upon receipt of a PROSE DIRECT DISCOVERY SET TRANSFER ACK message, the initiating UE shall stop timer Txxxx. 

* * * 2nd Change * * * *
[bookmark: _CR10_3_13_1][bookmark: _CR10_3_8_2]10.3.x	ProSe direct discovery set transfer ind
[bookmark: _Toc68196374][bookmark: _Toc59209045][bookmark: _Toc51951269][bookmark: _Toc45882719][bookmark: _Toc45282333][bookmark: _Toc26193713][bookmark: _Toc155372320]10.3.x.1	Message definition
This message is sent by a UE to another peer UE when a 5G ProSe direct discovery set retrieval procedure is initiated. See table 10.3.x.1.1.
Message type:	PROSE DIRECT DISCOVERY SET TRANSFER IND
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_13_1_1]Table 10.3.x.1.1: PROSE DIRECT DISCOVERY SET TRANSFER IND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT DISCOVERY SET TRANSFER IND message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	Relay service code
	Relay service code
11.3.26
	M
	V
	4

	
	Direct discovery set
	Direct discovery set
11.2.17
	M
	LV
	11-n



* * * 3rd Change * * * *
10.3.y	ProSe direct discovery set transfer ack
10.3.y.1	Message definition
This message is sent by a UE to another peer UE to respond to a PROSE DIRECT DISCOVERY SET TRANSFER IND message. See table 10.3.x.1.1.
Message type:	PROSE DIRECT DISCOVERY SET TRANSFER ACK
Significance:	dual
Direction:	UE to peer UE
Table 10.3.y.1.1: PROSE DIRECT DISCOVERY SET TRANSFER ACK message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT DISCOVERY SET TRANSFER ACK message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1




* * * 4th Change * * * *

[bookmark: _Toc525231502][bookmark: _Toc68196425][bookmark: _Toc59209093][bookmark: _Toc51951316][bookmark: _Toc45882766][bookmark: _Toc45282380][bookmark: _Toc34404484][bookmark: _Toc34388713][bookmark: _Toc25070722][bookmark: _Toc162969661]11.3.1	ProSe PC5 signalling message type
The purpose of the ProSe PC5 signalling message type information element is to indicate the type of messages used in ProSe PC5 signalling protocol.
The value part of the ProSe PC5 signalling message type information element used in the ProSe PC5 signalling messages is coded as shown in table 11.3.1.1.
The ProSe PC5 signalling message type is a type 3 information element, with the length of 1 octet.
[bookmark: _CRTable11_3_1_1]Table 11.3.1.1: ProSe PC5 signalling message type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	PROSE DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	PROSE DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	PROSE DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROSE DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	PROSE DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	PROSE DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	PROSE DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	PROSE DIRECT LINK KEEPALIVE RESPONSE

	0
	0
	0
	0
	1
	0
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION REQUEST

	0
	0
	0
	0
	1
	1
	0
	0
	
	PROSE DIRECT LINK AUTHENTICATION RESPONSE

	0
	0
	0
	0
	1
	1
	0
	1
	
	PROSE DIRECT LINK AUTHENTICATION REJECT

	0
	0
	0
	0
	1
	1
	1
	0
	
	PROSE DIRECT LINK SECURITY MODE COMMAND

	0
	0
	0
	0
	1
	1
	1
	1
	
	PROSE DIRECT LINK SECURITY MODE COMPLETE

	0
	0
	0
	1
	0
	0
	0
	0
	
	PROSE DIRECT LINK SECURITY MODE REJECT

	0
	0
	0
	1
	0
	0
	0
	1
	
	PROSE DIRECT LINK REKEYING REQUEST

	0
	0
	0
	1
	0
	0
	1
	0
	
	PROSE DIRECT LINK REKEYING RESPONSE

	0
	0
	0
	1
	0
	0
	1
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST

	0
	0
	0
	1
	0
	1
	0
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT

	0
	0
	0
	1
	0
	1
	0
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACK

	0
	0
	0
	1
	0
	1
	1
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REJECT

	0
	0
	0
	1
	0
	1
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION FAILURE

	0
	0
	0
	1
	1
	0
	0
	0
	
	PROSE ADDITIONAL PARAMETERS ANNOUNCEMENT REQUEST

	0
	0
	0
	1
	1
	0
	0
	1
	
	PROSE ADDITIONAL PARAMETERS ANNOUNCEMENT RESPONSE

	0
	0
	0
	1
	1
	0
	1
	0
	
	PROSE AA MESSAGE TRANSPORT REQUEST

	0
	0
	0
	1
	1
	0
	1
	1
	
	PROSE AA MESSAGE TRANSPORT RESPONSE

	0
	0
	0
	1
	1
	1
	0
	0
	
	PROSE UE TO UE RELAY UPDATE REQUEST

	0
	0
	0
	1
	1
	1
	0
	1
	
	PROSE UE TO UE RELAY UPDATE ACCEPT

	0
	0
	0
	1
	1
	1
	1
	0
	
	PROSE UE TO UE RELAY UPDATE REJECT

	0
	0
	0
	1
	1
	1
	1
	1
	
	PROSE PATH SWITCHING REQUEST

	0
	0
	1
	0
	0
	0
	0
	0
	
	PROSE PATH SWITCHING ACCEPT

	0
	0
	1
	0
	0
	0
	0
	1
	
	PROSE PATH SWITCHING REJECT

	0
	0
	1
	0
	0
	0
	1
	0
	
	PROSE DIRECT LINK MODIFICATION ACK

	0
	0
	1
	0
	0
	0
	1
	1
	
	PROSE DIRECT LINK IDENTITY REQUEST

	0
	0
	1
	0
	0
	1
	0
	0
	
	PROSE DIRECT LINK IDENTITY RESPONSE

	0
	0
	1
	0
	0
	1
	0
	1
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST

	0
	0
	1
	0
	0
	1
	1
	0
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT

	0
	0
	1
	0
	0
	1
	1
	1
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT

	0
	0
	1
	0
	1
	0
	0
	0
	
	PROSE DIRECT DISCOVERY SET TRANSFER IND

	0
	0
	1
	0
	1
	0
	0
	1
	
	PROSE DIRECT DISCOVERY SET TRANSFER ACK

	[bookmark: MCCQCTEMPBM_00000037]
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