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	Reason for change:
	Both the 3GPP specifications 33.501 and 24.502 mention that, if anonymous SUCI is used, the UE shall include a 64-bit random number as part of the “username” in the anonymous SUCI which is used as UE identity element in the AN parameters [refer 3GPP TS 33.501]. The CT1 specification 3GPP TS 24.502 is aligned with 33.501 as quoted in Clause 7.3A.2.3.
The respective clauses containing the inclusion of 64-bit random random as part of the username in anonymous SUCI is quoted below:


TS 33.501 states:
--------------
"I.10.3.1	Trusted non-3GPP access support in SNPN without CH 
...
Further in step 5, the SUCI carried in AN parameter and NAS-PDU can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy. If anonymous SUCI is used, the UE shall include a 64-bit random number as part of the “username” in the anonymous SUCI which is used as UE identity element in the AN parameters. The random number generation should follow the recommendations given in SP 800-90A [110] or equivalent. If the UE provides a SUCI already  stored in the TNGF, the UE will be rejected. "
--------------

TS 24.502 (which is aligned with TS 33.501) states:
--------------
[bookmark: _Toc154619043] "7.3A	IKE SA establishment procedure for trusted non-3GPP access
 7.3A.2	EAP session over non-3GPP access
7.3A.2.3	EAP-5G session initiation
...
The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on to TNGF, shall initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol packets. In the EAP-Response/5G-NAS message, the UE:
a)	shall include a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message;
b)	shall include an AN-parameters field containing access network parameters, such as UE identity, selected PLMN ID or SNPN, requested NSSAI and establishment cause, selected NID if the UE is accessing SNPN services via trusted non-3GPP access network, and onboarding indication if the UE is accessing SNPN for onboarding services in SNPN via trusted non-3GPP access network, see 3GPP TS 23.502 [3], each of which is up to 255 (decimal) octets long. If the UE operates in the SNPN access operation mode for non-3GPP access and the UE identity provided by upper layers is the anonymous SUCI as specified in 3GPP TS 23.003 [8], the UE shall set the UE identity AN-parameter of the AN-parameters field to the UE identity provided by upper layers with a modified username. The modified username is set to a username of an anonymous SUCI which includes "anonymous", appended with a 64-bit random number generated as specified in 3GPP TS 33.501 [5] and encoded using 16 (decimal) ASCII coded hexadecimal digits; and
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as specified in 3GPP TS 24.501 [4].
NOTE 1A:	An example of the anonymous SUCI with modified username in the UE identity AN-parameter of the AN-parameters field is "type1.rid678.schid0.useridanonymous0123456789ABCDEF@5gc.nid000007ed9d5.mnc012.mcc345.3gppnetwork.org", where 678 is the routing indicator, 0123456789ABCDEF (hexadecimal) is the 64-bit random number, and 000007ed9d5 (hexadecimal) is NID, 012 (decimal) is MNC and 345 (decimal) is MCC, of the SNPN identity of the subscribed SNPN.
c)	if at least one access network parameter is longer than 255 (decimal) octets, shall include an extended-AN-parameters field containing one or more access network parameters, such as UE identity, see 3GPP TS 23.502 [3], each of which is longer than 255 (decimal)octets."
--------------


	
	

	Summary of change:
	This CR clarifies the NAI for anonymous SUPI with modified username for trusted non-3GPP access.
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* * * First Change * * * *
[bookmark: _Toc36112504][bookmark: _Toc36112907][bookmark: _Toc44854466][bookmark: _Toc51839859][bookmark: _Toc57880451][bookmark: _Toc57880856][bookmark: _Toc57881262][bookmark: _Toc120005889][bookmark: _Toc155124173][bookmark: _Toc120005898][bookmark: _Toc155124187]28.7.3	NAI format for SUCI
When the SUPI is defined as a Network Specific Identifier, the SUCI shall take the form of a Network Access Identifier (NAI). In this case, the NAI format of the SUCI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126], where the realm part shall be identical to the realm part of the Network Specific Identifier. In SNPN scenarios, the realm part of the NAI may include MCC, MNC and the NID of the SNPN (see 3GPP TS 23.501 clauses 5.30.2.3, 5.30.2.9, 6.3.4, and 6.3.8; for the realm part format see Home Network Domain for an SNPN in clause 28.2).
When the SUPI is defined as an IMSI, the SUCI in NAI format shall have the form username@realm, where the realm part shall be constructed by converting the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in clause 28.2. In SNPN scenarios, the realm part shall additionally include the NID of the SNPN, if available. The resulting realm part of the NAI shall be in the form:
"5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org", or
"5gc.nid<NID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org" (for SNPN scenarios where the NID is available).
NOTE:	The NID might not be available for the UE if an operator chooses the SUCI calculation to be the done inside the USIM, since the NID is configured within the ME part of the UE.
The username part of the NAI shall take one of the following forms:
a)	for the null-scheme:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.userid<MSIN or Network Specific Identifier SUPI username>
b)	for the Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile A and Profile B:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.hnkey<home network public key id>.ecckey<ECC ephemeral public key value>.cip<ciphertext value>.mac<MAC tag value>
c)	for	HPLMN proprietary protection schemes:
type<supi type>.rid<routing indicator>.schid<protection scheme id>.hnkey<home network public key id>. out<HPLMN defined scheme output>
See clause 2.2B for the definition and format of the different fields of the SUCI.
For an anonymous SUCI with modified username in trusted non-3GPP access connected to 5GCN of an SNPN, the username shall be set to a username of an anonymous SUCI which includes "anonymous", appended with a 64-bit random number generated and encoded using 16 (decimal) ASCII coded hexadecimal digits.


EXAMPLES:
Assuming the IMSI 234150999999999, where MCC=234, MNC=15 and MSISN=0999999999, the Routing Indicator 678, and a Home Network Public Key Identifier of 27, the NAI format for the SUCI takes the form:
-	for the null-scheme:
type0.rid678.schid0.userid0999999999@5gc.mnc015.mcc234.3gppnetwork.org
-	for the Profile <A> protection scheme:
type0.rid678.schid1.hnkey27.ecckey<ECC ephemeral public key>.cip< encryption of 0999999999>.mac<MAC tag value>@5gc.mnc015.mcc234.3gppnetwork.org
Assuming the Network Specific Identifier user17@example.com, the Routing Indicator 678, and a Home Network Public Key Identifier of 27, the NAI format for the SUCI takes the form:
-	for the null-scheme:
type1.rid678.schid0.useriduser17@example.com
-	for an anonymous SUCI:
type1.rid678.schid0.useridanonymous@example.com (with username corresponding to "anonymous"), or
type1.rid678.schid0.userid@example.com (with username corresponding to an empty string)
-	for an anonymous SUCI with modified username in trusted non-3GPP access connected to 5GCN of an SNPN, assuming the 64-bit random number is 0123456789ABCDEF (hexadecimal):
	type1.rid678.schid0.useridanonymous0123456789ABCDEF@example.com
-	for the Profile <A> protection scheme:
type1.rid678.schid1.hnkey27.ecckey<ECC ephemeral public key>.cip< encryption of user17>.mac<MAC tag value>@example.com
See clauses 28.15.5 and 28.16.5 for the NAI format for a SUCI containing a GCI or a GLI.
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