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1. Introduction
The study item on enhanced application layer support for location services has a KI#4: Enhancement to support location information exposure. This pCR proposes new solution to KI#4.
2. Reason for Change
Currently the Application in the UE (LMC) does not have possibility to check directly its location. UE side is considered untrusted and with possibility the location to be spoofed or phone jailbraked and to commit different fraud with it. For example, there is a need to confirm the location to various applications on UE where this is important. Uber, Lyft, shopping apps, ordering food apps would be able to know if the respective UE/customer is at the service location where they intend to send the order or to initially approve the customer for a specific service. The ordering food application would not initiate the customer order if the location is not confirmed to save false orders/time and resources of related suppliers. Bank application will not allow registration if the customer is not within specific country. At the same time this functionality provides solution where the UE would not receive exact location from the LMS/network but only indications confirming the cell, country, city, home operator, roaming operator. Such indication would be enough to confirm the location to various applications where this is important.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-72 v0.5.0.


* * * First Change * * * *
[bookmark: _Toc82472200][bookmark: _Toc82473745][bookmark: _Toc113900639][bookmark: _Toc117521224][bookmark: _Toc164675475][bookmark: _Toc164675564]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
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* * * Next Change * * * *
[bookmark: _Toc164675498][bookmark: _Toc164675587]6.x	Solution #x: Verify UE location
[bookmark: _Toc164675499][bookmark: _Toc164675588]6.x.1	Description
[bookmark: OLE_LINK156][bookmark: OLE_LINK155][bookmark: OLE_LINK355][bookmark: OLE_LINK354]This solution addresses the key issue #4: Enhancement to support location information exposure. Verify UE location could be used by multiple applications that need confirmed location to provide their service. The UE application logic would first confirm customer location before accepting customer requests for service in a specific location. 
This solution provides the VAL server application with subscription for verification service and supports verification of UE provided location by the LMS. Only UEs using application with such subscription can use the confirm location verification from LMS. Sharing of UE location to the network is only possible with user consent. The network provided location is not directly shared but only verification is provided to the requesting LM client. The verified location is for UE usage.

6.x.2	Procedures
6.x.2.1	Confirm location service subscription
The application is running on a VAL server. The application would like to use confirm location service and subscribes to LMS for it using the following procedure:


Figure 6.x.2.1-1: Procedure of confirm location service subscription
1. The VAL server subscribes to LMS to receive notification every time UE using specific application is requesting confirmation of location.
2. The LMS shall check if the VAL server is authorized to subscribe for the confirm location service notifications for a specific application identifier.
3. If the VAL server and specific application are authorized to subscribe for confirm location service, the LMS creates subscription based on provided parameters in the request.
4.	The LMS sends to VAL server confirm location service subscription response.
6.x.2.2	Confirm location verification
The location management client (LMC)/application in the UE gets from non-3GPP positioning (e.g. GNSS) in the UE its location. The application in the UE wants to check if this is really the correct location.
Pre-conditions:
1.	The LMC is authorized to discover and to use Confirm Location API provided by the LMS;
2.	LMS is authorized to use Nnef Event Exposure API, based on SLA with NEF/5GS of MNO;
3.	It is assumed there is user consent given in the UE for exposing location information from UE to LMS.


Figure 6.x.2.2-1: Procedure of confirm location verification

1.	The UE sends Confirm Location request from the LMC towards LMS. It contains the location measured from the UE (non-3GPP location information, e.g. GNSS). It contains latitude and longitude, accuracy, timestamp, carrier name, cell id (known to the UE from the network signalling), application identifier.
2.	 The LMS shall check if there is subscription (based on VAL subscription in clause 6.x.2.1) for confirm location service with the specific application identifier received in step1. If subscription is present, step 3 is performed. If subscription is not present the LMS replies back to LMC with confirm location status unknown (step4).
3.	LMS requests UE location from 5GC/LMF via NEF (LMS send determine Location operation via NEF (N33 interface) and using Nlmf_Location API defined in TS29.572 – parameters available from the location reporting are described in the TS). It also requests accuracy to be a parameter present in the response. LMS can also perform a location information request to GMLC directly or via NEF (as defined in TS 23.273), acting as AF. LMS can also perform a location information request to 3rd party location servers via LM-3P interface. LMS can also use the T8 interface to obtain UE location. Or the LMS can have already the UE location based on the methods described in TS23.434. The received response contains the UE location from the network. LMS compares the location provided from the network with the location provided from the LMC.
4.	LMS sends confirm location report to LMC.
5.	The LMS sends notification towards the VAL server with the UE identifier and application using the service.
[bookmark: _Toc164675511][bookmark: _Toc164675600]6.x.3	Information flows
[bookmark: _Toc164675512][bookmark: _Toc164675601]6.x.3.1	General
The following information flows are specified for confirm location service based on clause 6.x.2.
[bookmark: _Toc164675513][bookmark: _Toc164675602]6.x.3.2	Confirm location service subscription request
Table 6.x.3.2-1 describes the information elements for the confirm location service subscription request from the VAL Server towards the location management server.
Table 6.x.3.2-1: Confirm location service subscription request
	Information element
	Status
	Description

	Identity
	M
	Identity of the requesting VAL server/VAL user

	Application identifier/VAL service id
	M
	Application identifier for which is the subscription request/ Identity of the VAL service for which the confirm location service is subscribed.


6.x.3.3	Confirm location service subscription response
Table 6.x.3.3-1 describes the information elements for the confirm location service subscription response from the location management server to the VAL Server.
Table 6.x.3.3-1: Confirm location service subscription response
	Information element
	Status
	Description

	Identity
	M
	Identity of the requesting VAL server/VAL user

	Subscription status
	M
	It indicates the subscription result


6.x.3.4	Confirm location request
Table 6.x.3.4-1 describes the information elements for the confirm location request from the location management client to the location management server.
Table 6.x.3.4-1: Confirm location request
	Information element
	Status
	Description

	UE ID
	M
	The identifier of UE whose location information is to be confirmed

	UE provided location
	M
	UE provided non-3GPP location information taken from functionality within UE (e.g. GNSS). It can include latitude and longitude, accuracy, timestamp.

	CellID
	O
	CellID identified in the UE from UE signalling

	Timestamp
	M
	Timestamp of the UE provided location

	Application ID
	M
	Application identifier


6.x.3.5	Confirm location report
Table 6.x.3.5-1 describes the information elements for the confirm location request from the location management server to the location management client.
Table 6.x.3.5-1: Confirm location report
	Information element
	Status
	Description

	UE ID
	M
	The identifier of UE whose location information is to be confirmed

	Confirm location status
	M
	unknown, verified, mismatch in the same country, mismatch in other country, roaming country mismatch, error unauthorized, error other

	CellID status
	O
	Connected to provided cell, not connected to provided cell

	Timestamp
	M
	Timestamp of the confirm location check

	Application ID
	M
	Application identifier


6.x.3.6	Confirm location service usage notification
Table 6.x.3.6-1 describes the information elements for the confirm location service usage notification from the location management server to the VAL server.
Table 6.x.3.6-1: Confirm location service usage notification
	Information element
	Status
	Description

	Identity
	M
	Identity of the requesting VAL server/VAL user

	UE ID
	M
	The identifier of UE whose location information was confirmed

	Timestamp
	O
	Timestamp of the confirm location service notification



* * * End of Changes * * * *
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