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1. Introduction
[bookmark: OLE_LINK1]This contribution proposes new KI on permission control over digital assets.
2. Reason for Change
Digital asset is defined in 3GPP TS 22.156 as “digitally stored information that is uniquely identifiable and can be used to realize value according to their licensing conditions and applicable regulations. Examples of digital assets include digital representation (avatar), software licenses, gift certificates, tokens and files (e.g. music files) that have been purchased. This is not an exhaustive list of examples.  ”
The requirements of digital asset management in 3GPP TS 23.156 are as follows:
· Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to provide functionality to store digital assets associated with a user, and to remove such digital assets associated with a user.
· Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide a means to allow a user to securely access and update their digital assets.
· [bookmark: OLE_LINK2]Subject to operator policy and user consent, the 5G system shall be able to allow an authorized third party to retrieve the digital asset(s) associated with a user, e.g. when the user accesses a specific application.
The support for digital asset storage has been completed in the previous work. Next work for the digital asset focuses on providing enablement service to support for permission control on access/retrieve the digital aseet by a third party. 
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-21 v0.3.0.


* * * First Change * * * *
4.x	Key issue#x: Support for permission control of digital assets
4.x.1	Description
Digital asset is defined in 3GPP TS 22.156 [2] as “digitally stored information that is uniquely identifiable and can be used to realize value according to their licensing conditions and applicable regulations. Examples of digital assets include digital representation (avatar), software licenses, gift certificates, tokens and files (e.g. music files) that have been purchased. This is not an exhaustive list of examples.”
With the use scenarios of digital assets is getting richer in the mobile metaverse, the demands for the use of digital assets is growing. When digital assets are used by multiple users or used on multiple metaverse application platforms, the enabler layer needs to provide a permission control mechanism, i.e. whether the operation to the digital asset by the specific user is allowed.
The use case can be considered for study as follows:
-	In the same metaverse service, an owner upload his/her digital asset to trusty public digital asset container(e.g. DACM). When owner wants to share his/her own digital assets(e.g. picture) and the owner only wants to share the digital asset to some specific user(s) in the mobile metaverse. Meanwhile a consumer wants to access the digital asset, the service enabler layer supports for checking whether the consumer has the permission and provides access service to the consumer.
-	In multiple metaverse service, when a owner wants to operate his digital asset among multiple metaverse applications. The service enabler layer supports for access/download/modification/delete digital assets by the user in multiple metaverse applications to ensure the consistency of the digital assets.
Defination of digital asset in 3GPP TS 22.156 [2] gives the examples of digital assets ‘Examples of digital assets include digital representation (avatar), software licenses, gift certificates, tokens and files (e.g. music files) that have been purchased’. The form of the digital asset is diverse and may have strong correlation with the assent in the real world. 
CAPIF provides Resource owner-aware Northbound API Access(RNAA) to control access to the owner’s resource. The Enhancement of RNAA is also studying by SA6 in Rel-19 FS_CAPIF_Ph3.  
The functional entity for the RNAA is resource owner function. The function is specified in clause 6.3.8 in current version of 3GPP TS 23.222[23222] and it can provide a framework for authorization, manage and revoke authorization for resource access. CAPIF authorizes the API invoker to invoke the service API based on the authorization information from the resource owner given before the API invocation. In current version of 3GPP TS 23.222[23222], the API Invoker may obtain resource owner authorization before the API invocation. There is no procedure for obtaining owner permission after the API invocation. In addition, the API shared in different service domain is also not covered by CAPIF. 
CAPIF is also not cover the use cases when the resource has strong correlation with the assent in the real world, e.g. the permission of using digital wallet.
Therefore, the CAPIF addresses the proper invocation of service API, but it is not suitable for permission control of digital asset. he existing solution cannot meet the requirements of permission control of the digital asset operations.
4.x.2	Open issue
This key issue is going to study:
Whether and how service enablement layer support for controlling the permission of digital asset operations.
NOTE：Operations include access, download, modification and deletion of digital assets.


* * * Next Change * * * *
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