

	
3GPP TSG-SA6 Meeting #61	S6-242108
Jeju, Korea (Republic Of), 20th May 2024 - 24th May 2024
	CR-Form-v12.3

	CHANGE REQUEST

	

	
	23.222
	CR
	0181
	rev
	-
	Current version:
	19.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Reducing authorization information inquiry in a nested API invocation

	
	

	Source to WG:
	Apple Trading

	Source to TSG:
	

	
	

	Work item code:
	eCAPIF
	
	Date:
	2024-05-13

	
	
	
	
	

	Category:
	D
	
	Release:
	Rel-19

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19) 
Rel-20	(Release 20)

	
	

	Reason for change:
	There is a note in clause 8.32.2 of TS 23.222 regarding the information flows associated with reducing authorization information inquiry in a nested API invocation that states “The security aspects of this procedure are specified in TS 33.122 [12]”. However, there is no mention of reducing authorization information inquiry in a nested API invocation in that specification, particularly with regards to how the number of authorization information inquiries might be reduced. What is not specified is that the benefit of the nested API invocation pattern is that the API invoker does not need to be directly involved in the procedure for the first API exposing function obtaining the authorization to invoke the services of a second API exposing function. Such a patten could be realised through "OAuth 2.0 Token Exchange" as described in IETF RFC 8693, through which a first OAuth 2.0 Resource Server (e.g., AEF-1) exchanges the access token it received from an OAuth 2.0 Client (e.g., API invoker) with the OAuth 2.0 Authorization Server for a new access token appropriate for accessing the resources of a second OAuth 2.0 Resource Server (e.g., AEF-2).

	
	

	Summary of change:
	It is proposed to add a note to step 4 to make the advantage of the nested AP invocation pattern clearer and add an editor’s note to highlight that any mechanism such as the use of OAuth 2.0 token exchange is in scope of SA3. Further editorial suggestions are also provided.
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Change 1
[bookmark: _Toc154664498]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.682: "Architecture enhancements to facilitate communications
with packet data networks and applications".
[3]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TR 26.981: "MBMS Extensions for Provisioning and Content Ingestion".
[6]	3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".
[7]	ETSI GS MEC 011 (V1.1.1): "Mobile Edge Computing (MEC); Mobile Edge Platform Application Enablement".
[8]	ETSI GS MEC 009 (V1.1.1): "Mobile Edge Computing (MEC); General Principles for Mobile Edge Service APIs".
[9]	OMA-ER_Autho4API-V1_0-20141209-A: "Authorization Framework for Network APIs".
[10]	OMA-TS-REST_NetAPI_Common-V1_0-20180116-A: "Common definitions for RESTful Network APIs".
[11]	OMA-TS-NGSI_Registration_and_Discovery-V1_0-20120529-A: "NGSI Registration and Discovery".
[12]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[13]	3GPP TS 23.435: "Procedures for Network Slice Capability Exposure for Application Layer Enablement Service".
[14]	3GPP TS 23.434: " Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows ".


Change 2
[bookmark: _Toc154664808]8.32	Reducing authorization information inquiry in a nested API invocation
[bookmark: _Toc154664809]8.32.1	General
The nested API invocation scenario is a scenario where athe first API invocation towards a first the API exposing function 1 triggers thatis API exposing function to request another API invocation towards a secondthe API exposing function 2, which is in the same API provider domain as that the first API exposing function 1. This scenario addresses the situation in which aSome service APIs may require the services of invoking another service APIs. For example, if the API invoker invokes SEAL SS_LlocationInfoRetrieval API (clause 9.4.4 of TS 23.434 [14]), the location management server (acting as an API exposing functionserver for the API invoker and as an API invoker for the NEF) may invoke NEF API to retrieve UE location information from 5GC. In this scenario, tThe CAPIF may reduce the authorization information inquiries for a nested API invocation scenario using procedure described in clause 8.32.3.
[bookmark: _Toc154664810]8.32.2	Information flows
NOTE:	The security aspects of this procedure are specified in TS 33.122 [12].
[bookmark: _Toc154664811]8.32.3		Procedure
Figure 8.32.3-1 illustrates the procedure to obtain authorization information in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The API exposing functions 1 and 2 are in the same trust domain.



Figure 8.32.3-1: Procedure for obtaining authorization information in a nested API invocation
1.	The API invoker requests authorization information to invoke the service API exposed by API exposing function 1.
NOTE 1:	This step may use either the existing procedure to obtain authorization to access service API specified in clause 8.11 or the procedure that involves the resource owner client to get authorization information. For the latter case, the mechanisms to support interactions with the Resource owner are specified in 3GPP TS 33.122 [12], with further possible CAPIF support for these mechanisms being out of scope of the current release.
2.	The API invoker sends a service API invocation request to the API exposing function 1 with the authorization information received in step 1.
3.	Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.
4.	The API exposing function 1, acting as an API invoker, obtains from the CCF the authorization information to access the service API exposed by the API exposing function 2.
NOTE 2:	To obtain the authorization information further interaction with the API invoker can be avoided if API exposing function 1 exchanges the authorization information provided in the API invoker’s request (in step 2) with authorization information for accessing to access the service API exposed by API exposing function 2.
Editor's Note:	The mechanism to exchange of authorization information in the nested API invocation scenario is to be detailed by SA3.
5.	API exposing function 1, acting as anThe API invoker sends a service API invocation request to API exposing function 2 with the authorization information received in step 4.
6.	The API exposing function 12, acting as an API invoker, receives the service API invocation response resulting from the service API invocation once API exposing function 2 has checked whether the API invoker is authorized to invoke that service API based on the authorization information.
7.	The API invoker receives the service API invocation response resulting from the service API invocation.
End of changes
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