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1. Introduction
The Key issue 1 includes the following open issues:
	4. How to align and manage access control that is more granular than simply granted/denied for service API (e.g., service operation level, resource level) with the provided resource owner consent to ensure appropriate usage of resource owner consent at the enabler layer.


This paper provides a new solution related to access control management for service API. 
2. Reason for Change
To support the finer granularity access control for service API, some enhancements on API invocation procedure is necessary.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22.


* * * First Change * * * *
[bookmark: _Toc160440302][bookmark: _Toc147904934][bookmark: _Toc113264267]6.1	Mapping of solutions to key issues
Table 6.1-1 Mapping of solutions to key issues
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* * * 2nd Change (all texts are new) * * * *
6.x	Solution #x: Access Control Management of Service API
6.x.1	Solution description
6.x.1.1	General
This solution is for Key issue #1 to align the invocation request granularity of service API with the access control granularity. 
In current specification, the API invoker will firstly obtain the access permission for service API by the procedure for obtaining authorization to access the service API, and secondly trigger the corresponding service API invocation procedure. If finer granularity access permission is obtained, the granularity of service API invocation should also be aligned with the access granularity. 
6.x.1.2		Impact to existing CAPIF procedures
To align the invocation request granularity of service API with the access control granularity, the procedure of service API invocation in 3GPP TS 23.222 (clause 8.15/8.16/8.17/8.18) can be enhanced (highlighted in bold italics) as follows:
	8.15	Authentication between the API invoker and the AEF upon the service API invocation
8.15.1	General
The procedure in this subclause corresponds to the architectural requirements for authentication of the API invoker by the AEF upon the service API invocation (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)).
To reduce latency during API invocation, the API invoker associated authentication information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.
8.15.2	Information flows
NOTE:	The security aspects of this procedure are specified in subclause 6.4 and subclause 6.5.2 of 3GPP TS 33.122 [12].
8.15.2.1	Service API invocation request with authentication information
The information flow service API invocation request with authentication information from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.15.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.
Table 8.15.2.1-1: Service API invocation request with authentication information
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authentication information
	M
(see NOTE)
	The authentication information obtained before initiating the service API invocation request

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	Invocation object
	O
	The description information of invocation object (e.g., service API, service operation(s) of the service API, and/or service API resource(s)).

	NOTE:	The specific security information of this information element is specified in subclause 6.5.2 of 3GPP TS 33.122 [12]. 



8.15.2.2	Service API invocation response
The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.15.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.
Table 8.15.2.2-1: Service API invocation response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of service API invocation.



8.15.3	Procedure
Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.
Pre-conditions:
1.	Optionally, the CAPIF core function has shared the information required for authentication of the API invoker with the AEF.



Figure 8.15.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 
1.	The API invoker invokes a service API invocation request with authentication information to the AEF, and includes in this request authentication information, including the API invoker identity (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)).
2.	The AEF obtains the API invoker information required for authentication by the AEF, if not available.
3.	The AEF verifies the identity of the API invoker and authenticates the API invoker.
NOTE 1:	The authentication process is specified in subclause 6.5.2 of 3GPP TS 33.122 [12].
4.	If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.
NOTE 2:	The authentication is terminated at the AEF acting as the service communication entry point when topology hiding is enabled for the service API.
8.16	Service API invocation with AEF authorization
8.16.1	General
The procedure in this subclause corresponds to the architectural requirements to validate authorization of API invokers upon the service API invocation (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)).
To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.
NOTE:	The security aspects of service API invocation are specified in TS 33.122 [12] clause 6.4 (CAPIF-2) and 6.5 (CAPIF-2e).
8.16.2	Information flows
8.16.2.1	Service API invocation request
The information flow service API invocation request from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.16.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.
Table 8.16.2.1-1: Service API invocation request
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authorization information
	O
(see NOTE)
	The authorization information obtained before initiating the service API invocation request

	Network Slice Info
	O
(see NOTE)
	The desired network slice information of the service API

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	Invocation object
	O
	The description information of invocation object (e.g., service API, service operation(s) of the service API, and/or service API resource(s))

	NOTE:	The inclusion of this information element depends on the chosen solution for authorization. 



8.16.2.2	Service API invocation response
The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.16.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.
Table 8.16.2.2-1: Service API invocation response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of service API invocation.



8.16.3	Procedure
Figure 8.16.3-1 illustrates the procedure for API invoker authorization to access service APIs.
Pre-conditions:
1.	The API invoker has been authenticated.
2.	The API invoker associated authorization information is available at AEF.



Figure 8.16.3-1: Procedure for API invoker authorization to access service APIs
1.	The API invoker triggers service API invocation request to the AEF, including the service API, service operation(s) of the service API, and/or service API resource(s) to be invoked. 
NOTE 1:	Authentication can also be performed if not authenticated previously.
NOTE 2:	The API invoker can trigger several service API invocations asynchronously.
2.	Upon receiving the service API invocation request, the AEF checks whether the API invoker is authorized to invoke that service API, service operation(s) of the service API, and/or service API resource(s), based on the authorization information.
2a.	If the AEF does not have information required to authorize service API invocation, the AEF obtains the authorization information from the CAPIF core function.
3.	The AEF executes the service logic for the invoked service API, service operation(s) of the service API, and/or service API resource(s).
4.	The API invoker receives the service API invocation response as a result of the service API invocation.
8.17	CAPIF access control
8.17.1	General
The CAPIF controls the access of service API by the API invoker based on policy or usage limits.
8.17.2	Information flows
8.17.2.1	Service API invocation request
The information flow service API invocation request from the API invoker to the AEF is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.17.2.1-1 describes only the CAPIF related information elements which are included in the service API invocation request.
Table 8.17.2.1-1: Service API invocation request
	Information element
	Status
	Description

	API invoker identity information
	M
	The information that determines the identity of the API invoker

	Authorization information
	O
(see NOTE)
	The authorization information obtained before initiating the service API invocation request

	Service API identification
	M
	The identification information of the service API for which invocation is requested. The service API identification is part of the specific service API invocation request.

	Invocation object
	O
	The description information of invocation object (e.g., service API, service operation(s) of the service API, and/or service API resource(s))

	NOTE:	The inclusion of this information element depends on the chosen solution for authorization. 



8.17.2.2	Service API invocation response
The information flow service API invocation response from the AEF to the API invoker is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.17.2.2-1 describes only the CAPIF related information elements which are included in the service API invocation response.
Table 8.17.2.2-1: Service API invocation response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of service API invocation.



8.17.3	Procedure
Figure 8.17.3-1 illustrates the procedure for service API access control.
Pre-conditions:
1.	The API invoker has performed the service API discovery and received the details of the service API which includes the information about the service communication entry point of the AEF in the CAPIF.
2.	The API invoker is authenticated and authorized to use the service API, service operation(s) of the service API, and/or service API resource(s).
3.	The AEF in the CAPIF is configured with at least one access policy to be applied to the service API invocation corresponding to the API invoker and service API. 



Figure 8.17.3-1: Procedure for service API access control
1.	The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation request towards the AEF which exposes the service API towards the API invoker (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)). The AEF acts as an access control entity.
2.	If the access control policy is not configured with AEF, then the AEF may obtain the access control policy configuration from the CAPIF core function.
3.	Upon receiving the service API invocation request from the API invoker, the AEF checks for configuration for access control. As per the configuration for access control, the AEF performs access control on the service API invocation request as per the operator policy.
4.	The API invoker receives a service API invocation response for service API invocation from the AEF providing the service API.
8.18	CAPIF access control with cascaded AEFs
8.18.1	General
The procedure in this subclause corresponds to the architectural requirements related to some common access control requirements for service API invocations (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)). It provides access control, based on two cascaded API Exposing Function (AEF) instances. While one AEF instance provides the entry point for the service API and acts as access controller, further AEF instances deliver the functionality of the actual service APIs. 
8.18.2	Information flows
8.18.2.1	Service API invocation request
The information flow service API invocation request from the API invoker to the AEF and between AEFs is service API specific and the complete detail of the service API invocation request is out of scope of the present document. Table 8.17.2.1-1 describes the CAPIF related information elements which are included in the service API invocation request.
8.18.2.2	Service API invocation response
The information flow service API invocation response from the AEF to the API invoker and between AEFs is service API specific and the complete detail of the service API invocation response is out of scope of the present document. Table 8.17.2.2-1 describes the CAPIF related information elements which are included in the service API invocation response.
8.18.3	Procedure
Figure 8.18.3-1 illustrates the procedure for CAPIF access control.
Pre-conditions:
1.	The API invoker has performed the service discovery and received the details of the service API which includes the information about the service communication entry point of the AEF-1 in the CAPIF.
2.	The API invoker is authenticated and authorized to use the service API, service operation(s) of the service API, and/or service API resource(s).
3.	The AEF-1 in the CAPIF is configured with at least one access policy to be applied to the service API invocation corresponding to the API invoker and service API.


Figure 8.18.3-1: Procedure for CAPIF access control with cascaded AEFs
1.	The API invoker performs service API invocation according to the interface of the service API by sending a service API invocation request towards the AEF-1 which exposes the service API towards the API invoker, and acts as access control entity (the invocation object can be service API, service operation(s) of the service API, and/or service API resource(s)).
2.	Upon receiving the service API invocation request from the API invoker, the AEF-1 checks for configuration for access control. As per the configuration for access control, the AEF-1 performs access control on the service API invocation as per the operator policy.
3.	The AEF-1 forwards the incoming service API invocation request to the service API provided by AEF-2.
4.	The AEF-1 receives a service API invocation response for service API invocation from AEF-2.
5.	The AEF-1 resolves the destination API invoker address and modifies the source address information of AEF-2 within the service API invocation response and forwards the service API invocation response to the API invoker.




6.x.2	Architecture Impacts
This solution is based on the existing CAPIF architecture in 3GPP TS 23.222.
6.x.3	Corresponding APIs
This solution impacts the CAPIF Security API defined in clause 10.6 of 3GPP TS 23.222.
6.x.4	Solution evaluation
The coordination with SA3 is needed to align the information flows and procedures in 3GPP TS 33.122.

* * * End of Changes * * * *
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