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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1] 3GPP TR 28.879, " Study on OAM for service management and exposure to external consumers".
3	Rationale
When exposing management services for consumption by external MnS consumers, it is crucial to log the service API invocations to the CCF. Accordingly, this pCR proposes to add a new potential solution for creating and logging the management service API invocations to the CCF to be added to clause 5.1 of TR 28.879 [1]. 

4	Detailed proposal
It is proposed that the following changes be made to clause 5.1 of TR 28.879 [1].
	First Change
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: _Hlk164696031][2]            	3GPP TS 28.533: “Management and orchestration; Architecture Framework”.
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[14]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP Northbound APIs".
[15]	 "The Ecosystem for Open Gateway NaaS API Development", white paper, June 2023 [link] 
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[X]                      3GPP TS 32.158: " Management and orchestration;Design rules for REpresentational State Transfer (REST) Solution Sets (SS)”.


	Second Change



5.1 Exposure of management services

[bookmark: _Toc157755318]5.1.W.3	Potential solutions
[bookmark: _Toc157755319]5.1.W.3.X	Potential solution #X: Creation and logging of the management service API invocations 

[bookmark: _Toc157755320]5.1.W.3.X.1	Introduction
The potential solution assumes that the MnS producer is the AEF and interacts with the CCF via the CAPIF-3 interface. Accordingly, this potential solution describes how the MnS producer can create the management service API invocation log. Secondly, the solution describes how the MnS producer can send these logging data to the CCF for authorized consumers to consume (e.g., AMF and charging functions). 

[bookmark: _Toc157755321]5.1.W.3.X.2	Description

To log the management service API invocations to the CCF, the MnS producer should create an invocation log (see clause 8.7 in TS 29.222[13]). Table 5.1.W.3X.2-1 maps the CAPIF InvocationLog data type and the MnSInfo IOC (see clause 4.3.42 of TS 28.622[3]) attributes.
Table 5.1.W.3X.2-1: Mapping between CAPIF InvocationLog data type and the MnSInfo IOC attributes (Table extract from Table 8.7.4.2.2-1 in clause 8.7.4.2.2 in TS 29.222[13])
	Attribute name
	Data type
	P
	Cardinality
	Description
	Mapping to MnSInfo IOC attributes/Comments

	aefId
	string
	M
	1
	Identity information of the API exposing function requesting logging of service API invocations
	MnS producer obtains this information from the CCF after MnS producer registration 

	apiInvokerId
	string
	M
	1
	Identity of the API invoker which invoked the service API
	Provided by the external MnS consumer when invoking the management service API

	logs
	array(Log)
	M
	1..N
	Service API invocation log
	See Table 5.1.W.3X.2-2 

	supportedFeatures
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	




Table 5.1.W.3X.2-2: Mapping between CAPIF Log data type and the MnSInfo IOC attributes (Table extract from Table 8.7.4.2.3-1 in clause 8.7.4.2.3 in TS 29.222[13]
	Attribute name
	Data type
	P
	Cardinality
	Description
	Mapping to MnSInfo IOC attributes (see clause 4.3.42 of TS 28.622[3])/Comments

	apiId
	string
	M
	1
	String identifying the API invoked.
	The MnS producer receives this attribute from the CCF after publishing the MnS information. 

	apiName
	string
	M
	1
	Name of the API which was invoked, it is set as {apiName} part of the URI structure as defined in clause 5.2.4 of 3GPP TS 29.122 [14].
	 Same as mnsLabel

	apiVersion
	string
	M
	1
	Version of the API which was invoked
	Same as mnsVersion

	resourceName
	String
	M
	1
	Name of the specific resource invoked
	 No possible mapping to MnSInfo attributes (could be the IOC name of the MOI)

	uri
	Uri
	0
	0..1
	Full URI of the API resource as defined in clause 5.2.4 of 3GPP TS 29.122 [14].
	Shall be the DN that uniquely identifies the MOI. The DN-to-URI mapping mechanism is defined in clause 4.2.3 TS 32.158 [X].

	protocol
	Protocol
	M
	1
	Protocol invoked.
	HTTPS??

	operation
	Operation
	C
	0..1
	Operation that was invoked on the API, only applicable for HTTP protocol.
	E.g., PUT, POST, GET, DELETE, PATCH etc

	result
	string
	M
	1
	For HTTP protocol, it contains HTTP status code of the invocation
	HTTP status codes

	invocationTime
	DateTime
	O
	0..1
	Date on which it was invoked
	Is this time when the MnS producer receives the service API invocation request from the external MnS consumer? Needs further clarification

	invocationLatency
	DurationMs
	O
	0..1
	Latency for the API invocation.
	Is this the duration of the service API invocation (i.e., from the time the external MnS consumer sends the invocation request to the MnS producer to the time when the MnS producer sends the response back to the external MnS consumer)? Needs further clarification

	inputParameters
	ANY TYPE
(NOTE)
	O
	0..1
	List of input parameters
	

	OutputParameters
	ANY TYPE
(NOTE)
	O
	0..1
	List of output parameters
	

	srcInterface
	InterfaceDescription
	O
	0..1
	Interface description of the API invoker.
	

	destInterface
	InterfaceDescription
	O
	0..1
	Interface description of the API invoked.
	

	fwdInterface
	string
	O
	0..1
	It includes the node identifier (as defined in IETF RFC 7239 [20] of all forwarding entities between the API invoker and the AEF, concatenated with comma and space, e.g. 192.0.2.43:80, unknown:_OBFport, 203.0.113.60
	

	NOTE:	Any basic data type defined in OpenAPI Specification [3] may be used.



After creating the invocation log, the MnS producer can log these data to the CCF via the CAPIF-3 interface.  
	End of Changes





