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1
Decision/action requested

The group is asked to discuss and approval.
2
References

[1] 3GPP TR 28.915: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on management aspects of Network Digital Twin (Release 19) "

3
Rationale

The use case and potential requirements about network signaling storm are described in clause 5.2.1 and 5.2.2 in TR 28.915 [1], the potential solution is needed to address the potential requirements. 
4
Detailed proposal

	1st  Change


5
Use cases
5.2 Use case 2: Signaling storm analysis

5.2.1 Description

Signaling storm refers to the situation where a large number of signaling messages suddenly surge in the mobile communication network, resulting in the network processing capacity overload, thus affecting the network performance and stability. Signaling storm may be caused because of big event happened that too many users request service at the same time, or by network failure, configuration error or malicious attacks. During this period, users will repeatedly try to establish the connection until reconnected, thus generating a large number of signaling messages surge suddenly, causing signaling storm.

By simulating various network scenarios such as network failure or large amount of user subscribes at the same time because of big event. In this way, the network operator can determine whether the current network can defend against if signaling storm happened.

5.2.2 Potential requirements
REQ-SIMULATION_NDT-02: NDT should have a capability to provide the results of network simulation for signaling storm analysis.
5.2.3 Potential solutions
To prevent potential signalling storm risks, the operator needs to effectively control the flow of each signalling control node on the network to avoid nodes working improperly caused by signalling storm. For example, as depicted in figure 1, AMF, SMF, and UDM in the 5G NDT might be all potential signalling storm impact points when network signalling storm happens. the signalling storm scenarios need to perform simulation and evaluation using NDT to find the optimal flow control parameters
 of each signalling impact point which are used to restrict the number of UE registration and PDU session to avoid serious damage to the 5G network when it is affected by signalling storm.
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                                                                           Figure 1: Diagram of potential impact point in 5G network
To prevent signalling control nodes from working improperly due to signalling storms, The simulation be used to effectively discover the optimal flow control rules of each signalling impact point by NDT. The consumer of NDT request the NDT to simulate signalling storm scenarios and carry original flow control rules in request message, the NDT evaluate whether the original flow control rules could prevent signalling storm from impacting 5G network. If not, the NDT will adjust the flow control rules and repeat the operation of simulation until the flow control rules can work to prevent the network signalling storm from affecting 5G network.  The NDT returns the simulation results with the optimal flow controls to the consumer who evaluates the effect of the 5G network to withstand the signalling storm impact after adopting the optimal flow control rules.
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