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1	Decision/action requested
The group is asked to discuss and approval.
2	References
[1] ETSI GR ZSM-15: "Zero Touch Network and Service Management (ZSM); Network Digital Twin".
3	Rationale
This contribution proposes to add use case of Fault injection analysis.
4	Detailed proposal
5.X Use case#A: Fault injection analysis
5.X.1 Description
Mobile network has become crucial infrastructure and the impact of network failures on society can be substantial. Therefore, it is important to consider measures against potential future network failures. To this end, it is useful to proactively analyse potential future network failures (e.g., analyse potential network failures caused by component failures like VMs or containers turned down). It is impossible to cause issues in actual commercial networks because it would affect users. Therefore, the use of Digital Twin can be investigated for this purpose.
NDT fault injection analysis is described in ETSI GR ZSM 015 clause 5.13 [1]. In this use case, it is described as non-disruptive way of doing fault injection studies. Network digital twin simulates potential fault scenarios and provide results. This enables operator to learn network anomaly patterns of different faults.
For example, mobile networks are built on physical resources and can be built on virtualization technologies. Predicting the impacts on the network induced by the failures on physical resources (e.g., CPU, memory, storage failure of physical servers or port and transmission error of physical networks) or virtual resources (e.g., stopping of VMs or containers, host OS failures) can be challenging. Additionally, with the introduction of technologies like containers, the number of components in a mobile network increases, making it difficult to analyse the network-wide impacts of a single component failure. In the increasingly complex modern networks, it can also be difficult to ascertain the effectiveness of the countermeasures to those failures.

By using NDT, operator can verify the impacts on the network when failures occur. Furthermore, during the verification of countermeasures, operator can simulate a failure on the network within NDT by applying the countermeasures, and observe the results, which can confirm the effectiveness of the countermeasures. Also, as the mobile networks continue to evolve, by continuously verifying the effectiveness of these measures against the changes, a consistently stable mobile network operation can be expected.

The consumer can request NDT to simulate failures and receive the simulation results regarding the impact on the network. Additionally, the consumer can request NDT to apply countermeasures to prevent network problems, and to simulate the results of the application of countermeasures.

5.X.2 Potential requirements
REQ-NDT-NFS-01 The NDT shall have the capability allowing the consumer to request simulation of network failures in the NDT.
REQ-NDT-NFS-02 The NDT shall have the capability to provide the results of simulation of network failures.
REQ-NDT-NFS-03 The NDT shall have the capability allowing the consumer to request application of countermeasures of network failure to the network replicated in the NDT.

5.X.3 Potential solutions
Editor's Note:	 Potential solutions are FFS.

