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1
Decision/action requested

This contribution proposes to add new Solution for multi-hop UE-to-UE Relays.
2
References

3
Rationale

The contribution proposes to add new Solution for multi-hop UE-to-UE Relays.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.Y
Solution #Y: Solution of multi-hop UE-to-UE Relays Dsicovery Model B
6.Y.1
Introduction

This Solution based on the solution #5 in TR 23.700-03 [1] and addressed the requirement of KI#2,

The 5G ProSe End UE are provisioned direct discovery security material associated with ProSe Code. The 5G ProSe End UE and U2U Relay are provisioned a set of discovery security material associated with RSC. The RSC related discovery security material is obtained from the HPLMN of discoveree 5G ProSe End UE.
Editor’s Note: It is FFS whether the whole discovery procedure in this solution is aligned with SA2.
Editor’s Note: How to prevent the replay attack to discovery message in multi-hop U2N Relay discovery is FFS. e.g. The intermediate relay may process and broadcast the discovery message replayed by attacker..

6.Y.2
Solution details
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Figure 6.Y.2-1 Security procedure for multi-hop UE-to-UE Relay Discovery Model B
1.
The discoverer 5G ProSe End UE and discoveree 5G ProSe End UE are provisioned with the discovery security materials associated with a 5G ProSe Direct Discovery service based on the discovery security materials provisioning procedure for Restricted 5G ProSe Direct Discovery, as specified defined in clause 6.1.3.2.2.2. 

The discoverer 5G ProSe End UE, discoveree 5G ProSe End UE and 5G ProSe UE-to-UE Relay are provisioned with the discovery security materials associated with a RSC based on the discovery security materials provisioning procedure for UE-to-Network Relay Discovery from the HPLMN of discoveree DDNMF, as specified in clause 6.1.3.2.2.2.
The discoverer 5G ProSe End UE shall construct a direct discovery set that contains two End UE discovery infos. Each End UE discovery info is protected using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3. The first protected End UE discovery info shall include User Info ID of the discoverer 5G ProSe End UE, the UTC-based counter LSB parameter, and a MIC IE. The second protected End UE discovery info shall include the and User Info ID of the discoveree 5G ProSe End UE, the UTC-based counter LSB parameter, and a MIC IE. Then, the discoverer 5G ProSe End UE shall include the above protected End UE discovery set and HPLMN id of the discoveree 5G ProSe End UE in the Solicitation message and protect the Solicitation message using the discovery security materials associated with RSC obtained from the HPLMN of discvoeree 5G ProSe End UE as specified in clause 6.1.3.2.3. The solicitation message is sent to the 5G ProSe UE-to-UE Relay 1.
Editor’s Note: How can the discoverer End UE knows the HPLMN ID of discoveree End UE is FFS.
3.
On receiving the 5G ProSe UE-to-UE Relay Discovery Solicitation message from the discoverer 5G ProSe End UE, the 5G ProSe UE-to-UE Relay 1 shall extract the PLMN id from the Discovery Solicitation message and process the received UE-to-UE Relay Discovery Solicitation message using the discovery security materials identified by extracted PLMN id. The discovery security materials is obtained from the HPLMN of discoveree 5G ProSe End UE.
If the verification is successful, the 5G ProSe UE-to-UE Relay 1 shall modify the UE-to-UE Relay Discovery Solicitation message to include User Info ID of the 5G ProSe UE-to-UE Relay 1.


The 5G ProSe UE-to-UE Relay Discovery Solicitation message is protected using the security materials associated with the RSC based on the extracted PLMN id as specified in clause 6.1.3.2.3. 

Then, 5G ProSe UE-to-UE Relay 1 sends the message to the 5G ProSe UE-to-UE Relay 2 including the extracted PLMN id which is the HPLMN of discoveree DDNMF.

4.5. 5G ProSe UE-to-UE Relay 2…N repeat the step 3.

6.
The discoveree 5G ProSe End UE shall extract the PLMN id and process the received UE-to-UE Relay Discovery Solicitation message using the discovery security materials associated with the RSC based on the extracted PLMN id which is the HPLMN of discoveree DDNMF,.
If the verification is successful, the discoveree 5G ProSe End UE shall extract the protected direct discovery set from the message and process the direct discovery set using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3.
The discoveree 5G ProSe End UE shall select a multi-hop relay path.
Editor Note: Whether path select procedure will be used is aligned with SA2.
7.
The discoveree 5G ProSe End UE shall construct a direct discovery set that contains two End UE discovery infos. Each End UE discovery info is protected using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3. The first protected End UE discovery info shall include User Info ID of the discoverer 5G ProSe End UE, the UTC-based counter LSB parameter, and a MIC IE. The second protected End UE discovery info shall include the and User Info ID of the discoveree 5G ProSe End UE, the UTC-based counter LSB parameter, and a MIC IE. Then, the discoveree 5G ProSe End UE shall include the above protected direct discovery sets and HPLMN id of the discoveree 5G ProSe End UE in the Solicitation message and protect the Solicitation message using the discovery security materials associated with the RSC based on the extracted PLMN id which is the HPLMN of discoveree 5G ProSe End UE’s DDNMF as specified in clause 6.1.3.2.3. The discoveree 5G ProSe End UE replies to the 5G ProSe UE-to-UE Relay N with the UE-to-UE Relay Discovery Response message.
8.  On receiving the UE-to-UE Relay Discovery Response message from the discoveree 5G ProSe End UE, the 5G ProSe UE-to-UE Relay N shall extract the PLMN id from the Discovery Response message and process the received UE-to-UE Relay Discovery Response message using the discovery security materials associated with the RSC based on the extracted PLMN id which is the HPLMN of discoveree 5G ProSe End UE’s DDNMF.
If the verification is successful, the 5G ProSe UE-to-UE Relay N shall modify the UE-to-UE Relay Discovery Response message to include User Info ID of 5G ProSe UE-to-UE Relay N.

The UE-to-UE Relay Discovery Response message is protected using the security materials associated with the RSC based on the extracted PLMN id which is the HPLMN of discoveree 5G ProSe End UE’s DDNMF. Then, 5G ProSe UE-to-UE Relay N sends the UE-to-UE Relay Discovery Response message to UE-to-UE Relay 2.

Then, 5G ProSe UE-to-UE Relay N sends the message to the 5G ProSe UE-to-UE Relay 2 including the extracted PLMN id which is the HPLMN of discoveree DDNMF.

9. The 5G U2U Relay 2 repeat the step 8. 
10. On receiving the UE-to-UE Relay Discovery Response message, the discoverer 5G ProSe End UE shall extract the PLMN id from the Discovery Response message and process the UE-to-UE Relay Discovery Response message using the discovery security materials associated with the RSC based on the extracted PLMN id which is the HPLMN of discoveree 5G ProSe End UE’s DDNMF. 

If the verification is successful, the discoverer 5G ProSe End UE shall extract the protected direct discovery set from the UE-to-UE Relay Discovery Response message and process the protected End UE discovery infos using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3. If the verification of the first End UE discovery info is successful and the User Info ID of the discoverer matches, the discoverer 5G ProSe End UE processes the second End UE discovery info.
6.Y.3
Evaluation


TBD
*************** End of the change ****************
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