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1
Decision/action requested

This contribution proposes to add new Solution on Security of multi-hop UE-to-UE Relay Communication.
2
References

[1]
3GPP TR 23.700-03: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".
3
Rationale

The contribution proposes to add new Solution on security of multi-hop UE-to-UE relay communication without network assistance.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.Y
Solution #Y: Solution of multi-hop UE-to-UE Relay Communication
6.Y.1
Introduction


This solution addresses key issue #2.

For the use of multi-hop UE-to-UE relays, multi-hop UE-to-UE relays can be within or outside the 3GPP coverage range. When the multi-hop UE-to-UE relay is without 3GPP coverage, this solution provides a mechanism for the PC5 security setting process between the Source End UE or the Target End UE and the multi-hop UE-to-UE Relay.

6.Y.2
Solution details
The security procedure in clause 6.2 is used to establish a secure PC5 link between the End UE and the 5G ProSe Layer-3 multi-hop UE-to-UE Relay and between multiple 5G ProSe Layer-3 multi-hop UE-to-UE Relays without network assistance with the following modifications.

-
The RSC is included in the DCR message.

-
The DCR message is protected based on the security mechanism defined in clause 6.3.5 with a modification that the length of the UP-PRUK ID/CP-PRUK ID is set to zero in clause 6.3.5.2.

6.Y.3
Evaluation


TBD

*************** End of the change ****************

