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*** BEGIN of the first CHANGE ***
[bookmark: _Toc138766001][bookmark: _Toc138766122][bookmark: _Toc138766003][bookmark: _Toc138766124]4.2.3.3.5	Virtualized Network product software package integrity
[bookmark: _Toc138766002][bookmark: _Toc138766123]4.2.3.3.5.1	Overview
All text from TS 33.117 [1], clause 4.2.3.3.5 applies to GVNP of type 1. 
In addition, VNF package and VNF image integrity shall be validated when on board, and VNF image integrity shall be validated when in instantiated. The detailed potential security requirements and related test cases are as following.
4.2.3.3.5.2	VNF package and VNF image integrity
Requirement Name: VNF package and VNF image integrity
Requirement Description:
1) VNF package and image shall contain integrity validation value (e.g. MAC).
2) VNF package shall be integrity protected during on boarding.
Threat Reference: Clause 5.3.2.5.1 of the TR 33.927[2], "Software Tampering ";
Test case: 
Test Name: TC_VNF PACKAGE AND IMAGE_ INTEGRITY
Purpose:
1. To test whether the VNF package has been integrity protected or not.
2. To test whether the VNF image has been integrity protected or not.
Procedure and execution steps:
Pre-Condition:
-	The virtualized network product document describes information regarding integrity protection ofthat the VNF package and VNF images is integrity protected, including details of how the integrity check is carried out, who makes the digital signatures of VNF package, what evidence is created to prove that the integrity check has been executed and what the result of the check is, etc.
-	A valid VNF package and a not-valid VNF package (e.g. a tampered image in VNF package) are available.
-	A valid VNF image (i.e. a correct HASH value is attached) and a not-valid VNF image (i.e. an incorrect HASH value is attached, e.g. the VNF image can be tampered when the VNF image is sent from the NFVO to the VIM or when the VNF image is stored in the image repository) are available in the image repository of VIM.
-	There are NFVO and VIM, or simulated NFVO and VIM. The certificate or the public key which is used to verify the digital signature of VNF package and image has been pre-configured in the NFVO.
NOTE: The NFVO and VIM may be renamed or collocated with other components in the simulated environment based on the various deployment options.
Execution Steps
Execute the following steps:
1. Review the documentation provided by the vendor describing how VNF package integrity is verified;
2. During VNF package on boarding, the tester uploads a valid VNF package into a NFVO. The NFVO verifies the integrity of the VNF package by validating the digital signature of the VNF package using the pre-configured certificate according to the documentation;
3. During VNF package on boarding, the tester uploads a not-valid VNF package into a NFVO. The NFVO validates the digital signature of the VNF package using the pre-configured certificate;
4. During VNF instantiation, the VIM selects a VNF image with a correct integrity protection value from the image repository to instantiate the VNF image.
5. During VNF instantiation, the VIM selects a VNF image with an incorrect integrity protection value from the image repository to instantiate the VNF image.
Expected Results:
1. The VNF package is successfully on boarded into the NFVOverified;
2. The verification of not-valid VNF package is failure.  is not on boarded;
3. The VNF image with a correct integrity protection value is successfully verifiedinstantiated by the VIM;
4. The verification of  VNF image with an incorrect integrity protection value is failure. is not instantiated by the VIM.
Expected format of evidence:
Snapshots containing the result of the VNF package on boarding and the VNF image instantiation.

*** BEGIN of the second CHANGE ***
[bookmark: _Toc138766012][bookmark: _Toc138766133][bookmark: _Toc138766011][bookmark: _Toc138766132]4.2.7.2	Security functional requirements on executive environment provision
Requirement Name: secure executive environment provision
Requirement Description:
The VNF shall support to compare the owned resource state with the parsed resource state from VNFD (VNF Description) by the VNFM. The VNF can query the parsed resource state by the VNFM from the OAM. The VNF shall send an alarm to the OAM if the two resource states are inconsistent. This comparing process can be triggered periodically by the VNF, or the administrator can manually trigger the VNF to perform the comparing process.
Threat Reference: Threats on interface between 3GPP VNF and virtualisation layer, in clause 5.3.2.3 of TR 33.927 [3].
Test case: 
Test Name: TC_SECURE EXECUTIVE ENVIRONMENT PROVISION
Purpose:
1. To test whether the VNF compares the owned resource state (e.g. scale) with the parsed resource state.
2. To test whether the VNF send an alarm to the OAM if the two resource states are inconsistent.
Procedure and execution steps:
Pre-Condition:
There are a VNF, a virtualization layer (or simulated virtualization layer), an OAM, a VNFM, a VIM (or simulated OAM, VNFM, VIM) on the test environment.
NOTE: This test case is applicable only for the scenario that the virtualization layer is able to change the resource state of VNF.
Execution Steps
Execute the following steps:
1. The tester utilizes the virtualization layer to change the resource state of VNF (e.g. change vCPU size of the VNF).
2. The tester uses the VNF to query the parsed resource state from the OAM.
3. The tester uses the OAM to query the parsed resource state of the VNF from the VNFM and send the received resource state to the VNF.
4. The tester checks whether the VNF sends an alarm to the OAM when the VNF receives the parsed resource state from the OAM and finds that the owned resource state and the parsed resource state are inconsistent. 
Expected Results:
1. The VNF send an alarm to the OAM when the VNF receives the parsed resource state from the OAM and find that the owned resource state and the parsed resource state are inconsistent.
Expected format of evidence:
1. Screenshot contains the alarm on the OAM.

*** BEGIN of the third CHANGE ***
[bookmark: _Toc138766134]4.2.7.3	Instantiating VNF from trusted VNF image
Requirement Name: Instantiating VNF from trusted VNF image
Requirement Description:
A VNF shall be initiated from trusted images in a VNF package. The VNF image(s) shall be signed by an authorized party. The authorized party is trusted by the operators. 
Threat Reference: TR 33.926 [7], Clause5.3.4.1, "Software Tampering "; 
Test case: 
Test Name: TC_INSTANTIATING VNF _ TRUSTED IMAGE
Purpose:
[bookmark: _MCCTEMPBM_CRPT96190006___2]To test whether the instantiating VNF from trusted VNF image.
[bookmark: _MCCTEMPBM_CRPT96190007___2]Procedure and execution steps:
Pre-Condition:
-	The virtualized network product document describes information that the VNF images is integrity protectedregarding digital signature protection of VNF images, including details of how the signature check is carried out, who makes the digital signature of VNF image etc.
-	One VNF package included two trusted VNF images and the VNF package carries a correct digital signature of the VNF package.
-	Another VNF package included untrusted VNF image which carry wrong digital signature of VNF image and the VNF package carries a correct digital signature of the VNF package.
-	There are a NFVO, or a simulated NFVO. A certificate or public key which is used to verify the digital signature of VNF image has been pre-configured in the NFVO. This certificate is trusted by the operator. It means the digital signature of the VNF image is successfully verified by using the public key in the certificate trusted by the operator
NOTE: The NFVO and VIM may be renamed or collocated with other components in the simulated environment based on the various deployment options.
[bookmark: _MCCTEMPBM_CRPT96190008___2]Execution Steps:
Execute the following steps:
1. Review the documentation provided by the vendor describing how digital signature of the VNF image is verified;
2. The tester uploads a VNF package included two trusted VNF images into a NFVO. The NFVO verifies the VNF images by validating each digital signature of the VNF image using the pre-configured certificate or the public key according to the documentation;
3. The tester uploads another VNF package included un-trusted VNF image into NFVO. The NFVO verifies the VNF image(s) by validating each digital signature of the VNF image using the pre-configured certificate or the public key according to the documentation.
NOTE:	The digital signature validation of the image is also described in clause 4.2.3.3.5.2 VNF package and VNF image integrity, but the two test cases have the different test purposes. This test case focuses on VNF image credibility, while clause 4.2.3.3.5.2 is concerned with VNF image integrity.
[bookmark: _MCCTEMPBM_CRPT96190009___2]Expected Results:
1. In the step 2, the signatures of the VNF images are successfully validated and the VNF package is successfully on boarded into the NFVO;
2. In the step 3, the signature of the un-trusted VNF image is failed to be validated and the VNF package is not on boarded into the NFVO;
[bookmark: _MCCTEMPBM_CRPT96190010___2]Expected format of evidence:
[bookmark: _MCCTEMPBM_CRPT96190011___3]Snapshots containing the result of the VNF package on boarding.

*** END CHANGES ***

