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************ START OF CHANGES***********
[bookmark: _Toc161928557]6.8	Notification about AKMA service disabling
This procedure is used when the AKMA sessions have already been started (before roaming was detected), and as soon as PLMN change is detected at the AAnF, the AAnF may execute this procedure based on the roaming policy.



Figure 6.8.1-1: AAnF notification to AF about AKMA service disable
1.	 UE registers with a (H)PLMN. 
2.	 UE is accessing the AF and key material is provided to AF as described in 6.2.1. While accessing the AAnF, AF may also provide the Notification URI.
3. UE is getting registered in a VPLMN and AAnF detects the PLMN change via the Nudm_EventExposure_Notification received from UDM.
4. AAnF determines if AF(s) have subscribed to receive notifications for AKMA service disabling and/or roaming policy is configured and restrict the AKMA access in the VPLMN; if yes, steps 6 and 7 are executed. Otherwise, steps 6 and 7 are skipped.
5. If AF(s) are determined at step 5, the AAnF shall send notifications to the subscribed AF(s) about AKMA roaming via Naanf_AKMA_ServiceDisableNotification with A-KID and VPLMN identifier(s).
7. The AF shall send the response and .Bbased on the notification and internal policy, the AF may stop the UE service, may stop the encryption, or may stop the security.
NOTE: By stopping the encryption (TLS 1.2) or security, LI interception will work in the VPLMN.
******************NEXT CHANGES**************

[bookmark: _Toc161928545]6.2.1	AAnF response with UE Identity
Figure 6.2-1 shows the procedure used by the AF to request application function specific AKMA keys from the AAnF, when the AF is located inside the operator's network.


Figure 6.2-1: KAF generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 
1.	The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment Request message. The UE may derive KAF before sending the message or afterwards.
2.	If the AF does not have an active context associated with the A-KID, then the AF selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AF also includes its identity (AF_ID) in the request. If AF wants to receive a notification for AKMA service disabling, the AF shall include AKMA service disable URI in the Naanf_AKMA_ApplicationKey_Get request. Based on the AKMA service disable URI, the AAnF shall create an implicit subscription for the AF for the AAnF to later notify the AF about AKMA service disable as defined in 6.x. Implicit subscription has an expiration time set by operator policy.
AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier (see Annex A.4). The latter parameter identifies the security protocol that the AF will use with the UE.
The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information available in the signalling (i.e., Oauth2.0 token). If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.
	If KAKMA is present in AAnF, the AAnF shall continue with step 3. 
	If KAKMA is not present in the AAnF, the AAnF shall continue with step 6 with an error response.
3.	Once receiving the request from the AF, if the AAnF determines this specific AF needs GPSI, according to its local policy, the AAnF sends a Nudm_SDM_Get Request to the UDM to fetch the GPSI of the UE. If the specific AF does not need GPSI, the AAnF shall continue with step 5.
4.	The UDM responds with the GPSI of the UE. The AAnF shall store the received GPSI as part of UE’s AKMA context.
5.	Once receiving the request from the AF, the AAnF shall send a Nudm_EventExposure_Subscribe request to UDM with SUPI/GPSI to request the RoamingStatusReport from the UDM.
6.	The UDM shall send the Nudm_EventExposure_Subscribe response to the AAnF with the information of roaming status. 
NOTE: Later on, when the roaming status changes, the UDM also sends a notification to the AAnF about the updated roaming information. 
7.	Once the AAnF receives the roaming status from the UDM, it checks the local policy and determines whether to provide service to the UE. If yes, the AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. The AAnF shall store the KAF expiration time as part of UE’s AKMA context.
When UE is dual registered, the UE is treated as roaming if at least one of the serving PLMNs indicates the UE is roaming.
	The key derivation of KAF shall be performed as specified in Annex A.4. 
8.	If  the AAnF determines to provide AKMA service to the UE, the AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AF with SUPI/GPSI, KAF ,and the KAF expiration time and VPLMN identifier(s). Whether to send SUPI or GPSI is determined by AAnF based on the local policy. If the AAnF finds that roaming is not allowed, it shall respond the AF containing a failure indication that roaming is not allowed.
9.	The AF sends the Application Session Establishment Response to the UE. If the information in step 8 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.
If a VPLMN identifier is received, based on internal policy, the AF may stop the AKMA service, may stop the encryption, or may stop the security based on internal policy.
******************NEXT CHANGES**************
[bookmark: _Toc42177186][bookmark: _Toc42179538][bookmark: _Toc42246811][bookmark: _Toc51245746][bookmark: _Toc161928547]6.3	AKMA Application Key request via NEF
Figure 6.3-1 shows the procedure used by the AF to request KAF from the AAnF via NEF, when the AF is located outside the operator's network. 


Figure 6.3-1: AKMA Application Key request via NEF
1.	When the AF is about to request AKMA Application Key for the UE from the AAnF, e.g. when UE initiates application session establishment request as in clause 6.2.1, the AF discovers the HPLMN of the UE based on the A-KID and sends the request towards the AAnF via NEF service API. The request shall include the A-KID and the AF_ID and optionally UE Id not needed indication.
NOTE:	In the case of architecture without CAPIF support, the AF is locally configured with the API termination points for the service. In the case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [5].
2.	If the AF is authorized by the NEF to request KAF, including the authorization after verification of the AF_ID in step 1, the NEF discovers and selects an AAnF as defined in clause 6.7. 
3.	The NEF sends a Naanf_AKMA_ApplicationKey_Get request to the selected AAnF with the A-KID to request the KAF for the UE.
The AAnF shall process the request in the same way as specified in clause 6.2.1 with following changes:
If KAKMA is present in AAnF, the AAnF shall continue with step 4 in this clause. 
If KAKMA is not present in the AAnF, the AAnF shall continue with step 5 in this clause with an error response.
4.	Once receiving the request from the AF, AAnF shall request the UE roaming status report from UDM as specified in clause 6.2.1, step 5-6. If the AAnF determines to provide AKMA service to the UE, the AAnF generates the KAF as specified in clause 6.2.1 and sends the response to the NEF with the KAF, the KAF expiration time (KAF exptime), and SUPI and VPLMN identifier(s) . The AAnF shall store the KAF expiration time as part of UE’s AKMA context. If the AAnF finds that roaming is not allowed, it shall respond the AF containing a failure indication that roaming is not allowed.
5.	The NEF forwards the response to the AF, the response contains the KAF, the KAF expiration time (KAF exptime) and optionally GPSI (external ID) or the failure indication of roaming not allowed. Based on local policy, the NEF uses the Nudm_SubscriberDataManagement service which is specified in TS 29.503[11] to translate SUPI to GPSI (external ID) and optionally include GPSI (external ID) in the response. If UE Id not needed indication is received in the incoming request, the NEF shall not provide the GPSI (external ID) to AF. The NEF shall not send the SUPI to the AF.
****************NEXT CHANGES**************
[bookmark: _Toc161928562]7.1.3	Naanf_AKMA_ApplicationKey_Get service operation 
Service operation name: Naanf_AKMA_ApplicationKey_Get.
Description: The NF consumer requests AKMA Application Key and UE ID from the AAnF.
Input, Required: A-KID, AF_ID 
Input, Optional: Service Disable URI. 
Output, Required: .
Output, Optional: KAF, KAF expiration time,  and SUPI or GPSI, VPLMN identifier(s) or failure indication.
******************NEXT CHANGES**************
[bookmark: _Toc161928564]7.1.5	Naanf_AKMA_ApplicationKey_ AnonUser_Getservice operation 
Service operation name: Naanf_AKMA_ApplicationKey_AnonUser_Get.
Description: The NF consumer requests only the AKMA Application Key from the AAnF. This service is for allowing anonymous user access to the AF based on A-KID (i.e., UE identification is not required at the AF). The A-KID functions as a temporary user identifier.
Input, Required: A-KID, AF_ID 
Input, Optional: Service Disable URI. 
Output, Required: KAF, KAF expiration time.
Output, Optional: KAF, KAF expiration time, VPLMN identifier(s), or failure indicationNone.
******************NEXT CHANGES**************
[bookmark: _Toc45028873][bookmark: _Toc45274538][bookmark: _Toc45275125][bookmark: _Toc51168383][bookmark: _Toc129956638][bookmark: _Toc161928565]7.1.6	Naanf_AKMA_ServiceDisableNotification service operation
Service operation name: Naanf_AKMA_ServiceDisableNotification
Description: AAnF notifies the NF consumer about AKMA service disable
NOTE:	The AF is implicitly subscribed to receive Naanf_AKMA_ServiceDisableNotification service operation. 
Input, Required: A-KID
Input, Optional: None, VPLMN identifier(s)
Output, Required: None
Output, Optional: None

************ END OF CHANGES**********
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