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[bookmark: _Toc145059232][bookmark: _Toc145061224][bookmark: _Toc145059233][bookmark: _Toc145061225]*************** Start of 1st Change ****************
[bookmark: _Toc137742804]
[bookmark: _Toc137742801][bookmark: _Toc161932584]Y.2	Assets and threats specific to the SMSF
[bookmark: _Toc137742802]Y.2.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the TS 33.926 [7] document, the critical assets specific to the SMSF to be protected are:
-	SMSF Application;
-	NF and User Data: e.g. NF capabilities and events, network and user sensitive information (e.g., UeSMSContextData like supi, gpsi, ueLocation etc.), data retrieved from UDM, etc.
-	The interfaces of SMSF to be protected and which are within SECAM scope (Figure Y.2-1 depicts the different interfaces between SMSF and other network entities): 
-	Service based interface for providing services to AMF, SMS-GMSC, IP-SM-GW, SMS-Router
-	Service based interface for consuming services from AMF, UDM
-    Reference point interface SGd (Diameter-based) with IP-SM-GW, SMS-GMSC, SMS- router
-    MAP-based SS7 interface with IP-SM-GW/GMSC/SMS- router
-	Console interface, for local access: local interface on SMSF
-	OAM interface, for remote access: interface between SMSF and OAM system
-	SMSF Software: binary code or executable code 
NOTE 2:	SMSF files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, SMSF application, NF and User data, or SMSF Software.
[image: A diagram of a method

Description automatically generated]
Figure Y.2-1: Interface connections between SMSF and other network entities




		*************** End of 1st Change ****************


*************** Start of 2nd Change ****************

[bookmark: _Toc91075135][bookmark: _Toc137742803]Y.2.x	Threats related to Diameter-based SGd interface
Y.2.x.y	Diameter filtering
- Threat name:  Diameter filtering
- Threat Category:  Denial of service.
- Threat Description:
If filtering is not applied at the Diameter SGd interface of SMSF, the SMSF may receive incoming messages that have been manipulated by an attacker. This could potentially lead to interface hijacking and, consequently, denial of service.
- Threatened Asset: SMSF application and Reference point interface SGd.


*************** End of 2nd Change ****************
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*************** Start of 3rd Change ****************
Y.2.x	Threats related to Diameter-based SGd interface 
Y.2.x.y	Diameter session information disclosure
- Threat name:  Diameter session information disclosure
- Threat Category:  Information disclosure, denial of service.
- Threat Description:
If the Diameter session is not an implicitly terminated session, it can possibly lead to session hijacking and consequently denial of service. Furthermore, if Diameter session IDs are not unique, then it can lead to unintended information disclosure due to incorrect session associations.
- Threatened Asset: SMSF and user data.

*************** End of 3rd Change ****************
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