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1
Decision/action requested

Approval the pCR to TR 33.700-29.
2
References

NA
3
Rationale

This document adds the one-time password synchronization which solve the following two ENs:
Editor’s Note: how to sync up the one-time password among different satellite is ffs. 

Editor’s Note: How a satellite checks whether an OTP is fresh and linked to an uplink NAS message is FFS. How it effectively prevents DOS attacks is ffs, particularly for the scenarios attackers with invalid OTPs and OTP-less UEs.
Generally, the ground network chooses one or more satellites to sync up the one-time password based on ephemeris.

During the feeder link unavailable period, if a UE sends an uplink NAS message with an invalid or used one-time password, the satellite will drop the uplink NAS message. If a UE sends an uplink NAS message without a one-time password, the satellite regards the UE as an unregistered UE or a legacy UE. Thus, satellite network mitigates the potential denial of uplink NAS message attack in the Store and Forward Satellite Operation.
Besides, this contribution adds an evaluation to solution #14 and solves the following two ENs:
Editor’s Note: compatibility with existing EPS/5GS systems is FFS, especially regarding the registration procedure.

Editor’s Note: Risk aversion for OTP protection is FFS.
The evaluation explains the ground network forwards the one-time password(s) to the UE and satellite(s) after the UE registrates to the EPS/5GS systems successfully. Considering the first EN, satellite determines to offer the S&F service or not when a UE sends an uplink NAS message without an OTP.

Considering the second EN, the transmission between AMF\MME and UE reuses the security protected downlink NAS message and the transmission between AMF\MME and satellite(s) is left to implementation. 
4
Detailed proposal

*** 1st CHANGE ***

6.14
Solution #14: Authorization mechanism for uplink NAS message in S&F satellite operation
6.14.1
Introduction

This solution addresses KI#1: Security protection in Store and Forward Satellite Operation.

For delay-tolerant/non-real-time satellite services (i.e. CIoT with Control Plane optimisation, SMS over NAS), only NAS security is activated to perform integrity protection and ciphering for the small user data or SMS. During the feeder link’s intermittent unavailability, the S&F service function on the satellite cannot obtain the UE’s NAS context to verify the uplink NAS data. Thus, a malicious terminal can send a large number of uplink NAS messages to occupy the satellite storage space.

This solution addresses an authorization mechanism to prevent the S&F service function from being flooded with excessive uplink NAS message.

6.14.2
Solution details

The Figure 6.14.2-1 describes the detailed authorization mechanism for the uplink data in Store and Forward Satellite Operation.

Editor’s Note: The S&F operation function is a logic module. The architecture will be aligned with SA2’s study.



The ground network will generate one or more one-time password(s) once it received a S&F service indicator from a registered UE. Then, the ground network sends the one-time password(s) to UE and corresponding satellites. The corresponding satellites are determined based on ephemeris. The transmission between AMF\MME and satellite is left to implementation. The ground network can send a timestamp to the satellite optionally which indicate deleting the one-time password after timeout.
During the feeder link unavailable period, if a UE sends an uplink NAS message with an invalid or used one-time password, the satellite drops the uplink NAS message. If a UE sends an uplink NAS message without a one-time password, the satellite regards the UE as an unregistered UE or a legacy UE. As an example, the satellite only offers registration service or emergency service and drops any other uplink NAS messages for OTP-less UE. 
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Figure 6.14.2-1: Authorization mechanism for the uplink data in S&F Satellite Operation
1. During the registration procedure, the UE sends a S&F service indicator to the MME\AMF. The indicator indicates the UE subscribe the store and forward service.

2. The MME\AMF generate a one-time password based on the S&F service indicator. 

3.  The network invokes a downlink NAS message. The message includes the one-time password generated in Step 2. The network forwards the one-time password to the satellite which will provide the S&F service for the UE at the feeder link unavailable period.

4. During the feeder link unavailable period, the UE sends an uplink NAS message including data and the one-time password to the satellite.

Editor’s Note: How does the UE know the feeding link status will be aligned with SA2 and it is ffs.

5. After receiving the uplink NAS message, the satellite checks the satellite checks that the fresh one-time password is same as that stored in the satellite before. If the check is successful, the satellite stores the uplink NAS message
6. When the feeder link is available, the satellite sends the uplink NAS message to MME\AMF in ground network.
6.14.3
Evaluation


The solution addresses the requirement of KI#1 related to mitigate the potential denial of uplink NAS message attack in the Store and Forward Satellite Operation. The solution requires the EPS/5GS systems forward the one-time password to the UE and satellite(s) after the UE registrates to the EPS/5GS systems successfully. The procedure proposes to use a one-time password for authorization check when a UE sends an uplink NAS message during the feeder link unavailable period. If an uplink NAS message is sent with an invalid one-time password, the satellite will determine to store or drop the uplink NAS message to avoid storing large amounts of uplink data. Thus, this solution mitigates the potential denial of uplink NAS message attack in the Store and Forward Satellite Operation.
Editor’s Note: whether the solution is applicable for legacy UE is FFS. 
Editor’s Note: whether a one-time password may be misused e.g., by blocking the transmission of a trustworthy UE and resending the captured one-time password with the wrong payload is for further evaluation.
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