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	SA6 has specified TS 23.554 to support 5GMSG service in Rel-17 5GMARCH WID and Rel-18 5GMARCH_Ph2 WID.  However, some technical issues remain in 3GPP TS 23.554 and have not been solved in Rel-18, thus SA6 has started the normative work (SP-230781) in Rel-19 to address the remaining issues where SA3 is expected to solve the issues related to bulk registration, with the following Editor’s Notes extracted from TS 23.554.
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Editor's note:	Security aspects of Non-MSGin5G UE bulk de-registration is the responsibility of SA3.
Editor's note:	Security aspects of MSGin5G UE bulk de-registration is the responsibility of SA3.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Based on SA3’s Rel-17 and Rel-18 work, it’s specified that AKMA is used to achieve the authentication of MSGin5G UE and MSGin5G Server. However, when bulk registration where several MSGin5G UEs connect to the MSGin5G server via a MSGin5G Gateway UE, the authentication and authorization procedures between the MSGin5G UE in bulk and the MSGin5G Gateway UE have not yet been specified.


	
	

	Summary of change:
	Adding authentication and authorization aspects in bulk registration scenarios

	
	

	Consequences if not approved:
	Incomplete feature

	
	

	Clauses affected:
	Annex Y.xx(new clause)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	The living document implements S3-241230, S3-241910

	
	

	This CR's revision history:
	S3-241532,S3-242464



Page 1


[bookmark: OLE_LINK4]**** Start of 1st Change****
[bookmark: _Toc161838660][bookmark: OLE_LINK9][bookmark: _Toc67389405]Annex Y (normative): 
Security aspects of the Message Service for MIoT over the 5G System (MSGin5G)
[bookmark: _Toc161838665]Y. xx	Authentication and Authorization in bulk registration scenarios
For MSGin5G UEs in bulk, the MSGin5G Gateway UE shall perform authentication and authorization on behalf of the MSGin5G UEs behind the MSGin5G Gateway UE with MSGin5G Server based on AKMA as specified above in clause Y.2.
The authentication and authorization between the MSGin5G UEs behind the MSGin5G Gateway UE and the MSGin5G Gateway UE shall be based on the security procedures of the Unicast mode 5G ProSe Direct Communication specified in 3GPP TS 33.503 [109].
For Non-MSGin5G UEs bulk registration/de-registration, the Message Gateway performs the authentication and authorization on behalf of the Non-MSGin5G UE, The authentication and authorization between Message Gateway and the MSGin5G Server as specified above in clause Y.5 also applies.
**** End of 1st Change****

