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Decision/action requested

Discuss and endorse the discussion paper.
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Rationale

SA3 agreed a CR Rel-17 CR 0160 (S3-240862) and implemented it in TS 33.503 v17.7.0 and 18.2.0, which supports differentiating security parameters per HPLMN for discovery message. When CT1 started working on implementing the changes of CR 0160 (S3-240862), they had some observations and related questions and sent LS (CT1-242665) to SA3 for clarification and potential refining of SA3 spec. The LS is extracted below:
	TS 33.503 states the following in clause 6.1.3.2.2.1:

For 5G ProSe UE-to-Network Relay discovery, RSC is used instead of ProSe Response Code and the announcing message also includes the HPLMN ID in cleartext to identify the discovery security materials.

And also states the following in clause 6.1.3.2.2.2:

For 5G ProSe UE-to-Network Relay discovery, RSC is used instead of ProSe Response Code and the discovery message also includes the HPLMN ID in cleartext to identify the discovery security materials.

Given the above requirements, CT1 has discussed how to implement the inclusion of the HPLMN ID in the PC5 direct discovery messages such that the HPLMN ID is kept in cleartext, i.e. without being encrypted. Also it is CT1 understanding that the HPLMN ID shall not be scrambled, since the receiver of the PC5 direct discovery message (the 5G ProSe UE-to-network remote UE) will not be able to descramble the message unless it knows already the security parameters to be used for such operation, which requires the knowledge of the HPLMN ID.

However, checking SA3 specifications for encryption operation and scrambling operations, the following is stated:

A) Annex A.7 in TS 33.503 states the following (related to the message encryption):

-
LENGTH: LEN(discovery message) - (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits

B) Clause 6.1.3.2.3 in TS 33.503 states the following (related to the message scrambling):

-
In A.5 of TS 33.303 [4], the time-hash-bitsequence keystream is set to L least significant bits of the output of the KDF, where L is the bit length of the discovery message to be scrambled and set to Min (the length of discovery message - 16, 256).

-
Step 3 of clause 6.1.3.4.3.5 of TS 33.303 [4] becomes:


XOR (0xFFFF || time-hash-bitsequence) with the most significant (L + 16) bits of discovery message.
NOTE 1:
16 is the size of Message Type and UTC-based counter LSB in bit length.

As can be seen from A) and B) above, the HPLMN ID is currently not excluded from both the encryption and scrambling operations.

Hence CT1 would like to ask SA3 to take into account the information above and to do any needed updates into their specifications.

And CT1 would like also to get feedback from SA3 about the following questions:

1- Whether the HPLMN ID can be scrambled or not in the PC5 direct discovery message.

2- If HPLMN ID is not to be scrambled in the PC5 direct discovery message, then if there are any updates needed in B) above to achieve that.

3- Since the HPLMN ID is not to be encrypted in the PC5 direct discovery message, how this can be achieved given A) above.

4- CT1 is currently discussing different alternatives related to at which position inside the PC5 direct discovery signalling message (Tables 10.2.1.8, 10.2.1.10 and 10.2.1.11 of TS 24.554) the HPLMN ID information element (IE) is to be included. CT1 would like to ask whether SA3 has any preference where in the PC5 direct discovery signalling message the HPLMN ID IE is to be included.




Observation 1: same to observation of CT1, the "payload" of 5G ProSe U2N relay discovery message is encrypted and scrambled based on encryption and scrambling operations defined in 33.503, as shown in the figure below, all IEs of the payload are encrypted and scrambled, all IEs of the payload and MIC are scrambled.
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Figure 3-1 Protection of ProSe U2N relay discovery announcing message
Simliarly, the new HPLMN ID may be encrypted and scrambled based on existing specificaiton of SA3, if so the requirement of cleartext HPLMN ID cannot be fulfilled. Update of TS 33.503 is required to support cleartext HPLMN ID in ProSe U2N relay discovery message of PC5.

 Observation 2: Clause 6.1.3.2.3 in TS 33.503 states the following (related to the message scrambling):

-
In A.5 of TS 33.303 [4], the time-hash-bitsequence keystream is set to L least significant bits of the output of the KDF, where L is the bit length of the discovery message to be scrambled and set to Min (the length of discovery message - 16, 256).

-
Step 3 of clause 6.1.3.4.3.5 of TS 33.303 [4] becomes:


XOR (0xFFFF || time-hash-bitsequence) with the most significant (L + 16) bits of discovery message.
NOTE 1:
16 is the size of Message Type and UTC-based counter LSB in bit length.
According to scrambling operation described above, if L is less than or equal to 256, the whole discovery message is XORed with (0xFFFF || time-hash-bitsequence), and finally MIC and payload are scrambled. If L  is more than 256, e.g. in Figure 3-1, if RRC container IE is present and its length is 257, as only the most significant (L + 16) bits of discovery message is XORed with (0xFFFF || time-hash-bitsequence), all manadotry IEs in the payload and MIC will not be scrambled, that may cause privacy issue.
Observation 3: Annex A.7 in TS 33.503 states the following (related to the message encryption):
Message-specific confidentiality protection is provided by ProSe layer between ProSe UEs.

The use and mode of operation of the ciphering algorithms are specified in Annex D in TS 33.501 [3].

The input parameters to the ciphering algorithms as described in Annex D in TS 33.501 [3] are:

-
KEY: 128 least significant bits of the output of the KDF (DUCK, UTC-based counter, MIC)

-
COUNT: UTC-based counter

-
BEARER: 0x00

-
DIRECTION: 0x00

-
LENGTH: LEN(discovery message) - (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits

KEY is set to as such to generate message-specific keystream as in TS 33.303 [4].

The output keystream of the ciphering algorithm (output_keystream) is then masked with the Encrytped_bits_mask to produce the final keystream for the message-specific confidentiality protection (KEYSTREAM):

KEYSTREAM = output_keystream AND (Encrypted_bits_mask || 0xFF..FF)

The KEYSTREAM is XORed with the discovery message for message-specific confidentiality protection.

It's not clear which part of the discovery message will be XORed with the KEYSTREAM. Is it the whole discovery message, or payload of the discovery message?
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Detailed proposal

Proposal 1: To address observation 1, agree the CR S3-242349 to update TS 33.503 to support cleartext HPLMN ID in ProSe U2N relay discovery message of PC5.
Proposal 2: Acknowledge that scrambling operation in TS 33.503 should be updated to address observation 2 and agree CR S3-242352 . 

Proposal 3: Acknowledge that message-specific encryption operation in TS 33.503 should be updated to address observation 3 and agree CR S3-242345. 

Proposal 4: Agree the LS reply to CT1 in S3-242351 
