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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#2.
2
References
NA
3
Rationale
It is proposed to approve this solution to address key issue#2.

4
Detailed proposal

*** Start 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xx]
ETSI CYBER TS 103 532: “Attribute Based Encryption for Attribute Based Access Control”

[yy]
NIST IR 8450: “Overview and Considerations of Access Control Based on Attribute Encryption”

*** Start 2nd Change ***
6.Y
Solution #Y: NF Authorization for dedicated NFs interacting with PLMN through SBA interface 
6.Y.1
Introduction

This solution addresses the security requirement of key issue#2 – “5GS should support the means to authenticate and authorize the NFs in the customer premises and operator premises over the trust boundary.” 
This corresponds to the security threat in key issue #2 - “The attacker may initiate unauthorized service operations. Safeguarding access tokens from an attacker is challenging when it crosses the security/trust boundary between the operator premises and the customer premises.”

The challenge in re-using OAuth2.0 is that a compromised NF can intercept and re-use an access token issued for another NF. This is possible as there is no explicit binding between authentication and authorization in the current specification for SBA security. 

While secure client registration and restricted token claims can address part of these issues, the core problem persists - authentication and authorization processes lack tight coupling. Token re-use is a more serious threat when OAuth2.0 tokens are passed across trust boundaries beyond the control of the operator and thereby necessitates additional security measures.

Based on the identified threat and the security requirement, this document proposes an authorization framework that overcomes these challenges.

The solution assumes that one or more than one NFs are located in the customer premises. The solution leverages CP-ABE (Ciphertext Policy Attribute-Based Encryption) as the basis for an access control framework as described by ETSI [xx] and NIST [yy].
6.Y.2
Solution details

Consider the scenario where the AMF is located in the customer premises and communicates with the SMF in the operator premises over the SBA interface. The communication is protected and authorized by means of using CP-ABE (Ciphertext Policy Attribute-Based Encryption) independent of OAuth2.0 and/or TLS. CP-ABE generates user keys based on a set of attributes. Data is encrypted with an access policy that restricts access to the specific data. Decryption is possible only for a user with a key whose attributes satisfy the access policy used for encryption.
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1. The system setup is performed by a Key Management Server (KMS) in the PLMN (can be co-located with the NRF or as a standalone entity). The KMS generates the master public-secret key pair (MPK, MSK). The KMS provides the MPK to the NF producer. Further the KMS generates the secret key (SKS), using a set of attribute values S and the associated labeling, which maps the attributes in the set S to labels (represented as strings) and the MSK, upon receiving the registration request from the NF consumer.

Following is an illustrative example for the attribute value S for 5GC SBI:
S : NFID1 (NF ID), AUSF (NF Type), Nudm-UEAuth (service Name), read (Type of operation), NSSAI-1(SliceID), 123456 (PLMN ID)
2. Message encryption is performed by the NF producer, using an access policy A on the plaintext message resulting in a ciphered message CMA provided to the NF consumer in response to the service request.

Following is an illustrative example of access policy A for 5GC SBI:
A : NF ID = NF ID1 AND NF Type = AUSF AND Operation = READ AND (SliceID = NSSAI-1 OR NSSAI-2) AND Service Name = Nausf-UEAuth AND PLMN ID = 123456
3. The NF consumer, using the secret key SKS on the ciphered messages CM​A, performs message decryption. Successful decryption occurs only if the set of attributes S satisfy the access policy A.

The handling of “request to modify data” and “request to share data” is an essential aspect of the proposed mechanism where NFs belonging to different security/trust domains communicate with each other.

Write authorization:

1. The NF producer must validate the authorization of the NF consumer before executing a “request to modify data” through the service procedure (e.g., create, update, delete).

2. The NF producer encrypts a challenge message using the relevant access policy (A) and the Master Public Key (MPK). This encrypted message is sent to the NF consumer. 

3. The NF consumer, possessing the corresponding secret key SK​S, decrypts the challenge message and returns the response to the NF producer. 

4. The NF producer validates the authorization based on the received response and proceeds to execute the request to modify the data. If the challenge message is invalid, indicating failed authorization, the NF producer rejects the request.

Read authorization:

1. To enforce granular access control for a request to share data through the service procedure (for example, get, read), the NF producer sends the response message encrypted using the relevant access policy (A) and the Master Public Key (MPK). 

2. The NF consumer, possessing the corresponding secret key SKS, decrypts the response message. The decryption fails, if the NF consumer lacks the appropriate secret key.

6.Y.3
Evaluation


TBD
*** End Change ***
