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1
Decision/action requested

This contribution proposes to resolve EN for TR 33.784.
2
References

 [1]
3GPP TR 33.784 Study on security aspects of Core Network Enhanced Support for AIML
3
Rationale
KI#2 of TR 33.784 address on the authorization mechanism of selection of VFL participants in the VFL group, the security issue of potential topology information exposure (e.g. NF instance ID) to external AF is a security risk not only in the process of authorization, it is not appropriate to address this security issue in KI#2. So it is propose to delete this EN in KI#2.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.784.

***
START OF CHANGE
***

5.2
Key Issue #2: Authorization mechanism of selection of VFL participants in the VFL group

5.2.1
Key issue details 
The TR 23.700-84 [3] studies the architecture enhancement to support VFL which allows the cooperation of  NWDAFs containing MTLF and AFs to train an ML model in 3GPP networks. 

In Rel-18, security of ML model sharing between NWDAFs has been studied as a part of Horizontal Federated Learning. However, vertical federated learning(VFL) between NWDAF and AF has not been studied (e.g. when the NWDAFs and/or AFs are in different domains, locations, regions etc). Hence, the authorizations of VFL client and VFL server to participate in the VFL process shall consider the scenario that the VFL participants (i.e., VFL client and VFL server) may be the NWDAF and AF.

This key issue studies the authorization aspects of VFL server and VFL clients in the VFL group Considering AF/NWDAF can operate as a VFL client/VFL Server. VFL members also called VFL participants and VFL participant can be active, or passive as defined in TR 23.700-84 [3].
5.2.2
Security threats

There are following threats that could occur during the VFL process:
If a VFL client joins a VFL group without being authorized by the VFL server, it may lead to the following issues:

- 
The unauthorized VFL client may affect the generation of VFL group's ML model negatively. 

5.2.3
Potential security requirements

5GS shall support the authorization of members involved in vertical federated learning (VFL) group including NWDAFs and/or AFs.
Editor’s Note: Whether the VFL group needs to be authorized is FFS which is dependent on SA2’s progress. 


Editor’s Note: The terms can be updated based on SA2’s progress.

***
END OF CHANGE
***
