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1
Decision/action requested

This contribution proposes to add a new KI to TR 33.749 of Edge Computing
2
References

[1]
3GPP TR 33.739: " Study on security enhancement of support for edge computing phase 2"
3
Rationale

In TR 33.739[1], KI#2.7 is agreed to verify the EEC provided user information when the EES (i.e., AF) retrieves the UE ID, based on the assumption that the AF is operator owned and operates within the operator domain and the AF does not re-expose the user information outside the operator domain. Some AFs, however, may operates outside the operator domain. Therefore, the contribution proposes to add a new KI to TR 33.749, studying the authorization of AF outside the operator domain when it retrieves the UE ID.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[x1]
3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[x2]
GSMA OPG.03:" Southbound Interface Network Resources APIs"
*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

5.X
Key issue #X: Authorization of AF outside the operator domain
5.X.1
Key issue details

Clause 4.15.10 of 3GPP TS 23.502 [x1] defines the procedure for the AF to retrieve the AF specific UE ID (e.g., MSISDN) from the operator network. Specifically, the AF requests to retrieve the UE ID via the Nnef_UEId_Get service operation, based on the user information (e.g., IP address or MAC address). 
The UE ID can only be exposed to the AF inside the operator domain. The GSMA OPG Operator Platform is an example AF inside the operator domain that retrieves the MSISDN from the 5G core network [x2]. 

However, some AFs are outside the operator domain. This key issue is to study the security aspects of retrieving UE ID when the AF is outside the operator domain.
5.X.2
Threats

If the AF outside the operator domain is not authorized by the operator network, the AF might use the UE information (e.g., IP address or MAC address) of any UE to retrieve the UE ID, resulting in the leakage of UE ID.

5.X.3
Potential security requirements

The operator network should authorize the AF outside the operator domain before the AF retrieves the UE ID.
*************** End of the 2nd change ****************

