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1
Decision/action requested

This contribution proposes to resolve editor’s note in procedure of solution #1.
2
References

[1]
3GPP TR 33.700-29
v0.2.0

3
Rationale

This contribution resolves the editor’s note contained in the description of the procedure of solution #1 in TR 33.700-29 [1].

Editor’s Note

Editor's Note: The negotiation of security algorithm use for NAS security is FFS.
The negotiation of security algorithm used for NAS security could be done in different manners: e.g. the USIM could be configured with algorithms to use, or negotiation messages could be exchanged between the UE and the satellite before step 2.
Consequently, it is proposed to remove this Editor’s Note and add a NOTE in the description of step 3 of the solution. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.700-29 [1]. 

*** START of CHANGE ***

6.1.2.2
Solution details for S&F in 5G

The main steps of this solution in 5G are the following:
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Figure 6.1.2.2-1: Inverse AKA and data exchange in 5G
1.
Optional step. UE and satellite setup a secure channel to mutually authenticate each other.

2.
The UE creates a 5G AV. The UE does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1" as defined in TS 33.102 [7]. The UE then calculates XRES* as defined in TS 33.501 [4] and creates a 5G AV from RAND, AUTN, HXRES*. Finally, the UE generates a SUCI as defined in TS 33.501 [4].

3.
The UE then derives keys from CK, IK as defined in TS 33.501 [4] till User Plane keys and generates UL user data protected by NAS keys.
NOTE:
The negotiation of security algorithm used for NAS security could be done in different manners: e.g. the USIM could be configured with algorithms to use, or negotiation messages could be exchanged between the UE and the satellite before step 2.
4.
The UE uses service link to send to the satellite the REGISTRATION REQUEST for the SUCI with 5G AV and first UL data, as encrypted payload. 

5.
Satellite stores all those information… 

6.
…till it will be able to reopen a feeder link with ground network

7.
Thanks to feeder link now available, satellite sends that information to AMF/SEAF

8.
AMF/SEAF stores HXRES* and first user data message

9.
AMF/SEAF sends SUCI, RAND and AUTN to AUSF

10.
AUSF sends them to UDM/ARPF as part of authentication request

11.
 UDM invokes SIDF to de-conceal the SUCI 

12.
Based on K and RAND, the UDM/ARPF verifies the freshness of the received values by checking whether AUTN can be accepted (MAC-A, SQN).

13.
The UDM/ARPF computes RES, CK, IK and then computes RES* and KAUSF
14.
The UDM/ARPF return SUPI, RES* and KAUSF to the AUSF

15.
The AUSF generates KSEAF from KAUSF 

16.
The AUSF sends to AMF/SEAF, RES*, SUPI and KSEAF
17.
The AMF/SEAF generates HRES* from RES* and compare it to previously received HXRES*

18.
The AMF/SEAF processes the first user data message previously received

19.
The AMF/SEAF processes the potential user data DL message for the UE

20.
The AMF/SEAF determine the next satellite over the zone and send key material for RRC protection 

21.
The AMF/SEAF send to the satellite the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 

21.
Satellite stores all those information… 

22.
…till it will be able to reopen a service link with UE, RRC protected 

23/24.
The satellite sends to UE, the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 

25.
The UE verifies the RES*

26.
The UE processes the potential user data response message


*** END of CHANGE ***
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