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1	Response for Action 1
RAN2 requests feedback from SA3 on options related to key change for inter-CU LTM. Blue text below is copied from the RAN2 LS.
· RAN2 asks SA3 to consider the needed signalling between participating network nodes for each option and inform RAN2 if any of the above options is not feasible or not acceptable from security perspective and provide modifications that could make that options feasible and acceptable.
SA3 would like to provide the following feedback.
1.1	Option 1
· Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).
· Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command MAC CE.
· Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE.
MAC layer lacks cryptographic protection. The MAC layer is not cryptographically protected and can hence not ensure the integrity of the information sent from the gNB to the UE. Specifically, it cannot protect the NCC value as proposed in Option 1A, and it cannot protect the index to the list of NCC values in Option 1B. If the NCC value or an index to a list of NCC values can be manipulated by an adversary, the adversary can modify the value without the UE noticing the change. The list-index approach of Option 1B gives the adversary less room for modification but is still vulnerable to modification attacks. If the adversary can make the UE accept a modified NCC value or an index to an NCC value not intended by the gNB, then the UE and the gNB will go out of sync w.r.t., the chain of NCC values and the cryptographic keys. The UE and gNB will be unable to communicate until security is re-established, which may require running authentication between the UE and the AMF. The reason for the latter is that the UE and gNB only exchange the least significant bits of the NCC value while they may be in sync w.r.t. the LSBs, the most significant bits may be out of sync, and these are never signalled between gNB and UE. SA3 therefore would not prefer Option 1.
1.2	Option 2
· Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered).
Unclear intended function. The CU only has access to one NH value and one associated NCC value acting as an identifier for the NH value. It is unclear what other (NH, NCC) value pairs is intended to be included in the list is intended.
1.3	Option 3
· Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.
· Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.
Synchronization stability and unclear intended function. SA3 would like to point out that the NCC value is sent explicitly from the CU to the UE to ensure synchronization between the AMF/UE (and CU) on which NH value should be used. If the UE determines the value on its own the risk for desynchronization increases. This is true for Option 3A, and possibly also for Option 3B if the CU has performed any action that may have cause the NCC to be increased between provisioning the UE with the value and the cell switch.
The function and form of the list in Option 3B is unclear as pointed out for Option 2 above.
1.4	Option 4
· Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch.
This option appears closest to how existing handover signaling is performed, but without more details it is difficult to conclude whether it appropriately solves the problem.
Response for Action 2
· 2. RAN2 requests SA3 whether, for each option, the change of security algorithm or the change of key set indicator is to be supported for inter-CU LTM.
SA3 notes that if the CU hosting the target cell does not support the same security algorithms as the source CU, then signaling the algorithms for use with the target CU is necessary.
Since not all CUs may be simultaneously updated with new security algorithms and not all CUs may be from the same vendor, cell switch between two CUs supporting different security algorithms may be a useful feature for deployments.
Without the key change indicator, certain optimizations for synchronizing core and RAN key states are not possible.
2	Actions
To RAN2:
ACTION: 	SA3 kindly asks RAN2 to take the above information into account and provide further details on the options, in particular on why and how a list of NCC values is required.
3	Dates of next TSG SA WG 3 meetings
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