3GPP TSG-SA3 Meeting #116
S3-242088
Jeju, South Korea,  20th - 24th May 2024
revision of S3-24yyyy
Source:
vivo
Title:
New solution to KI3 privacy of data and sample alignment
Document for:
Approval
Agenda Item:
5.13
1
Decision/action requested

Approve the pCR on new solution of key issue#3.
2
References

3

Rationale

This contribution proposes a new solution to address  the key issue #3 “Privacy of VFL between VFL members”. 
The solution proposes to use NEF to do sample alignment so that the external AF will not know internal sample ID list.
Please note that the plantUML code of the figure could run in https://www.plantuml.com/
4
Detailed proposals
Start of Change 

6.Y
Solution #Y: Privacy of data and sample alignment
6.Y.1
Introduction
The solution addresses the key issue #3 “Privacy of VFL between VFL members”.
The solution proposes to use NEF to do sample alignment so that the external AF will not know internal sample ID list.
6.Y.2
Solution details
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Figure 6.Y.2-1 Procedure of Privacy of data and sample alignment
0. VFL Server has already completed VFL clients discovery.

NOTE:
Security and procedure of VFL clients discovery is not in scope of this solution.
1. VFL Sever sends Sample alignment request including its sample ID list 1 to NEF. The sample ID may be SUPI list if VFL Server is NWDAF, or GPSI list if VFL Server is AF.

2. NEF sends Sample alignment request to the VFL clients in the same VFL group.

3. VFL Clients reply Sample alignment response to the NEF. The Sample alignment response includes sample ID list 2 and 3.

4. The NEF determines the common sample ID list 4 based on the common part of all the sample ID list from VFL Server and Clients. The NEF may do ID conversion to translate GPSI to SUPI or SUPI to GPSI from UDM.

5. The NEF sends Sample alignment notify to VFL server and clients including the common sample ID list 4.
6.Y.3
Evaluation

The solution addresses the key issue #3.

The solution proposes to use NEF to do sample alignment so that the external AF will not know internal sample ID list.
Next Change 

Annex X (normative):
PlantUML source code
X.Y
Procedure of Privacy of data and sample alignment (figure 6.Y.2-1)
@startuml

skinparam classFontSize 100

skinparam sequenceMessageAlign center

participant VFLServer

participant NRF

participant NEF

participant VFLClient1

participant VFLClient2

note over VFLServer,NEF: 0.VFL clients discovery

VFLServer -> NEF: 1.Sample alignment request (Sample ID list1)

NEF -> VFLClient1: 2a.Sample alignment request

NEF -> VFLClient2: 2b.Sample alignment request

VFLClient1 -> NEF: 3a.Sample alignment response(Sample ID list2)

VFLClient2 -> NEF: 3b.Sample alignment response(Sample ID list3)

note over NEF:4.Determines common sample ID list4

NEF -> VFLServer:5a. Sample alignment notify (sample ID list4)

NEF -> VFLClient1:5b. Sample alignment notify (sample ID list4)

NEF -> VFLClient2:5c. Sample alignment notify (sample ID list4)

@enduml
End of Change 
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