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1
Decision/action requested

This contribution propose a new solution to address the KI#3 of TR 33.700-32.
2
References

[1]
3GPP TR 33.700-32: " Study on security aspects of User Identities and Authentication".

3
Rationale

This contribution propose a new solution to address the KI#3 of TR 33.700-32, i.e. Authentication and Authorization of one or more non-3GPP devices behind one gateway UE or 5G-RG.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.Y
Solution #Y: Authentication and Authorization procedure of N3D behind gateway UE or 5G-RG
6.Y.1
Introduction

This solution addresses the Key Issue #3 (as defined in clause 5.3) . 

This solution proposes to support the authentication and authorization of one or more Non-3GPP Device behind gateway UE or 5G-RG by enhancing the EAP based authentication procedure by an external DN-AAA server as specified in clause 11.1 of TS 33.501 [X] .
6.Y.2
Authentication Procedure
The authentication and authorization procedure of Non-3GPP Device behind gateway UE or 5G-RG as follow:
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Figure 6.Y.2-1 Authentication and Authorization procedure of Non-3GPP Device behind gateway UE or 5G-RG
0. The UE/5G-RG registers with the network performing primary authentication.
1. The Non-3GPP Device and the UE/5G-RG successfully established direct connection.
NOTE 1: How to establish direct connection is out of 3GPP scope.
2. During direct connection establishment procedure, the UE/5G-RG identify the Non-3GPP Device and confirm its Non-3GPP Device identifier.
NOTE 2: How to identify a Non-3GPP Device based will be specified by SA2.
3. The UE/5G-RG send a PDU Session Establishment or Modification Request to SMF via AMF, which contains the Non-3GPP Device identifier confirmed in step 2.

4. Upon receiving the PDU Session Establishment or Modification Request message, the SMF shall obtains the subscription data of the UE/5G-RG and the profile of the Non-3GPP Deivce from the UDM. The SMF shall checks the subscription data whether the secondary authentication for UE/5G-RG as specified in clause 11.1 of TS 33.501 [X] is required, and whether the UE/5G-RG is allowed to provide current service, and check the profile of the Non-3GPP Deivce whether the Non-3GPP Device identifier links to the subscription data of the UE or 5G-RG. If not allowed and/or not linked, the SMF will reject UE/5G-RG’s request via SM-NAS signalling and skip rest of the procedure. 
NOTE 3: The SMF shall first perform the secondary authentication for UE/5G-RG if required.
5. The SMF shall trigger EAP Authentication of the Non-3GPP Device to obtain authorization from an external DN-AAA server by sending a EAP authentication request message, which contains the Non-3GPP Device identifier.
6. The DN-AAA server and the UE shall exchange EAP messages via the UPF and UE/5G-RG, as required by the EAP method. In addition, it may send additional authorization information as defined in TS 23.501 clause 5.6.6.
7. After the successful completion of the authentication procedure, DN-AAA server shall send EAP Success message to the SMF. This message contains the Non-3GPP Device identifier and a MSK (optional).

8. The SMF shall store the authentication and authorization result of Non-3GPP Device and add the Non-3GPP Device identifier to the SM context of the UE/5G-RG and mark as authorized by requested service.

9. The SMF may notify the authentication and authorization result of Non-3GPP Device to UDM and/or specific NF where store the profile of the Non-3GPP Deivce. The SMF then may request the session policy associate with the Non-3GPP Device from PCF.
Editor’s Note: Where the Non-3GPP Device Profile is stored is FFS.
10. The SMF shall perform rest of the PDU Session Establishment or Modification procedure.
11. The SMF send a NAS SM PDU Session Establishment or Modification Accept message to the UE/5G-RG via the AMF. This message shall include EAP success message to be sent to the UE/5G-RG and the Non-3GPP Device. The SMF shall also include a MSK (if received in step 7) in NAS SM message.
12. The UE/5G-RG shall store the authentication and authorization result of the Non-3GPP Device to do some operation like access control, e.g. restrict the number of devices activated simultaneously. The UE/5G-RG shall store the MSK and associated Non-3GPP Device identifier if received in NAS SM message.
13. The UE/5G-RG may Establish/Re-establish the security protection for direct connection with the Non-3GPP Device based on the received MSK. After successful complete the step 3-12, the UE/5G-RG start to forward the traffic from the Non-3GPP Device to network.
6.Y.3
Re-Authentication procedure
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Figure 6.Y.3-1 Re-Authentication procedure of Non-3GPP Device behind gateway UE or 5G-RG
0. The UE/5G-RG registers with the network performing primary authentication.
1. The authentication and authorization procedure of Non-3GPP Device was successfully executed.

2a.
The SMF decides to initiate Re-Authentication procedure of the Non-3GPP Device. 

2b-1. The DN AAA server decides to initiate Re-Authentication of the Non-3GPP Device. 

2b-2. The DN AAA shall send a Re-Authentication request to the SMF via UPF. The Re-authentication request contains the Non-3GPP Device identifier and other parameters as specified in clause 11.1.3 of TS 33/501 [x].

3-4. The SMF shall send an EAP Request/Identity message to the UE/5G-RG, which contain the Non-3GPP Device identifier. Upon received this message, the UE/5G-RG stop forwarding the traffic of the Non-3GPP Device to network, and responds an EAP Response/Identity message to the SMF, which contain the Non-3GPP Device identifier.
5-13. Execute the same operation as step 5-13 in clause 6.Y.2.
6.Y.3
Authentication and Authorization revocation
At any time, the DN-AAA server may revoke the authentication and authorization for a PDU Session associated with the Non-3GPP Device, and according to the request from the DN-AAA server, the SMF may modify or release the PDU Session associated with the Non-3GPP Device.
6.Y.4
Evaluation

TBD

*************** End of the change ****************

