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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.794 [1].
2
References

[1]
3GPP TR 33.794: "Study on enablers for Zero Trust Security".

3
Rationale

This contribution proposes updates to the evaluation of UC#2 on massive number of SBI calls. The contribution proposes also to remove a non-related note from clause 5.1.2.2 of the use case
4
Detailed proposal

Approve the changes below for inclusion in TR 33.794 [1].
**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
NIST SP-800-92 "Guide to Computer Security Log Management".
**** Next Changes****

5.1.2.2
Relevant data

The data to be exposed includes data about the service requests  using a related event name or identifier, the information on NF(s) identification (i.e., NF ID(s)) which attempted the massive number of service invocations, and optionally service message information (e.g., service name).


**** Next Changes****

5.1.2.3
Evaluation of the identified data

Information on the SBA traffic volume towards or from a specific NF can be inferred using standardized e.g., NF load and performance services of TS 23.288 [13], or by monitoring network traffic using any other implementation-specific means by which NF/OAM collects and exposes statistics to the operator. Using these means, does not require any specific actions from the target NFs that can potentially be misused by an attacker. 

The NF(s) identification information, event information and optionally the service information can be logged and notified to the Operator’s Security Function (to enable necessary security evaluation and monitoring which can help in timely threat detection). Whether the abnormal behaviour indicates an attack or not needs to be decided based on sources from the whole network and all layers, and based on evaluation by the Operator’s security function which is out of scope of 3GPP.
NOTE: Further specific details of the event data to be collected for this scenario, and how the data is logged and notified to Operator’s security function are upto the solution discussions.
Security wise, care must be taken when logging or triggering notification for such events. In particular for security related logs, there are strict guidelines and measures for how to collect and handle them e.g. [x].

**** End of Changes****

