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1
Decision/action requested

Approve the key issue on mutual authentication and NEF-AF interface protection for exposing energy related information
2
References

[1]
3GPP TR 23.700-66 V0.4.0: "Study on Energy Efficiency and Energy Saving".

[2]
3GPP TR 33.766 V0.2.0: "Study on security aspects of energy saving in 5G".

3
Rationale

This rationale of this document is to address the potential security requirement around the authentication of the AF with the 5GC and to offer integrity and confidentiality protection to the energy related information during transit. 
4
Detailed proposal

********* Begin 1st change*********
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******** End of 1st change*********
********* Begin 2nd change*********
5.X.  Solution #X: Mutual authentication and NEF-AF interface protection for exposing energy related information
5.X.1
Introduction 
This pCR introduces a new solution for KI#2 for mutual authentication and NEF-AF interface protection for EE information exposure for the study TR 33.766 [2].
5.X.2
Solution details

5.X.2.1 Mutual authentication
Clause 12.2 of TS 33.501 [3] highlights the needs for authentication between NEF and an AF that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [4], clause 6.1.3a. The identities in the end entity certificates shall be used for authentication and policy checks.
5.X.2.2 Protection of NEF-AF interface
Clause 12.3 of TS 33.501 [3] TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the AF. The support of TLS is mandatory. 

Security profiles for TLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [4].
5.3
Evaluation

The solution resuses Clause 12.2 and Clause 12.3 of TS 33.501 [3] without any change or enhancement.
******** End of 2nd change*********
