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Title: SID on NEF – AF Exposure Security Enhancement	

Acronym:	FS_EXSEC_ENH

Unique identifier:	TBD

Potential target Release:	Rel-19

1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
 
	
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as a Work Item in an earlier Release if further enhancing the feature from the previous Release)}
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Dependency on non-3GPP (draft) specification:
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency}
3	Justification

Presently, the NEF Northbound interface facilitates network exposure between the NEF and AF, enabling access to 3GPP network services. Authorization mechanisms in NEF, as outlined in TS 33.501 clause 12.4 and leveraging OAuth standards RFC 6749, ensure that authenticated AF requests are appropriately authorized for target NFs. However, despite the critical nature of 3GPP network exposure, there exist security gaps in the specifications due to unclear or underspecified points and the absence of concrete security requirements.

Security Gaps:
· In RFC 6749 OAuth 2.0 defines four roles including resource owner, resource server, client and authorization server. In the case of authorization in NEF, the role of network exposure function is not explicitly defined. 
· The authorization grant type to be used for NEF is not clear. Currently, there are four options (including authorization code, implicit, resource owner password credentials, client credentials). 
· The details for using OAuth 2.0 token services are missing. 
· Granularity at which the communication needs to be done is not available. i.e (resource level, service level or AF level).

Ambiguity in authorization mechanisms for NEF exacerbates the issue, potentially allowing authenticated AF able to perform unauthorized actions to sensitive information. Addressing these gaps is imperative to prevent security breaches.

4	Objective
The aims of this investigation are to address the ambiguous aspects of existing specifications TS.33.501 regarding exposure security and to outline key issues, potential security requirements, and solutions pertaining to the enhancements for exposure security in Release 19.

· [bookmark: _Hlk166105588]WT1:  Identify additional requirements to enhance the authorization of NEF exposure function.
· WT2: Study mechanisms to enable fine grained access control at AF level, service operation level and resource level access.
· WT3: Examine the specifics (e.g., roles, authorization grants, the scope of authorization tokens) for implementing OAuth 2.0 in authorizing AF requests.

5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	TBD
	NEF-AF Exposure security enhancements
	-
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
TBD
7	Work item leadership
SA3

8	Aspects that involve other WGs
Architecture aspects are for SA2 to study.
SA2, SA6 for terminology alignment and security requirement related aspects.

9	Supporting Individual Members

	Supporting IM name

	

	

	

	

	

	




